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Abstract—In this paper, we explore the hypothesis that multimodal features as well as

demographic information can play an important role in increasing the performance of

automatic lie detection. We introduce a large, multimodal deception detection dataset

balanced across genders, and we analyze the patterns associated with the thermal,

linguistic, and visual responses of liars and truth-tellers. We show that our multimodal

noncontact deception detection approach can lead to a performance in the range of

60%–80%, with different modalities, different genders, and different domain settings

playing a role in the accuracy of the system.

& AUTOMATIC DECEPTION DETECTION has been

recently receiving an increasing amount of atten-

tion, due to the increase in security threats, and

also motivated by the growth of online interac-

tions that often include deceptive communica-

tion.1 Most of the computational work to date,

however, has focused on building general mod-

els that do not account for demographic infor-

mation such as gender or age. Males and females

vary in representing themselves and usually act

differently, especially when it comes to decep-

tion.2 Research work on deception detection has

identified deceptive behaviors that can be attrib-

uted to gender differences.

For instance, females tend to lie about money

and eating behavior whereas males tend to

lie about sports and their jobs.3 Taking this
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information into account, there are cases where

the gender of the deceiver can be easily identified.

“I am almost ready”, “It was on sale,” “No, You Do

not Look Big in That,” and “This will be my last

drink.” Based on a research study, it can be easily

predicted that the first two statements are often

made by females and the last two are usually told

by males (http://datafication.com.au/). In most of

the cases, judgments are not as easy as several

other aspects come into play during deceptive

behavior. Certain behaviors and patterns can be

associatedwith specific gender, culture, or age.

Previous work in the field of psychology has

explored the role played by gender in deception

detection. For example, it was found that males

have less ability to detect deceit compared to

females.4 None of this work however has consid-

ered the possibility of having gender-based varia-

tions in the automated deceit detection process.

In our previous work,5 we introduced a multi-

modal approach for deception detection regard-

less of gender using 30 subjects, where we

integrated linguistic and thermal features, along

with physiological measurements extracted

from contact-based sensors. In our recent res-

earch,6 we used a contact-based approach to

construct separate machine learning models for

males and females in order to detect deception,

where we also used the linguistic, thermal, and

contact-based physiological modalities. This

paper extends our previous work and presents

an automated multimodal contact-free deception

detection approach that accounts for gender dif-

ferences, along with a novel in-depth analysis of

the specific visual, linguistic, and thermal behav-

iors associated with each gender when they act

deceptively. We no longer utilize the contact-

based physiological sensors and instead use

visual cameras to add the visual modality to the

thermal and linguistic data streams.

Specifically, this paper makes three contri-

butions, in addition to a large deception detec-

tion dataset that includes 520 instances from

104 participants, with approximately equal num-

ber of males and females. First, we extract and

integrate features from three different data

sources including verbal, visual, and thermal

modalities to provide a noncontact approach to

detect deceit. Second, we present a novel in-

depth analysis of the behaviors and trends that

are specific to each gender when it comes to

deception for each of the linguistic, visual,

and thermal modalities. Finally, we analyze the

potential of using demographic information in

improving the performance of our classification

models to detect deception, and we compare

the performance of our multimodal system to

that of human annotators.

RELATED WORK

Verbal Deception Detection

Linguistic analysis was the focus of signifi-

cant recent research work, owing to its noninva-

siveness and its promising results in revealing

clues of deception in a variety of domains where

computer mediated communication occurs,

including chats, forums, online dating, etc.3,7

Nonverbal Deception Detection

Gesture and facial expressions were also

found to provide useful clues for deception

detection. Spontaneous facial expressions and

hand gestures were of special interest due to

their usage to express people’s emotions on

daily basis.8 For instance, participants used less

gestures when they told a story in a deceptive

manner compared to telling a similar story in a

truthful manner.9

Several efforts were additionally exerted

in the direction of noninvasive approaches of

detecting deception using thermal imaging,

leveraging changes in blood flow in the face.10

Gender-Based Deception Detection

Gender differences in deception have been

studied in different fields such as psychology,

economics, and linguistics among others. Eco-

nomic studies showed that male participants

tend to be more deceptive to achieve mone-

tary benefits,11 or that men are more likely to

deceive others if it would result in additional

benefit.

Males lied more often in online dating,12 espe-

cially regarding their appearance and personal-

ity compared to females.

DATASET COLLECTION
A dataset of 520 deceptive and truthful

responses was collected from 104 subjects using

Multimodal Deception Detection

20 IEEEMultiMedia

http://datafication.com.au/


a setup consisting of a thermal camera, two

visual cameras, and a microphone.

A FLIR thermal camera that has a resolution

of 640 � 512 (FLIR SC6700) was used to capture

thermal video recordings for the subjects. We

also used two visual cameras, a Mightex scien-

tific camera focusing on the facial area and a Log-

itech camera focusing on the upper body.

Subjects’ verbal responses were recorded sepa-

rately using a noise canceling microphone.

Scenarios

We designed three scenarios for the partici-

pants. Two of the scenarios included statements

that were made by the participants, one time in

a truthful manner and a second time deceptively.

In the third scenario, an interviewer questioned

the participants and they chose whether to

respond truthfully or deceptively. The scenarios

are as follows:

Abortion

The subjects made a statement about their

truthful opinion on abortion in their own words

and the reasons behind taking a specific stance

on this matter. This was followed by a second

statement, where the subjects reversed their

opinion and responded deceptively.

Best Friend

The participants started this scenario by

making a truthful statement about their best

friend, which might include shared memories,

events, or incidents. This was followed by a

deceptive statement made by the participants,

where they describe someone they dislike posi-

tively as if this person was a best friend.

Mock Crime

The interviewer hid a $20 bill in a box inside a

lab. The participants were then given the choice

to steal the bill while the interviewer leaves the

lab. After his return, he interviewed the partici-

pant and he or she chose whether to lie in their

responses to the questions. The questionnaire

used during the interview is shown below:

1. Are the lights on in this room?

2. Regarding that missing bill, do you intend to

answer each question truthfully about that?

3. Prior to 2016, did you ever lie to someone

who trusted you?

4. Did you take that bill?

5. Did you ever lie to keep out of trouble?

6. Did you take the bill from the private area of

the lab?

7. Prior to this year, did you ever lie for per-

sonal gain?

8. What was inside the white envelope?

9. Please describe step by step, in as much

detail as you can, what you did while you

were in the room and I was outside.

10. Do you know where that missing bill is right

now?

After the interview was over, the interviewer

predicted whether the participant stole the bill.

If the interviewer was not correct, the partici-

pant would receive a higher incentive.

While an approximately similar number of

females opted to respond truthfully and decep-

tively to the questions in the “Mock Crime” inter-

view, a smaller percentage of males decided to

respond truthfully as shown in Table 1. An inter-

esting observation can also be noted that the

interviewer was clearly capable of predicting lies

in females compared to males with a relative

improvement of 63.2%.

MULTIMODAL NONCONTACT
FEATURE EXTRACTION

Verbal Cues of Deception

We start by transcribing the participants’

statements via crowd-sourcing with Amazon

Mechanical Turk (AMT). The workers tran-

scribed the subjects’ statements using the audio

Table 1. Distribution of the choice of the 104 subjects on

whether to lie or be truthful in the “Mock Crime”

scenario as well as the interviewer correct prediction

rate.

Male Female

Truthful 30 (58.8%) 27 (51%)

Deceptive 21 (41.2%) 26 (49%)

Overall No. of

Responses
51 53

Interviewer

prediction
45.1% 73.6%
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recordings only. Transcripts include word filler

and repetitions, as well as long pauses.

Figure 1 illustrates the length of the

responses averaged for the males and females

groups for individual and combined topics. It

can be seen that both females and males have

longer responses when they speak truthfully in

“Abortion” and “Best Friend”. The opposite

holds for “Mock Crime,” which could be due to

an increase in the defensive words when the sub-

jects acted deceptively during the interview.

Interestingly, over all the topics, the average gap

between the length of the truthful and deceptive

responses for females is significantly larger than

that for males, which indicates that in general

verbal differences exist between females and

males as they act deceptively.

We extracted features that were previously

found to indicate deceptive behavior.13

Uni-grams: We used unigrams to represent

the frequency of occurrence of unique words in

the statements made by the subjects, which we

derived from the bag-of-words representation.

LIWC features: LIWC includes 80 word classes

to represent thoughts, personality, emotions, and

motivations. We extracted our features using

LIWC to classify the words in the transcripts of

the subjects into their proper classes. Examples

of such classes include “Other,” which contains

words, such as she, they, and he, and “I,” which

contains self-references, such asmyself.

For additional insight, Figure 2 presents the

top ranked semantic LIWC classes associated

with deceptive and truthful statements, using the

semantic word class scoring from.14 The bars are

calculated by subtracting the average frequency

of words of the deceptive instances belonging to

each class from the corresponding truthful

instances for each gender. Hence, a positive

result indicates an association between a LIWC

class and truthfulness, and a negative result indi-

cates an association between a LIWC class and

Figure 1. Length of truthful and deceptive responses from males and females for individual and combined

topics.

Figure 2. Gender differences in deception, as reflected in LIWC classes with top scores.
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deception. Interestingly, the figure indicates that

unlike females, males try to distant themselves

from an action using words related to “Other”

and “You” when they lie. Additionally, the

“Home” and “Anxiety” classes have stronger asso-

ciation with lying for males. Moreover, the major-

ity of the classes associated with truthfulness for

both genders exhibit higher values for females.

Syntactic complexity and readability features:

We extracted syntactic complexity and readabil-

ity features,15 as well as readability metrics. The

features contained 14 indexes that represented

the degree of syntactic complexity of the res-

ponses of the subjects. Examples of these fea-

tures include coordinate phrases per unit and

clause, clauses and dependent clauses per sen-

tence and t-unit (the shortest grammatically

allowable sentences into which text can be

split), mean length of sentences, clauses, and t-

units per sentence.

Shallow and deep syntax: The shallow and

deep syntax features were extracted from part-

of-speech (POS) tags and context free grammars

trees (CFG) using the Stanford parser. We

extracted POS features, which we represented

as frequency values of all the tags in the tran-

scripts. We also extracted production rules as

frequency values using CFG,7 which consisted of

the lexicalized rules integrated with the grand-

parent node.

Length features: In order to take the temporal

aspect of the responses into consideration, we

divided the responses of the subjects into five

intervals of similar length represented in terms

of sentences and computed the number of words

spoken in each interval. Accordingly, five fea-

tures were extracted to indicate how the length

of the responses of the subjects varied over time

in order to explore whether certain patterns are

indicative of deception.

Visual Gestures

Visual behavior has been found to be highly

correlated to deceptive behavior. In order to

incorporate information about visual beha-

viors that might be correlated to deception,

we annotated subjects’ facial displays and

hand movements using the MUMIN coding

scheme.16 Our choice of using MUMIN is moti-

vated by the need of gesture annotations that

accurately capture multimodal communication

behaviors in our videos. MUMIN is an annota-

tion scheme created for the annotation of

multimodal communication of video clips in

interview settings. It contains a coding scheme

for gestures and facial displays in personal

communication that are related to multimodal

expressions.

We used nine categories from MUMIN, inc-

luding eyebrow movements; eye movements;

general facial expression; gaze direction; hand

movement; hand trajectory; head movements;

lips movements; and mouth openness.

To obtain accurate annotations, we label

video segments of 20 seconds length; on aver-

age each video clip was split into four seg-

ments. The annotation is conducted using

AMT, a crowdsourcing platform that has been

successfully used in the past to obtain human

annotations for different visual and text cate-

gorization tasks. AMT makes available on-

demand workers who conduct a variety of

annotation tasks. Each task is setup in the

AMT web interface and made available for

qualified workers. In our case, the worker qual-

ifications included 1) the worker is located in

the US, 2) the worker has an acceptance rate

of at least 95% in previous submissions.

The gesture annotation task consists of

labeling 40 different gestures in the facial and

hand movement categories as described in the

MUMIN scheme. To measure the reliability of

the annotation task, we requested that three

independent workers annotate each hit. Also, to

ensure the quality of the annotation, i.e., avoid

cases where annotator just select random labels

for gesture annotation, we used the following

strategies 1) randomly inserting a control video

for which we knew the correct gesture label;

2) rejecting contributions where the elapsed

time between accepting the task and submitting

the response was less than the total duration of

the videos the annotator was supposed to

watch. Once the annotations were delivered, we

assigned the final labels at the video level as well

as at the segment level using majority voting

over the labels given by the three annotators.

VISUAL FEATURES From the gesture annotations

at video level, we derived 40 binary features that
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represented the presence or absence of a given

gesture while the subject was speaking truthfully

or deceptively.

To identify differences in gesture behavior

among male and female participants, we com-

pared the percentage of each behavior as

observed in each class. Figure 3 shows the per-

centages of all the visual gestures for which

noticeable differences were identified between

males and females for their deceptive and

truthful responses. It can be noted that truth-

ful females and deceptive males tend to laugh,

have their heads directed downwards, raise

their eyebrows, and have their lips shaped

upwards during their responses. On the other

hand, deceptive females and truthful males

tend to waggle their heads and have a side

gaze.

Moreover, temporal features were extrac-

ted from the visual gestures by calculating the

number of times a gesture label changed in the

video segments of each response. We extracted

these features for each of the nine gesture cate-

gories in the MUMIN scheme.

The final list of visual features consisted of 40

binary features of hand and facial displays for

each response and a set of nine features that

indicated the dynamics of the gestures in the

subjects’ responses.

Thermal Responses
SEGMENTING AND TRACKING REGIONS OF INTEREST

(ROI) In order to analyze whether thermal differ-

ences occur between males and females as they

act deceptively, first, we specified our ROI

manually in the first frame of each response. The

ROIs included the whole face, the forehead, the

periorbital area, the cheeks with the nose, and

the nose only. Second, interesting points were

located in each ROI using the Shi-Tomasi corner

detection algorithm. These points were detected

in regions where there are sharper changes in

the temperatures, which can potentially show

whether an increase in the blood flow occurs as

the subjects behaved deceptively. Third, the

points were tracked throughout the video res-

ponses using a fast Kanade-Lucas-Tomasi track-

ing algorithm.

Once the tracking process was performed,

interesting points were mapped from one

frame to the next based on similarity by glob-

ally estimating their transition using geometric

transformation. In order to ensure an accurate

tracking process, we set the maximum dis-

tance between an interesting point and its

location in the next frame to five and we set a

threshold of 95% of matched points between

successive frames.

THERMAL FEATURE EXTRACTION The locations of

the bounding boxes containing the ROI of each

frame were cropped from the raw thermal video,

and a thermal map was created for each

response to define the heat distribution in each

ROI. In particular, statistical features were

extracted from the responses on the video-level

including the average, maximum, standard devi-

ation, minimum, average of the frame-level stan-

dard deviation, and the mean of the 10%

maximum temperatures in each ROI. A thermal

Figure 3. Differences in usage of certain gestures between males and females as they respond truthfully and

deceptively.
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correction process was performed to account

for the normal inter-personal temperature va-

riations by dividing the features from the

responses by the corresponding resting baseline

features (from an additional resting recording).

Temporal features were also extracted by

dividing each thermal video into five equal inter-

vals, followed by computing statistical features

from each of the intervals. This was performed

in order to find gender-based thermal variations

as the subjects responded deceptively. Figure 4

shows the “mean” feature averaged for the males

and females groups for each of the five intervals.

For “Abortion” and “Best Friend” topics, it can

be clearly seen that both deceptive males and

females exhibit an increase in their facial tem-

peratures compared to truthful males and

females. This trend is also reflected in the “All

Topics” curves. However, it can be seen that in

“Abortion,” the deviation between the deceptive

and truthful female curves is significantly larger

than the male curves, which could be related to

the nature of the topic that is more related to

females.

Interestingly, this trend is different for the

“Mock Crime” scenario. While deceptive males

still exhibit an increase in temperature when

they lie, deceptive females incur decreased

temperatures compared to truthful females.

This indicates that the perception of questions

for the “Mock Crime” scenario was different

between deceptive males and females. This

could also be an indication that males took the

“Mock Crime” scenario seriously, unlike females,

which is reflected in the interviewer prediction

results. Also, it agrees with the research con-

cluding that males are better in lying when it

comes to monetary benefits.11

LEARNING DECEPTIVE BEHAVIOR
Following the feature extraction process, the

classification process was conducted using fea-

tures from individual and integrated modalities.

We used a leave-one-subject-out cross validation

scheme, where at each fold all instances of one

subject were used for testing and all other instan-

ces from the other subjects were used for training.

We chose to use a decision tree classifier, based

on the superiority of this classifier over other clas-

sifiers for the task of deception detection, as rec-

ommended in previous work,5,17,18 and as it

provides better model interpretability by visualiz-

ing the nodes and levels of the tree. In addition,

we used an SVM classifier with rbf kernel for com-

parison using all modalities combined. We report

the overall average accuracy and recall of the

deceptive and truthful classes for males and

females separately and combined as well as for

individual and combined topics.

Development Data Results

In order to select the linguistic and thermal

features that are most useful for deception

detection, we performed evaluations and feature

selection on a development dataset, which con-

sists of recordings from 30 different subjects.5

For our new experiments, we used this develop-

ment dataset to specify which ROI is the most

capable of indicating deceit using the thermal

features as well as determine the best set of lin-

guistic features that can differentiate between

truthfulness and deception.

Figure 5(a) shows the overall accuracy and

the recall using different sets of linguistic

features. We also experimented different combi-

nations of these sets and only showed the best

possible combination. The figure indicates a

Figure 4. Normalized mean face temperatures of males and females divided into five stages throughout their

truthful and deceptive responses for individual topics and all topics combined.
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superior performance using the combination of

the unigrams and LIWC features compared to

using all other individual linguistic sets. Accord-

ingly, we use this combined linguistic set for our

new experiments.

Figure 5(b) shows the recall and overall accu-

racy of the different ROIs using the thermal fea-

tures. The figure indicates that the forehead and

periorbital regions provide the best capability of

discriminating between deception and truthful-

ness. The forehead, in particular, attains the

highest recall and overall accuracy, and hence is

used in our new experiments.

EXPERIMENTAL RESULTS
The experiments reported in this section are

conducted on the newly collected dataset of 520

instances. The dataset is gender-balanced and

has a distribution of 255 deceptive and 265 truth-

ful instances, with 255 responses from males and

265 from females.

Table 2 shows the average accuracy using all

the visual features, as well as the linguistic

(LIWCþUnigrams) and thermal (Forehead) fea-

tures, which we select based on the develop-

ment data results. We show the performance for

individual and combined topics, as well as indi-

vidual and combined genders using the decision

tree classifier. For comparison, we also show the

average accuracy using an SVM classifier with

rbf kernel for “All Modalities” in the last column

of the table. The majority baseline performance

is listed in the first column for every set of

experiments.

The table points to several interesting obser-

vations. First, it shows that overall the deceptive

and truthful statements are easier to predict for

females compared to males in individual and

combined topics. This can be seen in 24 out of

32 cases. The exceptions are mostly found in the

“Best Friend” scenario. Second, the integration

of features from multiple modalities exhibits an

improved performance in most cases compared

to the usage of individual modalities except for

the “Mock Crime” scenario, where the linguistic

features performance stands out, and hence

Figure 5. Overall accuracy and recall of the truthful and deceptive classes for (a) five sets of linguistic

features and (b) the five thermal ROIs using the development dataset.
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integrating them with other modalities does not

enhance the performance.

Third, gender information clearly improves

the performance. In the majority of cases, the

highest accuracy achieved separately for males

or females outperforms the accuracy achieved

using both genders combined, despite the fact

that using data from both genders yields a

larger dataset of approximately double the size.

Furthermore, it can be noticed that males and

females have up to 81% and 64% accuracy,

respectively, using linguistic features in the

“Mock Crime” scenario. However, using both

genders, the performance using individual and

combined modalities does not exceed the base-

line. This indicates that gender-based learning

captures information that enhances the decep-

tion detection performance. Fourth, using “All

topics” does not in general improve the results

over the individual scenarios, which suggest

that domain-specific information is valuable for

the task of deception detection. Finally, the

SVM accuracy figures are up to 66%, and

showed comparable performance to decision

tree, with slight improvement, in 7 out of 12

cases for “All Modalities”. Interestingly, for all

three individual topics and for “All topics” com-

bined, SVM achieves better prediction rates for

females as well.

Human Performance

To put our task in context, we evaluate the

human ability to detect deception when the

gender of the potential deceiver is known, and

partial data streams are used as source of infor-

mation. Since our goal is to assess the layperson

ability to identify deceit, the annotation was

conducted by nonexperts in deception, who

judge the veracity of the information presented

in different format. Specifically, we evaluate four

modalities: the transcript (Text); the audio track

of the video (Audio); the video with muted audio

(Silent video); and audio and video played simul-

taneously (Full video).

Table 2. Overall accuracy for individual and combined features, genders, and topics using decision tree classifier, except for the

last column, which uses SVM with rbf kernel.

Baseline Ling. Thermal Visual
Ling. þ
Thermal

Ling. þ
Visual

Thermal þ
Visual

All

Modalities

(SVM) All

Modalities

Abortion

{Both} 50.0 59.1 53.8 54.8 63.5 58.2 56.7 63.0 54.8

{Male} 50.0 56.9 54.9 54.9 54.9 52.0 59.8 52.0 52.9

{Fem.} 50.0 63.2 56.6 61.3 57.5 61.3 73.6 57.5 62.3

Best Friend

{Both} 50.0 54.8 50.5 54.3 61.1 53.8 56.7 56.7 59.6

{Male} 50.0 59.8 69.6 54.9 55.9 60.8 64.7 56.9 51.0

{Fem.} 50.0 46.2 55.7 55.7 47.2 48.1 54.7 47.2 66.0

Mock Crime

{Both} 54.8 45.2 59.6 43.3 58.7 48.1 54.8 55.8 54.8

{Male} 58.8 64.7 51.0 62.7 56.9 62.7 54.9 62.7 47.1

{Fem.} 50.9 81.1 52.8 56.6 69.8 71.7 41.5 67.9 60.4

All topics

{Both} 51.0 59.4 52.3 49.0 56.7 60.2 55.0 57.1 61.9

{Male} 51.8 54.9 43.5 47.1 55.7 56.1 53.7 52.9 55.7

{Fem.} 50.2 73.6 51.7 58.5 62.6 72.8 55.1 61.9 64.9

Best results are highlighted in bold.
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From the large dataset, we select a random

gender-balanced sample of 60 subjects, consist-

ing of 5 recordings per subject and comprising

a total of 300 recordings. The recordings were

divided in four sets, and each set was labeled

by one human annotator. Annotations were

conducted using a web-based annotation int-

erface to label the presented modality as

either “Deception” or “Truth” according to the

annotator’s perception of truthfulness or false-

hood. During the annotation, the annotators

knew the subject’s gender beforehand, and the

modalities were shown in the following order:

first either Text or Silent video (order chosen

randomly), then Audio, followed by Full video.

Table 3 shows the accuracy of the human

annotators, alongside the developed system

for the four modalities by gender. Results in

this table show interesting trends. First, both

humans and automatic classifiers improve their

accuracy in deception detection with the avail-

ability of more modalities, except for text only

(which presumes accurate transcriptions). Sec-

ond, knowing that the potential deceiver is a

female helps both the humans and the system to

detect deception more accurately, thus confirm-

ing our hypothesis that deception is more easily

identifiable among females. Overall, the multi-

modal setting benefits from gender information

thus suggesting that gender-specific models can

lead to the development of improved deception

detection systems.

CONCLUSION
In this paper, we introduced a novel gender-

balanced deception dataset and conducted an

analysis using linguistic, thermal, and visual fea-

tures to develop an automated, contact-free

deception detection approach. We analyzed the

patterns associated with the two genders as

they responded truthfully/deceptively and inves-

tigated the performance of the system when it

was fed with multimodal features.

Overall, our experimental results suggested

that deception is easier to detect among

females than males. Additionally, we showed

that different, and in some cases even opposed

thermal, linguistic, and visual patterns were

used by males and females as they acted

deceptively, such as the variation in the tem-

peratures in certain scenarios, the length of

the responses, the word classes used, and the

specific gestures such as gaze, head, lips and

eyebrows movements.

We also showed that multimodal deception

detectionmodels that learn from each gender sep-

arately can outperform non-gender specific mod-

els, despite having less training data available.

This suggests that current approaches for decep-

tion detection can benefit from personalizing

their systems toward specific demographic

dimensions, instead of relying on general trends

in human behavior. Finally, we compared our

system accuracy against the human ability of

identifying deception when the gender of the

potential deceiver was known, and observed com-

parable performance between our system and

humans when more modalities and gender infor-

mation became available.
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