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a b s t r a c t

Opacity is a confidentiality property that characterizes whether a ‘‘secret’’ of a system can be inferred by
an outside observer called an ‘‘intruder’’. In this paper, we consider the problem of enforcing opacity in
systems modeled as partially-observed finite-state automata. We propose a novel enforcement mecha-
nism based on the use of insertion functions. An insertion function is a monitoring interface at the output
of the system that changes the system’s output behavior by inserting additional observable events. We
define the property of ‘‘i-enforceability’’ that an insertion function needs to satisfy in order to enforce
opacity. I-enforceability captures an insertion function’s ability to respond to every system’s observed
behavior and to output only modified behaviors that look like existing non-secret behaviors. Given an
insertion function, we provide an algorithm that verifies whether it is i-enforcing. More generally, given
an opacity notion, we determine whether it is i-enforceable or not by constructing a structure called the
‘‘All Insertion Structure’’ (AIS). The AIS enumerates all i-enforcing insertion functions in a compact state
transition structure. If a given opacity notion has been verified to be i-enforceable, we show how to use
the AIS to synthesize an i-enforcing insertion function.

© 2014 Elsevier Ltd. All rights reserved.
1. Introduction

Cybersecurity is an increasingly important issue as computers
and networks are integrated into every aspect of our lives. Rang-
ing from stealing personal identification information to infiltrating
national websites to conduct espionage, attackers in cyberspace
target a wide range of systems. In this research, we study an im-
portant cybersecurity property called ‘‘opacity’’, based on the con-
trol theory for Discrete Event Systems (DES). Opacity characterizes
whether some secret information of a system can be inferred by
outside observers. Introduced in the computer science commu-
nity (Mazaré, 2003), opacity has become an active research topic
in DES, as this class of dynamic systems provides suitable formal
models and analytical techniques for investigating opacity (Bryans,
Koutny, Mazaré, & Ryan, 2008; Bryans, Koutny, & Ryan, 2005; Sa-
boori & Hadjicostis, 2007).
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The ingredients of the DES formulation of an opacity problem
are: (1) the system has a secret; (2) the system is only partially ob-
servable; (3) the intruder is an observer who has full knowledge
of the system structure. The secret of the system is opaque if for
every behavior relevant to the secret, there is an observationally-
equivalent behavior that is not relevant to the secret. For simplic-
ity, we call the former ‘‘secret behavior’’ and the latter ‘‘non-secret
behavior’’. When opacity holds, the intruder is not sure if the se-
cret or the non-secret has occurred. The system is guaranteed the
‘‘plausible deniability’’ of the secret.

The secret of the system can be defined by any representation
in the given DES model, such as states and languages. With dif-
ferent representations of the secret, various opacity notions have
been introduced in the literature. For example, the secret canbede-
fined in terms of a sublanguage, the current state, the initial state,
a sequence of K states, or a set of initial–final state pairs. Opac-
ity notions corresponding to these various cases have been investi-
gated using different DES modeling formalisms such as Petri nets,
labeled transition systems, and automata; see e.g., (Bryans et al.,
2008, 2005; Cassez, Dubreil, & Marchand, 2012; Lin, 2011; Saboori
& Hadjicostis, 2007; Wu & Lafortune, 2013).

In this paper, we consider opacity problems in DES modeled
as finite-state automata (FSA). Given an opacity notion, methods
for verifying if the secret is opaque or not have been investigated
in Cassez et al. (2012), Lin (2011), Saboori and Hadjicostis (2008),
and Wu and Lafortune (2013). When a secret is not opaque, the

http://dx.doi.org/10.1016/j.automatica.2014.02.038
http://www.elsevier.com/locate/automatica
http://www.elsevier.com/locate/automatica
http://crossmark.crossref.org/dialog/?doi=10.1016/j.automatica.2014.02.038&domain=pdf
mailto:ycwu@umich.edu
mailto:stephane@umich.edu
http://dx.doi.org/10.1016/j.automatica.2014.02.038


Y.-C. Wu, S. Lafortune / Automatica 50 (2014) 1336–1348 1337
Fig. 1. The insertion mechanism.

ensuing question is: How can we enforce the secret to be opaque?
The focus of this paper is the development of an enforcement
mechanism for opacity notions. Many prior studies have designed
theminimally-restrictive opacity-enforcing supervisory controller
based on the supervisory control theory of DES; see, e.g., (Dubreil,
Darondeau, & Marchand, 2010; Saboori & Hadjicostis, 2012; Takai
& Oka, 2011). The system behavior under supervisory control is re-
stricted such that a behavior is disabled by feedback control if it is
going to reveal the secret. While the secret under this controller is
guaranteed to be opaque, this approachdoes not apply to situations
where the systemmust execute its full behavior. Another approach
to enforce opacity notions is to use a dynamic observer, which dy-
namicallymodifies the observability of every system event (Cassez
et al., 2012). Unlike a supervisory controller, a dynamic observer
allows the full system behavior, but it also erases some informa-
tion that was to be output. Such erasure could create ‘‘new’’ ob-
served strings that would not be seen in the original system (under
a static observable projection). This is not desirable because it
reveals clues about the defense model to the intruder. Another en-
forcement approach that allows the full systembehavior is the run-
time enforcement mechanism in Falcone and Marchand (2013).
This enforcementmechanism employs delayswhen outputting ex-
ecutions to enforce K -step opacity. However, this method applies
only to secrets for which time duration is of concern.

There aremany application areaswhere the above enforcement
mechanisms are not suitable. For example, in location-based ser-
vices, neither restricting users’ query behaviors nor erasing the lo-
cation information in queries is desirable. Also, to capture location
privacy for users’ home locations, we may need the notion of
initial-state opacity, for which delaying queries as in Falcone and
Marchand (2013) is not practical. We propose a new enforcement
mechanism that overcomes these limitations, based on the use of
insertion functions at run-time. As shown in Fig. 1, an insertion
function is a monitoring interface placed at the output of the sys-
tem. It receives an output behavior from the system, inserts an
additional observable string if necessary in order to prevent the
system from revealing the secret, and outputs themodified behav-
ior. The intruder is assumed to have no knowledge of the inser-
tion function at the outset. But by knowing the system structure,
the intruder may learn the existence of the insertion function from
observing themodified output. This would occur if for instance the
insertion function inserts random events. Hence, our goal is to syn-
thesize insertion functions such that they protect the secret behav-
ior and never reveal to the intruder that an insertion function has
been implemented.

Specifically, every modified output needs to replicate some
original non-secret behavior;moreover, insertion functions should
not interact with the system and must allow all system behav-
iors. It is the combination of these two requirements that makes
the design of insertion functions challenging. An insertion can
only be made if it assures protection of both the current and the
future system output. We characterize the requirements as the
i-enforceability property. Given an opacity notion, it is called i-
enforceable if there exists an i-enforcing insertion function.

The first questionwe consider iswhether a given insertion func-
tion is i-enforcing. For this purpose, we construct an equivalent
automaton that captures the modified system and use it to verify
i-enforceability of the function. Then, the next questionwe address
is whether there exists an i-enforcing insertion function that en-
forces the secret of a given system to be opaque. We provide an al-
gorithmic procedure that verifies i-enforceability of a given opacity
notion. The algorithm is based on a structure called the ‘‘All Inser-
tion Structure’’ (AIS), which enumerates in a compact manner all
i-enforcing insertion functions. To verify if opacity is i-enforceable,
it suffices to determine if the AIS is the empty structure or not.
Furthermore, if opacity is i-enforceable, we show how to use the
AIS to synthesize an i-enforcing insertion function. All these algo-
rithms are general enough so that they apply to four opacity no-
tions: current-state opacity, initial-state opacity, language-based
opacity, and initial-and-final-state opacity.

Other works in the computer science literature have also used
insertion functions to enforce security properties; see e.g., (Ligatti,
Bauer, &Walker, 2005; Schneider, 2000). However, the class of se-
curity policies considered does not include opacity. To the best of
our knowledge, our work is the first to address opacity enforce-
ment using insertion functions.

The remaining sections of this paper are organized as follows.
Section 2 introduces the system model and relevant definitions.
Section 3 reviews the basics of the opacity problem. Section 4 for-
mally defines insertion functions and the i-enforcing property. In
Section 5,wepresent our algorithm for verifying if a given insertion
function is i-enforcing. In Section 6, we show the 4-stage construc-
tion of theAll Insertion Structure (AIS) and verify i-enforceability of
a given opacity notion using the AIS. Section 7 presents the synthe-
sis of an i-enforcing insertion function. The complexity of the AIS
is analyzed in Section 8. Section 9 discusses opacity enforcement
by insertion in the context of opaque communications. Section 10
discusses how intruder’s knowledge of the insertion function
affects our results. Finally, Section 11 concludes the paper. A pre-
liminary and partial version of this paperwas presented in the con-
ference paper (Wu& Lafortune, 2012). Specifically, thematerials in
Sections 5 and 8–10 are new; the algorithms in Section 6 are im-
proved; full proofs of the theorems and examples omitted in Wu
and Lafortune (2012) are presented; and additional explanation
and discussion have been added.

2. Preliminaries

Automata models
We consider opacity problems in DES systems modeled as

finite-state automata. An automaton G = (X, E, f , X0) has a set of
states X , a set of events E, a deterministic state transition function
f : X × E → X , and a set of initial-states X0. In opacity prob-
lems, the initial state need not be known a priori by the intruder
and thus we include a set of initial states X0 in the definition of G.
The language generated by G is the system behavior that is defined
by L (G, X0) := {t ∈ E∗

: (∃i ∈ X0)[f (i, t) is defined]}. For simplic-
ity, we will use L (G) if the set of initial states is clearly defined. In
general, the system is partially observable. Hence, the event set is
partitioned into an observable set Eo and an unobservable set Euo.
Given an event e ∈ E, its observation is the output of the natural
projection P : E → Eo such that P(e) = e if e ∈ Eo and P(e) = ε
if e ∈ Euo ∪ {ε} where ε is the empty string. With this definition at
hand, projection P is extended from E → Eo to P : E∗

→ E∗
o in a

recursive manner: P(te) = P(t)P(e) where t ∈ E∗ and e ∈ E.
Inserted event set Ei

In our enforcement mechanism, the insertion function can in-
sert any event in Eo. Such an inserted event looks identical to a sys-
tem observable event. However, for the purpose of discussion, we
want to clearly distinguish between inserted events and observ-
able events. Thus, we define a set of inserted events Ei, where an
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(a) Inserted event a
denoted by the subscript i.

(b) Inserted event a
denoted by a dashed line.

Fig. 2. Two representations of the insertion label.

insertion label is attached to each event, resulting in Ei = {ei :

e ∈ Eo}. The insertion label is presented by either the subscript i of
event labels, as in Fig. 2(a), or by the dashed feature of transition
arrows; as in Fig. 2(b). We will choose to present the label by one
of these methods, depending on the context.

Projection Pund and mask Mi
Projection Pund and mask Mi are defined to analyze strings con-

sisting of events in Ei ∪ Eo. Pund is a natural projection that treats
dashed transitions as unobservable. The subscript und is short for
‘‘undashed’’. Given an event, Pund outputs the empty string if the
event is inserted and outputs the original event if the event is ob-
servable: Pund(ei) = ε, ei ∈ Ei and Pund(e) = e, e ∈ Eo. On
the other hand, Mi is a mask that treats inserted events and ob-
servable events as indistinguishable. Given an event, Mi removes
the subscript i if it exists and outputs the same event otherwise:
Mi(ei) = e, ei ∈ Ei and Mi(e) = e, e ∈ Eo.

Projection Pio
Projection Poi is a natural projection that maps from E ∪ Ei to

Eo ∪ Ei. Formally, given e ∈ E ∪ Ei, Poi(e) = e if e ∈ Eo ∪ Ei and
Poi(e) = ε if e ∈ Euo ∪ {ε}. The subscript oimeans ‘‘observable and
inserted events’’.

Dashed parallel composition
The dashed parallel composition is a special synchronization op-

erator denoted as ∥d. This composition synchronizes two types of
automata: one with only solid transitions (e.g., the automaton in
Fig. 6(a)), and one with both solid and dashed transitions (e.g., the
automaton in Fig. 6(b)). In dashed parallel composition, the tran-
sitions of the two automata are synchronized on common event
labels, like in the standard parallel composition. However, given a
common event, it is represented by a dashed transition if the cor-
responding transition in the second automaton is a dashed one, and
by a solid transition otherwise. For private events, the solid/dashed
feature of the transitions is preserved. The resulting dashed par-
allel composition of the automata in Fig. 6(a) and (b) is shown in
Fig. 6(c).

Input parallel composition
The input parallel composition, denoted as ∥i/p, is an opera-

tion between a standard automaton G = (X1, E1, f1, X0,1) and a
Mealy automaton M = (X2, Ei,2, Eo,2, f2, q2, x0,2). The input paral-
lel composition of G and M is a Mealy automaton A = G ∥i/p M =

(X1×X2, E1, Eo,2, f , q, X0,1×{x0,2})where the state transition func-
tion f and the output function q are defined as:

f ((x1, x2), e) =


(f1(x1, e), f2(x2, e))

if f1(x1, e), f2(x2, e) are defined
(f1(x1, e), x2)
if f1(x1, e) is defined,

f2(x2, e) is undefined

q((x1, x2), e) =


q2(x2, e), if f1(x1, e), f2(x2, e) are defined
e, if f1(x1, e) is defined, f2(x2, e) is undefined.

That is, (x1, x2)
e/t
−→ (x′

1, x
′

2) where q2(x2, e) = t if f1(x1, e) and

f2(x2, e) are both defined; (x1, x2)
e/e
−→ (x′

1, x2) if only f1(x1, e) is
defined.
The definition of f shows that only events in E1 can trigger tran-
sitions in G ∥i/p M . In fact, the two automata are synchronized in a
master/slave manner where the Mealy automaton passively reacts
to the events of the standard automaton. Such synchronization is
suitable for our insertion mechanism because the insertion func-
tion’s response is driven by the system’s output behavior. Also, be-
cause the insertion function reacts only to observable behavior, we
can always let E2 = Eo ⊆ E1 = E in our examples without loss of
generality.

3. Opacity problems in automata formulations

3.1. Opacity problems

The settings of an opacity problem are: (1)G has a secret; (2)G is
partially observable: E = Eo∪Euo; (3) the intruder is an observer of
G; it has full knowledge of G, but only partially observes G through
the natural projection P . Namely, the intruder’s observations are
strings in P[L (G)]. With the knowledge of G and its observations,
the intruder infers the real system behavior by constructing
estimates. The secret is said to be opaque if no intruder’s estimate
reveals the occurrence of the secret. That is, opacity holds if for any
secret behavior, there exists at least one other non-secret behavior that
is observationally equivalent to the intruder. Therefore, the intruder
is not sure whether the secret or the non-secret has occurred.

3.2. Four notions of opacity

Different definitions of the secret yield different notions of
opacity. In this work we consider four opacity notions introduced
in the literature: current-state opacity (CSO) (Cassez et al., 2012;
Lin, 2011), initial-state opacity (ISO) (Saboori & Hadjicostis, 2008),
language-based opacity (LBO) (Cassez et al., 2012; Lin, 2011),
and initial-and-final-state opacity (IFO) (Wu & Lafortune, 2013).
Current-state opacity defines the secret in terms of the current
state of the system. Initial-state opacity defines the secret in terms
of the initial state. The secret characterization of both notions is a
subset of the state space, XS ⊆ X . On the other hand, language-
based opacity characterizes the secret by a sublanguage of the
system’s language, LS ⊆ L (G). Initial-and-final-state opacity de-
scribes the secret using pairs of initial and final states, Xsp ⊆ X0×X .
For these four opacity properties, we assume that the full (prefix-
closed) systembehaviorL (G) is of concern and that the non-secret
[language; state set; state pairs] is the complement of the secret
[language; state set; state pairs]. These assumptions do not result
in any essential loss of generality.

In Wu and Lafortune (2013), we have shown that these four
notions can be mapped to one and another. Thus, deriving our re-
sults using one notion of opacity is sufficient to show that these re-
sults apply to the other three notions of opacity. For simplicity, we
choose to present only the formal definitions of CSO and LBO and
use them to derive our results in the remaining part of this paper.

Definition 1 (CSO). Given system G = (X, E, f , X0), P , and set of
secret states XS ⊆ X , current-state opacity holds if ∀i ∈ X0 and
∀t ∈ L (G, i) such that f (i, t) ∈ XS , ∃j ∈ X0, ∃t ′ ∈ L (G, j) such
that: (i) f (j, t ′) ∈ X \ XS and (ii) P(t) = P(t ′).

Definition 2 (LBO).Given G = (X, E, f , X0), P , and secret language
LS ⊆ L (G, X0), language-based opacity holds if ∀t ∈ LS , ∃t ′ ∈

LNS = L (G, X0) \ LS such that P(t) = P(t ′). Equivalently, P(LS) ⊆

P(LNS).

3.3. Verification of opacity properties

Given an opacity notion, we can verify it by mapping it to
LBO and checking a language inclusion. Or, we can build the



Y.-C. Wu, S. Lafortune / Automatica 50 (2014) 1336–1348 1339
Fig. 3. An example of insertion automata.

corresponding forward state estimator and check if no estimate
contains only the secret information (specifically, current states,
initial states, or initial-and-final-state pairs).2

In this paper, we consider systems that are running online. Once
the secret is revealed, opacity is violated and cannot be recovered.
From the language point of view, opacity holds if the intruder al-
ways observes a string s ∈ P(LNS). The ‘‘largest’’ set containing such
strings is the supremal prefix-closed sublanguage of P(LNS). This lan-
guage, called safe language and denoted by Lsafe, is characterized as
follows using the result from (Kumar & Garg, 1995).

Lsafe = P[L (G)] \ (P[L (G)] \ P(LNS)) E∗

o . (1)

Opacity holds if the intruder’s observation is always in Lsafe;
i.e., P[L (G)] ⊆ Lsafe. Notice that Lsafe is regular if P(LNS) is regular.
We call string s ∈ P[L (G)] safe if s ∈ Lsafe and unsafe otherwise.

On the other hand, opacity can be verified by checking all
estimates in the corresponding forward state estimator. A forward
state estimator is an automaton where a state reached by string
s ∈ P[L (G)] is the intruder’s (current-state; initial-state; initial-
and-final-state) estimate when it observes s. Specifically, CSO and
LBO can be verified by the standard observer automaton defined
in Section 2.5.2 of (Cassandras & Lafortune, 2008); ISO and IFO
can be verified by the trellis-based Initial-State Estimator (ISE)
introduced in Saboori and Hadjicostis (2008). For simplicity, we
will call a forward state estimator an estimator and denote it by E

hereafter. Given a secret, opacity holds if no estimate contains only
the secret information. If there is an estimate that contains only the
secret information, the secret is revealed when the corresponding
observed string has occurred.

We can determine if a given observed string is safe or unsafe by
examining the estimate it reaches in E . Specifically, string s is safe
if no prefix of s reaches an estimate that contains only the secret
information in E , and is unsafe otherwise (recall that Lsafe is prefix-
closed). We call an estimate safe if it is reached by a safe string,
and unsafe otherwise. It is clear that an estimate containing only
the secret information is unsafe. However, an estimate containing
non-secret information is still unsafe if the corresponding observed
string has an unsafe prefix. Let us now build from E an automaton
that generates Lsafe. This automaton, which we call the desirable
estimator later in Section 6 and denote by E d, is built by deleting
all estimates in E that contain only the secret information and
taking the accessible part. This is in fact the implementation using
automata of the language expression of Lsafe in Eq. (1). Hence, we
have the following result:

Proposition 3. The desirable estimator E d generates Lsafe; i.e., L (E d)
= Lsafe.

2 This is in contrast to the alternative estimator for ISO proposed in Wu and
Lafortune (2013), which is the observer of the reversed automaton of G and thus
is not a ‘‘forward’’ state estimator.
Our results in the remainder of this paper are developed based
on Lsafe and E .

4. Enforcement of opacity using insertion functions

We propose a new opacity enforcement mechanism that uses
insertion functions to address the limitations in the existing
enforcement mechanisms. An insertion function will be designed
such that it allows the full system behavior, does not create new
observed behavior, and does not deploy delays.

4.1. Insertion enforcement mechanism

An insertion function is a special monitoring interface that not
only monitors the system but also inserts additional events to the
system output when necessary. As shown in Fig. 1, the insertion
function takes an observed event from the system, possibly inserts
extra observable events, and outputs the resulting string. In terms
of the intruder, the extra inserted events are indistinguishable from
genuine observable events. That is, the intruder does not recognize
the virtual insertion label. Therefore, the intruder, observing at
the output of the insertion function, cannot tell if the observed
string includes inserted events or not. Given a modified string
s ∈ (Eo ∪ Ei)∗ from the insertion function, the intruder observes
s under mask Mi. We can also reconstruct the genuine string by
applying projection Pund to s. Notice that the intruder is assumed to
have no knowledge of the insertion function at the outset. Our goal
is to design an insertion function such that it protects the secret
behavior and the intruder can never learn the existence of the
insertion function based on its knowledge of the system structure
and the observation of the modified output. Such a property will
be characterized as ‘‘i-enforceability’’ in Section 4.3. We will also
discuss in Section 10 how intruder’s knowledge of the insertion
function affects our results.

4.2. Insertion functions and insertion automata

The insertion enforcement mechanism depends on the design
of insertion functions. We define an insertion function as a
(potentially partial) function fI : E∗

o × Eo → E∗

i Eo which outputs
a string with insertions, based on the system’s past and current
observed behavior. More precisely, given that the system has
executed string t where P(t) = s and the current observed event is
eo ∈ Eo, the insertion function is defined such that fI(s, eo) = sIeo
if string sI ∈ E∗

i is inserted before eo. Hereafter, we will use (s, eo)
to denote the system’s observed behavior that defines the output
of fI . In the following, we assume that no sI is of unbounded length.

The function fI defines the instantaneous insertion for every
(s, eo). To determine the complete modified string from the inser-
tion function, we define an equivalent string-based insertion func-
tion f strI from fI : f strI (ε) = ε and f strI (sn) = fI(ε, e1)fI(e1, e2) · · ·

fI(e1e2 . . . en−1, en) where sn = e1e2 . . . en ∈ E∗
o . Given G, the mod-

ified language output from the insertion function is f strI (P[L (G)])
= {s̃ ∈ (E∗

i Eo)
∗

: s̃ = f strI (s) ∧ s ∈ P[L (G)]} and is denoted here-
after by Lout .

We encode a given insertion function fI as a Mealy automaton
and call it insertion automaton, denoted by IA = (Xia, Eo, E∗

i Eo,
fia, qia, x0,ia). Specifically, the state set is Xia, the input set is Eo, the
output set is the set of strings in E∗

i Eo, the transition function fia
defines the dynamics of the IA, the output function qia is defined
such that qia(x, eo) = sIeo where fia(x0,ia, s) = x, if fI(s, eo) = sIeo,
and x0,ia is the initial state. In Fig. 3, we show an example of IA that
inserts ai before the first output event if that event is b.

In general, an insertion automaton can have an infinite set of
states. We call an insertion function ‘‘finite’’ if it can be encoded as
a finite-state insertion automaton.
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4.3. I-enforcing insertion functions

For an insertion function to enforce opacity in our insertion
mechanism, it needs to satisfy a property called i-enforcing. I-
enforceability characterizes an insertion function’s ability to out-
put strings that always look like a non-secret behavior under
Mi, without ever interacting with the system. Specifically, i-
enforceability is safety and admissibility. An insertion function is
i-enforcing if it is safe and admissible.

Safety property defines the output from the insertion function,
i.e., Lout . It requires every behavior after insertion to be within the
safe language. If the system ismonitoredwith a safe insertion func-
tion, no output reveals the secret.

Definition 4 (Safety). Given G, secret language LS and non-secret
language LNS , an insertion function is safe if the modified language
undermaskMi is within the safe language; that is,Mi (Lout) ⊆ Lsafe.

Admissibility property defines the input to the insertion func-
tion. It is an interface feature that requires the insertion function
to take every system’s observable behavior as a valid input. For ev-
ery behavior in P[L (G)], an admissible insertion functionmust re-
spond to the behavior with an insertion.

Definition 5 (Admissibility). Given G, an insertion function is ad-
missible if it inserts (possibly ε) on every observable behavior from
G. That is, fI(s, eo) is defined for all seo ∈ P[L (G)].

We now combine the two properties and define i-enforceability:

Definition 6 (I-Enforceability). Given G, an insertion function is
called i-enforcing if it is both safe and admissible. Moreover, the
considered opacity notion is called i-enforceable if there exists an
i-enforcing insertion function.

Safety guarantees that every modified behavior from fI looks
like a non-secret string from the original system. If an unsafe string
is output by the system but rendered safe by fI , the intruder will
believe that a non-secret string has occurred. On the other hand,
admissibility guarantees that fI does not interact with the sys-
tem (e.g., by disabling events). Hence, having both properties, our
i-enforcing insertion function can always map the system output
to a non-secret behavior nomatter what the system outputs. Thus,
the secret will never be revealed and opacity is enforced by the in-
sertion function.

5. Verifying I-enforceability of an insertion function

Given an insertion function, it is desirable to know if it is
i-enforcing. In this section, we propose an algorithm that verifies
the i-enforcing property of the given insertion function. The al-
gorithm is based on the construction of an equivalent automaton
called G̃ that captures the behavior of the modified system. If the
behavior of this equivalent automaton is within Lsafe, then the in-
sertion function is i-enforcing.

We will prove in Section 7 that if an i-enforcing insertion func-
tion exists, then a finite i-enforcing one exists. Thus, with no loss of
generality, it is assumed in this section that the insertion function
is specified in terms of a finite state insertion automaton IA. Given
G and fI , we check if fI is i-enforcing by following Algorithm1. To fa-
cilitate presentation, we denote the input language of IA by Li(IA).

Lines 1–5 check the admissibility property of fI . If the input lan-
guage of IA contains P[L (G)], then fI responds to all possible sys-
tem outputs and is admissible. Otherwise, fI is not admissible and
the algorithm returns ‘‘not i-enforcing’’. When fI is admissible, we
build G̃ in lines 6–11 and check in lines 12–16 if fI is also safe. G̃ is
an equivalent automaton that represents themodified system. The
projected language of G̃ is the modified output behavior from fI . If
Mi


Poi[L (G̃)]


⊆ Lsafe, where Mi removes the virtual insertion la-

bel that is only for analysis and not seen by the intruder, then the
intruder will never observe secret behaviors and thereby fI will be
safe. If fI is admissible and safe, the algorithm returns ‘‘i-enforcing’’.
Otherwise, the algorithm returns ‘‘not i-enforcing’’. Notice that an
i-enforcing fI maps every unsafe string to a safe string. When there
is an unsafe string, G̃ always becomes nondeterministic under the
effect of Mi ◦ Poi (more precisely, under the automaton implemen-
tation of the language map Mi ◦ Poi).

Algorithm 1 Verify i-enforceability of fI
Input: G, fI encoded as IA, and deterministic H s.t. L (H) = Lsafe
1: if P[L (G)] ⊆ Li(IA) then
2: Go to line 7 and build G̃
3: else
4: Return NOT I-ENFORCING
5: end if
6: Build Mealy automaton Mi = G∥i/pIA
7: Remove input labels inMi and extract automaton Gi

8: Extend Gi to G̃ by recursively introducing new states:

9: for all x, y in the state space of Gi, denoted by XGi , s.t. x
t=et ′
−−→ y

where e ∈ Ei, t ′ ∈ E∗

i Eo do

10: introduce xins to XGi and redefine x
e

−→ xins
t ′
−→ y

11: end for
12: if Mi


Poi[L (G̃)]


⊆ Lsafe then

13: Return I-ENFORCING
14: else
15: Return NOT I-ENFORCING
16: end if

Example 7. Consider system G in Fig. 4(a) where Eo = {a, b} and
XS = {4}. We build the estimator E in Fig. 4(b) to verify current-
state opacity (CSO). The system is not CSO because estimate {4}
contains only the secret state. To enforce opacity, we propose to
use the fI encoded in Fig. 3 and verify if it is i-enforcing by follow-
ing Algorithm 1. The input language of fI is (a+b)∗, which contains
P[L (G)]. Thus, fI is admissible. Then, we construct the equivalent
automaton G̃ to check if fI is also safe. The intermediate Mealy au-
tomaton Mi is shown in Fig. 4(c). In Mi, the output label of the
transition from (2, A) to (4, C) is a string aib instead of an event,
meaning that fI inserts ai when the system moves from state 2
to state 4. Then by removing input labels in Mi and introducing
dummy state Ins, we build the equivalent automaton G̃ in Fig. 4(d).
It can be proven that Mi


Poi[L (G̃)]


⊆ Lsafe = aba∗. The insertion

function is thus i-enforcing.
All manipulations in Algorithm 1 are polynomial in the number

of states of the involved automata. G̃ has at most |X ∥ Xia| + k|Eo ∥

X ∥ Xia| states, where k is the largest number of inserted events
per insertion action. The first term comes from the input parallel
composition of G and IA. The second term exists because fI inserts
at most k events for every observable event at all states in Gi, and
each of them requires an additional dummy state for unfolding Gi

to G̃. Also, while G̃ is in general nondeterministic under the effect of
mapMi◦Poi, checking language inclusion ofMi


Poi[L (G̃)]


⊆ Lsafe

can be performed in polynomial time without determinizing G̃
because H is assumed to be deterministic.

6. Verifying I-enforceability of an opacity property

Using the results in Section 5, we can verify if a given insertion
function is i-enforcing with respect to the considered opacity
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(a) The system Gwith XS = {4}. (b) The estimator E . (c) Mealy automation Mi . (d) The equivalent
automation G.

Fig. 4. Automata used in Example 7.
Fig. 5. The construction flow of the AIS.
property. This problem inspires two further questions: (Q1) How
to verify if a given opacity property is i-enforceable, i.e., if there
exists an i-enforcing insertion function? (Q2) How to synthesize
an i-enforcing insertion function if one exists? We will answer
both questions using a special automaton called the All Insertion
Structure (AIS) constructed in this section. (Q1) will be answered
in Section 6.2, and (Q2) will be answered in Section 7.

6.1. The construction of the All-Insertion Structure (AIS)

The All Insertion Structure (AIS) is an automaton that enumer-
ates, in a compact transition structure, all deterministic i-enforcing
insertion functions for a given secret of the system. The whole
construction comprises four stages: (1) the i-verifier; (2) themeta-
observer; (3) the unfolded i-verifier; and (4) the AIS. There is a lan-
guage equality check after stage (1). The remaining three stages are
needed only when the language equality holds. In each of the four
subsequent subsections, the structure of the corresponding stage
will be defined and the algorithms will be provided (see Fig. 5).

6.1.1. Stage 1: The i-verifier V
The purpose of the i-verifier V is to identify all insertions that

map any given string to a safe string. For this purpose, we build
the desired estimator E d, which generates the safe language Lsafe,
and the feasible estimator E f , which includes all possible inser-
tions, and synchronize them with the dashed parallel composition.
The resulting automaton represents an insertion function that is
nondeterministic, safe, andmaximally-inserting.

The desired estimator E d and the feasible estimator E f are ob-
tained from the system estimator E . To build E d from E , we delete
in E all estimates that reveal the secret and take the accessible part.
E d generates Lsafe according to Proposition 3. To build E f , we add
self-loops for every inserted event ei ∈ Ei (represented by dashed
lines) at all states in E . This estimator represents a nondeterminis-
tic insertion function that inserts the set of all possible insertions E∗

i

upon every (s, eo). Then, by dashed parallel composing the two es-
timators, the resulting automaton, called the i-verifier V , includes
all possible insertions that map original strings to safe strings. No-
tice that a path in V is a sequence of alternating inserted strings
and observable events. Such an alternating path, called an inser-
tion path, shows how an insertion function inserts events as it re-
ceives observable events online from the system. Thus, having all
insertion paths, the i-verifier is a representation of a nondetermin-
istic insertion function. This nondeterministic insertion function,
denoted by f̃I , is safe and maximally-inserting because it inserts all
strings that render a given original string safe.

Formally, the i-verifier is an automaton denoted by V = (Mv, Eo
∪ Ei, δv,mv,0). A state mv ∈ Mv is a pair of estimates (md,mf ),
wheremd is a safe estimate from E d andmf is the genuine (poten-
tially) unsafe estimate from E f . In our opacity enforcement mech-
anism, md is the estimate of the intruder who eavesdrops with Mi
andmf is the estimate of the system designer who can distinguish
inserted events with Pund. Although the genuine observed behavior
of G leads to a possibly unsafe estimate mf , the intruder is tricked
into generating a safe estimatemd from its observation.

Example 8. Consider again G in Fig. 4(a) where state 4 is the secret
state.Wewant to enforce CSO using an insertion function and thus
build the AIS to determine if CSO is i-enforceable. This example is
our running example to illustrate the four stages of the construc-
tion of the AIS. Here we construct the i-verifier V .

We first build E d in Fig. 6(a) by removingm3 from E and taking
the accessible part. Then, we build E f by adding self-loops for ai
and bi at every state in E , as shown in Fig. 6(b); the inserted events
ai and bi are represented by dashed lines. Afterwards, by dashed
parallel composing E d and E f , we obtain V shown in Fig. 6(c). We
use this example to see the features of the nondeterministic inser-
tion function f̃I . First, the safety property of f̃I can be shown by the
transitions from (m0,m0) to (m1,m0) and then to (m2,m3), which
correspond to inserting ai before the first b. With this insertion, the
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(a) The desired
estimator E d .

(b) The feasible estimator E f . (c) The i-verifier V .

Fig. 6. The system, the estimators, and the i-verifier used in Example 8.
(a) The current-state estimator. (b) The i-verifier V .

Fig. 7. The system and the i-verifier in Example 10.
intruder is tricked into thinking that G outputs ab and thus gener-
ates safe estimate m2, while the original observed string b corre-
sponds to the unsafe estimate m3. Second, the nondeterminism of
f̃I can be seen by the set aibia∗

i inserted before the first a. Then, be-
cause all and only inserted strings in (aibiai)∗ modify a to be safe
strings, the insertion function is maximally-inserting.

All strings output by f̃I are safe. However, f̃I may not respond to
the full system output behavior P[L (G)]; i.e., it may not be admis-
sible. If f̃I is not admissible, then there is no deterministic inser-
tion function that is safe and admissible. Therefore, opacity is not
i-enforceable and the AIS does not exist. In otherwords, the admis-
sibility of f̃I is a necessary condition for i-enforceability. This result
is proven in Theorem 9.3

Theorem 9. The considered opacity property is not i-enforceable if

Pund[L (V )] ≠ P[L (G)]. (2)

Proof. First, V is a representation of f̃I that contains all possible
safe insertions. Thus, all i-enforcing deterministic insertion func-
tions must be included in V . Second, in V , dashed transitions are
insertions. By applying projection Pund, we obtain the system

3 This theorem was inadvertently omitted in Wu and Lafortune (2012).
behaviors that f̃I responds to, i.e., Pund[L (V )]. If Pund[L (V )] ≠

P[L (G)], we know that f̃I does not respond to all observable be-
haviors of G. Thus, it is not admissible and not i-enforcing. If f̃I is
not i-enforcing, no deterministic i-enforcing insertion function ex-
ists. The considered opacity notion is not i-enforceable.

If Pund[L (V )] ≠ P[L (G)], we know from Theorem 9 that opac-
ity is not i-enforceable and we can stop the construction of the
AIS. However, if Pund[L (V )] = P[L (G)], we do not know whether
opacity is i-enforceable or not. The existence of the nondetermin-
istic i-enforcing insertion function f̃I does not imply the existence
of a deterministic i-enforcing insertion function. Belowwe provide
an example where no deterministic insertion function exists even
if Eq. (2) holds.

Example 10. Consider CSO of a system with Eo = {a, b, c}. We
show directly the estimator in Fig. 7(a), whose states are the es-
timates of system states; for simplicity, these states are numbered
from 0 to 9. Assume that states 2 and 3 are unsafe and that the
other states are safe. We want to enforce opacity using insertion
functions and thus build the AIS to verify if CSO is i-enforceable.
The i-verifier V is built in 7(b). One can verify that Pund[L (V )] =

P[L (G)] holds and thus the nondeterministic insertion function f̃I
is i-enforcing. In Fig. 7(b), we trace strings whose first solid tran-
sitions are labeled with ‘‘a’’ and see that f̃I insert two events {b, c}
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before a, i.e., f̃I(ε, a) = {b, c}. Inserting set {b, c}makes ab look like
non-secret bab (for state 2) and ac look like non-secret cac (for state
3). However, if wewant to build a deterministic insertion function,
the insertion function must choose to insert either fI(ε, a) = b or
fI(ε, a) = c. If we choose fI(ε, a) = b, which corresponds to the
path (0, 0) 99K (4, 0) → (5, 1) in V , then the insertion function
cannot respond to system string ac and thus it is not admissible.
Similarly for the other case. Therefore, no deterministic i-enforcing
insertion function exists. Opacity is not i-enforceable.

6.1.2. Stage 2: the meta-observer mObs(V )

Recall that V represents nondeterministic insertion function f̃I .
In V , insertions to the same system output may lie on different in-
sertion paths. Therefore, grouping together all insertions respond-
ing to a given system output is needed before we enumerate all
deterministic insertion functions. In this stage, we first focus on
all insertions that respond to past observed string s without con-
sidering the system’s current output, i.e., ∪eo∈Eo f̃I(s, eo). For this
purpose, we build the so-called meta-observer of the i-verifier,
mObs(V ). Let Obs(V ) = (Mv,obs, Eo, δv,obs,mv,obs,0) be the standard
observer automaton of V with respect to projection Pund. Given an
i-verifier V , the meta-observer mObs(V ) = (Mv,mo, Eo ∪ Ei, δv,obs,
δv,mo,mv,mo,0) is a special observer of V , with respect to Pund, where
the unobservable transitions (Ei) are preserved. A meta-observer
state is defined to be a pair consisting of a state in V and a state in
Obs(V ),mv,mo = (mv,mv,obs) ∈ Mv,mo = Mv × Mv,obs. InmObs(V ),
there are two transition functions: δv,mo and δv,obs. Transition func-
tion δv,mo : Mv,mo × (Eo ∪ Ei) → Mv,mo captures the effect of inser-
tion responses. Transition function δv,obs : Mv,obs × Eo → Mv,obs,
on the other hand, is inherited fromObs(V ) to capture the system’s
observed behavior. With both functions, we can keep the informa-
tion of every insertion response while grouping them together. In
Fig. 8, we show the meta-observer for Example 8. Note that only
δv,mo, which is represented by the dashed and the solid transitions,
is shown. The function δv,obs is not explicitly shown as it can be in-
ferred from δv,mo. The formal construction ofmObs(V ) is presented
in Algorithm 2.

Algorithm 2 ConstructmObs(V )

Input: V = (Mv, Eo ∪ Ei, δv,mv,0) and Obs(V ) = (Mv,obs, Eo,
δv,obs,mv,obs,0) w.r.t Pund

Output: mObs(V ) = (Mv,mo, Eo ∪ Ei, δv,obs, δv,mo,mv,mo,0)
1: mv,mo,0 = (mv,0,mv,obs,0). SetMv,mo = {mv,mo,0}

2: for all β = (b, bobs) ∈ Mv,mo whose dashed descendants have
not been expanded do

3: for all e ∈ Ei do
4: δv,mo(β, e) = (δv(b, e), bobs) if δv(b, e) is defined

Add δv,mo(β, e) to Mv,mo
5: end for
6: end for
7: for all β = (b, bobs) ∈ Mv,mo whose dashed descendants have

been expanded but whose solid descendants have not been
expanded do

8: for all e ∈ Eo do
9: δv,mo(β, e) =


δv(b, e), δv,obs(bobs, e)


if δv(b, e) is defined

Add δv,mo(β, e) to Mv,mo
10: end for
11: end for
12: Go back to line 2 and repeat until all nodes in Mv,mo have been

completely expanded
13: Add δv,obs from Obs(V ) tomObs(V )

Example 11. Given V in Fig. 6(c), we follow Algorithm 2 and build
the meta-observer mObs(V ) in Fig. 8. In line 1, the initial state is
((m0,m0), A), where (m0,m0) is the initial-state of V and A =

{(m0,m0), (m1,m0), (m2,m0)} is the initial state ofObs(V ). In lines
Fig. 8. Themeta-observer of the i-verifier,mObs(V ). The solid ellipses around states
show the states of Obs(V ).

2–6, ((m0,m0), A) expands to ((m1,m0), A) and then ((m1,m0), A)
expands to ((m2,m0), A). This dashed-descendant expansion gen-
erates all Mv,mo states whose Mv,obs part is also A; these Mv,mo
states belong to the topmost group in the figure. In lines 7–11,
((m0,m0), A) expands to ((m1,m1), B) with event a, ((m1,m0), A)
expands to ((m2,m3), C) with b, and ((m2,m0), A) expands to
((m2,m1), B) with a. This time, the solid-descendant expansion
generates allMv,mo states reached with Eo from the existing states.
Each newly generatedMv,mo state has aMv,obs part that is different
from A. Finally, we complete constructing mObs(V ) by recursively
proceeding with lines 2–11 until all Mv,mo state have been com-
pletely expanded.

6.1.3. Stage 3: the unfolded i-verifier Vu

In Stage 2, themeta-observer groups together∪eo∈Eo f̃I(s, eo) for
every given s. In this stage, we want to list all insertion strings in
f̃I(s, eo) for any given (s, eo) and then enumerate all determinis-
tic insertion functions. The so-called unfolded i-verifier Vu is built
in this regard. In Vu, insertion functions are enumerated with se-
quences of alternating actions. Those actions, indeed the transitions
inVu, are called actions because they are actions of the players from
a game structure’s point of view. Specifically, Vu is a game structure
played between the system and the insertion function. Transitions
are actions of G (i.e., output events) and actions of the insertion
function (i.e., insertion responses). A sequence of actions is an in-
sertion path that tell us the following: given thatG has output s and
is outputting eo, fI can insert sI before eo.

Formally, Vu is a bipartite graph that is defined as an automa-
ton Vu = (Y ∪ Z, Eo ∪ Mv,mo, fyz ∪ fzy, y0). An example of Vu is
shown in Fig. 9. The two disjoint sets of states are denoted by Y
(square-shaped) and Z (ellipse-shaped), respectively. States along
a sequence of actions alternate between Y states and Z states. We
can describe Vu as a two-player game. The first player is the system
G; it makes actions at Y states and determines what events to out-
put. The second player is the insertion function; it makes actions
at Z states and determines what string to insert. More specifically,
a state y ∈ Y contains the information G needs for making actions;
it is a meta-observer state, Y = Mv,mo ⊆ Mv × Mv,obs. A state
z ∈ Z contains the information fI needs; it consists of its predeces-
sor Y state and the corresponding incoming action of an observable
event, Z ⊆ Y × Eo = Mv,mo × Eo. An outgoing action of y ∈ Y is
an observable event in Eo. An outgoing action of z ∈ Z is an Mv,mo
state that compactly represents a set of insertions givenby function
Ins : Mv,mo×Mv,mo → 2E∗

i . Insertions in such a set are ‘‘equivalent’’
in a sense that they all lead to the samemeta-observer state; that is,
they respond to the same observed behavior and have the same ef-
fect on future insertions. Take the Vu in Fig. 9 for example. It is built
from the mObs(V ) in Fig. 8. For z = (((m0,m0), A), a), its action
((m2,m0), A) is a set given by Ins (((m0,m0), A), ((m2,m0), A)),
which is defined by {sI ∈ E∗

i : δv,mo(((m0,m0), A), sI) = ((m2,
m0), A)} = aibia∗

i . The transition function from Y to Z is denoted
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Fig. 9. The unfolded i-verifier Vu built frommObs(V ). The shaded states are pruned
when constructing the AIS.

by fyz : Y × Eo → Z , and the transition function from Z to Y is de-
noted fzy : Z × Mv,mo → Y . Lastly, as the system is the first player,
the initial state of Vu is defined as y0 = mv,mo,0 ∈ Y .

The formal construction of Vu is presented in Algorithm 3.

Algorithm 3 Construct Vu

Input: mObs(V ) = (Mv,mo, Eo ∪ Ei, δv,obs, δv,mo,mv,mo,0)
Output: Vu = (Y ∪ Z, Eo ∪ Mv,mo, fyz ∪ fzy, y0)
1: y0 = mv,mo,0. Set Y = {y0}
2: for all y = (mv,mv,obs) ∈ Y that have not been examined do
3: for all e ∈ Eo do
4: fyz(y, e) = (y, e) if δv,obs(mv,obs, e) is defined

Add fyz(y, e) to Z
5: end for
6: end for
7: for all z = (mv,mo, e) ∈ Z that have not been examined do
8: for allm ∈ Mv,mo do
9: fzy(z,m) = δv,mo(m, e) if ∃sI ∈ E∗

i such that m =

δv,mo(mv,mo, sI) and δv,mo(m, e) is defined
Add fzy(z,m) to Y

10: end for
11: end for
12: Go back to line 2 and repeat until all accessible part has been

built

6.1.4. Stage 4: the All Insertion Structure (AIS)
The i-verifier enumerates all deterministic insertion functions

in f̃I . These insertion functions, however, may not be all admissible.
In Stage 4, we prune away inadmissible insertion paths in Vu and
build the All Insertion Structure (AIS).

An insertion path is not admissible if it cannot respond to some
system output. Recall that in Vu, Y states represent the system’s
turns and Z states represent the insertion function’s turns. If there
is a z ∈ Z that has no outgoing action (i.e., z is a deadlocked state),
then the insertion function cannot respond to the system when it
reaches z. That is, z belongs to an inadmissible insertion path and
thus should be pruned away.Whenwe prune away z, wemust also
prune away its incoming actions. However, its incoming actions
should not be pruned because they are the system actions. Thus,
we have to prune some earlier insertion actions in order to prevent
the AIS from generating this deadlocked state z. But such earlier
pruning may create other deadlocked Z states. Hence, this process
requires an iterative pruning algorithm until no deadlocked states
exist. We use the following example to illustrate howwe prune Vu
to obtain the AIS.

Example 12. Consider again the Vu in Fig. 9. We see that state
(((m2,m1), B), b) is a deadlocked Z state. All insertion paths lead-
ing to (((m2,m1), B), b) are inadmissible because no insertion is
availablewhen the systemoutputs event b. To prune such inadmis-
sible insertion paths, we prune (((m2,m1), B), b) and its incoming
action b. However, we cannot remove b because it is the action of
the system at state ((m2,m1), B) and insertion functions have no
control of system actions. Therefore, to completely prune away the
deadlocked state ((m2,m1), B), an insertion function should decide
not to respond with ((m2,m0), A) earlier at (((m0,m0), A), a). The
resulting AIS is the structure in Fig. 9 without the shaded states.

In the above pruning process, we want to prune away inadmis-
sible insertion paths and only prune away such paths when nec-
essary. Formally, we formulate this process as an instance of the
‘‘Supervisory Control Problem without Blocking (SCPB-NB), in the
terminology of Cassandras and Lafortune (2008). For this purpose,
marked states and controllable/uncontrollable events need to be
defined in Vu. We mark all Y states in Vu and leave all Z states
unmarked. This is because an insertion function completes inser-
tions at Y states, but is choosing an insertion response at Z states.
We model all outgoing actions of Y states (Eo) as uncontrollable
and those of Z states (Mv,mo) as controllable because an insertion
function has no control of the system output but is able to choose
an insertion response. The specification for the supervisory con-
trol problem is the trimmed automaton of Vu, defined by V trim

u . Fi-
nally, the AIS is the minimally restrictive nonblocking supervisor
of Vu (see Ramadge and Wonham (1987), Cassandras and Lafor-
tune (2008)) for this SCPB formulation. By construction, the AIS is
a sub-automaton of Vu. This is because the specification automa-
ton in this instance of BSCP-NB is V trim

u . The formal construction is
presented in Algorithm 4.

Algorithm 4 Construct the AIS
Input: Vu = (Y ∪ Z, Eo ∪ Mv,mo, fyz ∪ fzy, y0)
Output: AIS= (Y ∪ Z, Eo ∪ Mv,mo, fAIS,yz ∪ fAIS,zy, y0)
1: Mark all the Y states in Vu
2: Let Eo be uncontrollable andMv,mo be controllable
3: Trim Vu and let V trim

u be the specification automaton
4: Obtain [Lm(V trim

u )]↑C w.r.tL (Vu)by following the standard↑ C
algorithm in Cassandras & Lafortune (2008)

5: Return the resulting automaton representation of
[Lm(V trim

u )]↑C , which is a sub-automaton of V trim
u

Note that it is possible that Algorithm 4 returns the empty au-
tomaton when [Lm(V trim

u )]↑C = ∅. Since the above procedure
prunes away all inadmissible insertion paths, the resultingAIS enu-
merates all i-enforcing insertion functions. That is, if we use the AIS
to track the system output and choose a random insertion at every
Z state, we can synthesize any i-enforcing insertion function.4 We
will prove this in Theorem 15 using the following two lemmas. In
these proofs, we always have Pund[L (V )] = P[L (G)]. This is true
by construction because the AIS exists only when Pund[L (V )] =

P[L (G)].

Lemma 13. An insertion function can be synthesized from the AIS if
it is i-enforcing.

4 We need not choose the same insertion if we reach the same z from different
paths. Thus, the synthesized insertion function can have an infinite string-based
domain while it is synthesized from a finite structure.
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Proof. Given an i-enforcing insertion function fI , it must be in-
cluded in V because f̃I is themaximally-inserting nondeterministic
i-enforcing insertion function. When buildingmObs(V ), we simply
group transitions of V and thus no transitions are lost or added.
That is, no insertion paths are lost or added. When we build Vu, the
only dashed strings that will be excluded are those not responding
to an output. Also, when building the AIS, we only remove states
that are inevitably leading to a state where no insertions are avail-
able. None of the above automata remove an admissible path from
its previous automaton. Therefore, all insertion paths of fI , included
in V at the beginning, must still exist in the AIS. Thus, fI can be syn-
thesized from the AIS.

Lemma 14. If an insertion function is synthesized from the AIS, it
must be i-enforcing.

Proof. Given an insertion function fI synthesized from the AIS, we
want to prove that it is i-enforcing by contradiction. Let us assume
that this insertion function is not i-enforcing. That is, fI is not safe or
not admissible. But because fI is synthesized from the AIS, it must
be safe because the AIS is constructed from V and V only includes
safe insertions. Therefore, fI can only be inadmissible. If fI is not ad-
missible, it must have an insertion path that leads to a deadlocked
Z state where no insertions are available. But by construction, the
AIS cannot have such a path. This is a contradiction. Therefore, fI
should be i-enforcing.

Theorem 15. The AIS enumerates all and only i-enforcing insertion
functions.

Proof. Follows from Lemmas 13 and 14.

6.2. Verification of I-enforceability property

Let us now go back to question (Q1) posed at the begin-
ning of this section: How to verify if a given opacity notion is
i-enforceable? As the AIS enumerates all and only i-enforcing in-
sertion functions, it can be used to determine the i-enforceability
property of a given opacity notion. In fact, we can verify i-
enforceability by checking if the AIS is the empty automaton or not.

Theorem 16. Opacity is i-enforceable if and only if the AIS is not the
empty automaton.

Proof. (Only if) If opacity is i-enforceable, then we can find an
i-enforcing insertion function. From Lemma 13, we know that this
insertion function can be synthesized from the AIS. Therefore, the
AIS cannot be the empty automaton. (If) If the AIS is not the empty
automaton, we can synthesize an i-enforcing insertion function
from it based on Lemma 13. Therefore, the opacity property must
be i-enforceable.

Now, let us go back to the system in Fig. 7(a) and see howwe obtain
the empty AIS when opacity is not i-enforceable.

Example 17. In Example 10, we concluded that opacity is not
i-enforceable by reasoning on the insertions in V . In this exam-
ple, we will show that the AIS is the empty automaton. Shown in
Fig. 10 is the unfolded i-verifier Vu of the system.We trim in Vu the
deadlocked states and get the specification automaton V trim

u , which
is shown in Fig. 10 without the shaded states. To build the AIS,
we obtain [Lm(V trim

u )]↑C w.r.t L (Vu). States ((5, 1), B), ((8, 1), B),
((1, 1), B) will be deleted in the ↑ C algorithm because each
of them leads to an illegal state with an uncontrollable event.
The deletion of these three states makes the insertion state
(((0, 0), A), a) deadlocked. Thus, in the next iteration of the↑ C al-
gorithm, state (((0, 0), A), a) needs to be pruned. However, prun-
ing (((0, 0), A), a) violates the controllability condition again. As a
result, we need to prune away the initial state and thus obtain the
empty automaton.
7. Synthesis of I-enforcing insertion functions

We now go back to question Q2 posed in Section 6 and use the
AIS to synthesize an i-enforcing insertion function. Our insertion
functions, encoded as an insertion automaton (IA), is synthesized
by selecting transitions and states in the AIS. The synthesis algo-
rithm is formally shown in Algorithm 5.

Algorithm 5 Synthesize an insertion automaton
Input: AIS = (Y ∪ Z, Eo ∪ Mv,mo, fAIS,yz ∪ fAIS,zy, y0)
Output: IA = (Xia, Eo, E∗

i Eo, fia, qia, xia,0)
1: Let xia,0 = y0. Set Xia = {xia,0}
2: for all xia ∈ Xia that have not been examined do
3: if xia ∈ Y then
4: for all e ∈ Eo do
5: fia(xia, e) = fAIS,yz(xia, e) if fAIS,yz(xia, e) is defined
6: Add fia(xia, e) to Xia
7: end for
8: else if xia = (m, e) ∈ Z then
9: Select one m′

∈ Mv,mo for which fAIS,zy(xia,m′) is defined
10: Select one string sI ∈ Ins(m,m′)
11: fia(xia, sI) = fAIS,zy(xia,m′)
12: Add fia(xia, sI) to Xia
13: end if
14: end for
15: for all xy1, xz, xy2 ∈ Xia where xy1, xy2 ∈ Y , xz ∈ Z and

fia(xy1, e) = xz, fia(xz, sI) = xy2 do
16: Remove xz from Xia
17: Redefine fia and define q such that fia(xy1, e) = xy2 and

qia(xy1, e) = sIe
18: end for

In lines 9–10, the question of which m′ and sI to choose arises.
We can establish a selection criterion by designing an appropriate
cost function, and formulate an optimal control problem. Because
the AIS considers all i-enforcing insertion functions, it provides
a structure over which such an optimal control problem can be
formulated and solved. Solving the optimal control problem is
beyond the scope of this paper.

One can run Algorithm 5 as long as the AIS is not the empty
automaton.We can always synthesize a finite i-enforcing insertion
function when opacity is i-enforceable. Thus, it is sufficient and
without loss of generality to consider only finite insertion functions
in the synthesis.

Corollary 18. There exists a finite i-enforcing insertion function if the
considered opacity notion is i-enforceable.

Proof. If opacity is i-enforceable, then the AIS is not the empty
automaton, according to Theorem 16. Hence, a finite i-enforcing
insertion function can be synthesized by following Algorithm 5.

Example 19. Given the AIS in Fig. 9, we construct an IA by follow-
ing Algorithm 5. In the AIS, every Z state has only one outgoing
action. Thus, in lines 9–10 we only need to choose one string for
every Mv,mo action. We choose to greedily insert the least num-
ber of events for every Mv,mo action. For action ((m1,m0), A), we
choose ai. For the other actions, we choose ε. In lines 15–18, we re-
move all Z states and combine actions. Therefore, ((m0,m0), A)

b
−→

(((m0,m0), A), b)
ai
−→ ((m2,m3), C) becomes ((m0,m0), A)

b/aib
−−→

((m2,m3), C). The resulting IA is shown in Fig. 11.

8. Complexity of the construction of the AIS

In this section, we discuss the computational complexity of the
AIS. Recall that the AIS is constructed in four stages. To understand
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Fig. 10. Vu of Example 10. The shaded states are pruned in V trim
u .

Fig. 11. An insertion automaton built from the AIS.

the complexity of each stage, we calculate the worst-case space
complexity of each structure in terms of its previous structure.
With no loss of generality,we consider current-state opacity. Given
a system G with |X | states, verifying CSO requires building the
current-state estimator (i.e., the observer automaton of G), which
has at most |Xobs| = 2|X | states. To build the AIS, in stage 1, we
build the i-verifier V . The state space of V is |Xv| = |Xobs|

2 because
V is the dashed parallel composition of two special current-state
estimators. In stage 2, the number of states in the meta-observer
mObs(V ) is at most |Xmobs| = |Xv|2|Xv | since Mv,mo = Mv × Mv,obs.
Then, in stage 3, we ‘‘unfold’’ mObs(V ) to obtain the unfolded
i-verifier Vu, which has |Xvu | = |Xmobs| + |Eo ∥ Xmobs| states in
the worst case. Specifically, the first and the second terms account
Table 1
Experimental results of i-enforceability w.r.t |XS |. Number of automata for four
outcomes are recorded: (i) opaque; (ii) i-enforceable; (iii) not i-enforceable with
Pund[L (V )] ≠ P[L (G)]; and (iv) not i-enforceable with empty AIS.

|XS | (i) (ii) (iii) (iv)

1 58 34 8 0
2 23 59 18 0
5 0 54 46 0

10 0 0 100 0

Table 2
Experimental results of i-enforceability w.r.t |Eo|.

|Eo| (i) (ii) (iii) (iv)

1 0 0 100 0
3 23 59 18 0
5 54 40 6 0

10 73 25 2 0

for the information states of the system and the insertion function,
respectively. Lastly, the AIS has at most |Xvu | states because the AIS
is the recognizer for Lm(V trim

u )↑C . Overall, the space complexity of
all the structures built in obtaining the AIS is O(2|Xobs|2).

In the above discussion, each worst-case explosion is the the-
oretical upper bound. In practice, the average complexity may be
much smaller. To gain better insight, we conducted an empirical
study of the construction of the AIS. A program that generates ran-
dom automata was implemented. A random automaton is con-
structed upon the input of the number of states |X |, the number
of observable events |Eo|, and the number of secret states |XS |. The
program first generates an |X |-state connected directed graph by
iteratively adding a transition from an existing state to the newly-
created state. Then, it generates more transitions so that the num-
ber of outgoing transitions for each state is uniformly distributed
between 0 and |Eo|. We chose µ = 0.2 to be the ratio of unob-
servable transitions in our experiments. Among all transitions, µK
transitions are randomly selected to be unobservable, where K is
the total number of transitions. Next, given a state with k observ-
able outgoing transitions, the program randomly selects k observ-
able events to label these transitions. The resulting automaton is
guaranteed to be deterministic. Finally, |XS | secret states are ran-
domly selected.

Three experiments were conducted. The first experiment stud-
ies how i-enforceability is affected by the number of secret states.
We randomly generated 100 10-state automata with |Eo| = 3
for |XS | = 1, 2, 5, 10. Table 1 shows the number of automata for
four outcomes: (i) opaque; (ii) i-enforceable; (iii) not i-enforceable
with Pund[L (V )] ≠ P[L (G)]; and (iv) not i-enforceable with
the empty AIS. As expected, the number of opaque automata de-
creases as |XS | increases. When |XS | = 10, i.e., all states are se-
cret, all system behaviors are secret and thus the system cannot be
i-enforceable. Also, when all states are secret, E d and thus V are
the empty automaton. Thus, opacity cannot be i-enforceable with
Pund[L (V )] ≠ P[L (G)]. Then, let us consider only the automata
that are not opaque. The ratio of i-enforceable automata decreases
as |XS | increases.We interpret this result as follows: themore likely
the system reveals the secret, the more difficult it is to enforce the
secret to be opaque.

The second experiment studies how i-enforceability is affected
by the number of events. Again, 100 10-state random automata
were generated. We fixed the number of secret states |XS | = 1
and varied the number of observable events |Eo| = 1, 3, 5, 10.
Table 2 shows the number of automata for the four aforementioned
outcomes. The number of opaque automata increases as |Eo| in-
creases. As |Eo| grows, the total number of events also grows. More
eventsmeans thatmore different behaviors can be generated.With
a wider range of system behaviors, it is more likely for a secret
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Table 3
Experimental results of the complexity of the AIS.

|X | |Xobs| |Xv | |Xmobs| |Xvu | |XAIS |

10 25.3 723.1 729.7 1271.1 1262.3
20 115.8 14615.5 14820.2 22542.4 22443.6
30 357.4 142632.3 151165.3 212401.6 203473.4

behavior to look like some non-secret behavior and thus more
automata are opaque. Considering the fraction of i-enforceable
automata among all non-opaque automata, we see that this frac-
tion increases as |Eo| increases. As there are more events that can
be inserted, it is more likely for an insertion function to make a
secret behavior look like a non-secret behavior.

None of the above experiments resulted in an automaton that
is not i-enforceable because the AIS is empty. This shows that if
an automaton is not i-enforceable, it is likely that we can make
an early conclusion by testing Pund[L (V )] ≠ P[L (G)] after stage
1. Therefore, the complexity of checking i-enforceability may be
much smaller, depending on the structure of the automaton.

The third experiment studies the complexity in each stage of
the construction of the AIS.We obtained 20 randomautomatawith
|X | = 10, 20, 30 by running the random automaton generation
program and discarding opaque automata. In order to remove the
complexity’s dependencies between |XS | and |E|, we fixed the ratio
of secret states such that |XS |/|X | = 0.1 and scaled the number
observable events such that |E| = 3


log |X |

10 + 1

. The scaling

function for |E| is motivated by the consideration that the state
space grows exponentially and the event size grows linearly with
the number of systems in composition. Table 3 shows the average
number of states in Obs(G), V , mObs(V ), Vu, and the AIS.

Recall that the theoretical complexity of |XAIS | is O(2|Xobs|2).
Table 3 shows that the average complexity in our experiments is
far lower. This difference mainly comes from overestimating the
complexity of meta-observers. The average state space cardinality
of meta-observers in our experiments is only slightly greater than
|Xv|, while it is O(|Xv|2|Xv |) in theory. If we approximate |Xmobs| to
be |Xv|, then the complexity of |XAIS | becomes O(|Xobs|

2), which is
closer to our results in Table 3.

9. Discussion: opaque communication

While the primary purpose of this paper is to enforce opacity,
it is useful to discuss the insertion enforcement mechanism in the
context of opaque communications, as shown in Fig. 12. Consider the
systemG as a sender that transmitsmessages s ∈ P[L (G)] through
a public communications channel. Some messages are secret (cor-
responding to unsafe strings that reveal the secret); they are only
for an intended receiver. Other messages are non-secret (corre-
sponding to safe strings) and can be sent to any receiver. The com-
munications channel is public. An intruder can easily eavesdrop on
the transmitted message. To protect the secret messages, the sys-
tem decides to ‘‘pack’’ each secret message s ∈ P[L (G)] \ Lsafe in
a non-secret-looking message s̃, where Mi(s̃) ∈ Lsafe. The ‘‘pack-
ing’’ is done by inserting additional internet packets that are rep-
resented by events in Ei. The resulting transmitted message is an
innocuous message that contains hidden secret information. This
idea is consistent with the technique of Internet Steganography in
computer science (Handel & Sandford, 1996), where secret mes-
sages are transmitted through a public channel with some hiding
techniques. A typical technique embeds secret information in un-
used bits of packet headers, such as the IP headers Type of Service
(TOS) field proposed in Handel and Sandford (1996). The usage of
suchbits are assumed to be communicatedbetween the sender and
receiver prior to the use of the stegosystem and thus is not known
by others. Similarly, in opaque communications, we can label our
Fig. 12. The opaque communication.

(a) (b)

Fig. 13. Current-state estimators that are used to show (AM1) and (AM2) are not
comparable.

inserted packet with an unused bit in the packet header. As dis-
cussed, the insertion label is shared only by G and the intended
receiver. Thus, the intended receiver can reconstruct the secret
message by applying projection Pund to the message. However,
because the intruder cannot see the insertion label, it reads the
message with mask Mi and believes all messages are regular if
the insertion function is i-enforcing. Consequently, our technique
for opacity enforcement can be applied in the above-mentioned
opaque communications model provided a mechanism for ex-
changing the insertion label is available.

10. Discussion: intruder’s knowledge of fI

So far, we have assumed that the intruder knows the structure
of G but does not know how fI is defined. By using an i-enforcing
fI , we assure that the intruder, not knowing fI at the outset, would
never figure out the existence of an insertion function. However,
an interesting question that arises is what happens if the intruder
knows fI . In this section, two attack models are considered: (AM1)
the intruder knows only G; and (AM2) the intruder knows G and fI .
We discuss how such knowledge of fI affects the construction of an
insertion function.

In bothmodels (AM1) and (AM2), the intruder does not observe
the insertion label, i.e., it observes through Mi ◦ Poi. In (AM2),
by knowing fI , the intruder can construct the modified system
G̃ and the modified secret and non-secret behaviors, i.e., L̃S :=

P−1
oi (f strI [P(LS)]) ∩ L (G̃) and ˜LNS := P−1

oi (f strI [P(LNS)]) ∩ L (G̃).
Hence, checking if fI enforces opacity within (AM2) is equivalent
to verifying if G̃ is opaque with respect to L̃S, ˜LNS , and Mi ◦ Poi. That
is, fI enforces G to be opaque if and only if

Mi


Poi[L (G̃)]


⊆ Mi[Poi( ˜LNS)]. (3)

Since the intruder knows fI , there is no need to keep the modified
output within Lsafe. The insertion function can create any L̃S and ˜LNS
as long as Eq. (3) holds.

One may think opacity enforcement within (AM1) is a super-
class of thatwithin (AM2). However, opacity enforcement for these
two attack models may lead to incomparable solutions. A solu-
tion for one attack model may not be a solution for the other at-
tack model. The reasons are the following: under (AM1), we need
Mi(Poi[L (G̃)]) ⊆ Lsafe but we do not need Eq. (3); on the other
hand, under (AM2), Eq. (3) is required but Mi(Poi[L (G̃)]) ⊆ Lsafe
is not. For example, Fig. 13(a) shows a current-state estimator
where states 7 and 8 are unsafe and others are safe. Under (AM1),
we have an i-enforcing insertion function defined as fI(ε, a) =

dia, fI(ε, b) = aib and fI(s, eo) = eo otherwise. However, such an fI
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will reveal the secret under (AM2) because abc ∈ P(LS) is mapped
to diabc and observing Mi[Poi(aib)] = ab implies the occurrence of
string b, which reveals the secret. On the other hand, we show in
Fig. 13(b) another current-state estimator where only state 3 is un-
safe. Under (AM2), we can insert ai before b to make aib and ab ob-
servationally equivalent underMi◦Poi. However,Mi(Poi[L (G̃)]) ⊈

Lsafe. This results in a tricky situation under (AM1) where if ab has
indeed occurred, the intruder will be in estimator state 3 and the
secret will be revealed.

11. Conclusion

We have considered the problem of enforcing opacity using in-
sertion functions at the interface between the system and the in-
truder. In this novel opacity-enforcement paradigm, the insertion
function dynamically changes the system’s observed behavior by
inserting additional observable events. Such insertion functions
must satisfy a property called ‘‘i-enforceability’’, which captures in-
sertion functions’ ability to force every system output behavior to
be observationally equivalent to some non-secret behavior. To ver-
ify if a given insertion function is i-enforcing, we have constructed
an automaton that captures themodified output behavior and used
it to check if themodified behavior never reveals the secret. To ver-
ify if an opacity notion is i-enforceable, we have constructed the All
Insertion Structure (AIS) that enumerates in a compact state struc-
ture all i-enforcing insertion functions. We have shown that opac-
ity is i-enforceable if and only if the AIS is not the empty structure.
Furthermore, using the AIS, we have presented an algorithm that
synthesizes one i-enforcing insertion function. Lastly, the complex-
ity of building the AIS was studied.

In the future, we are interested in synthesizing optimal inser-
tion functionswith respect to given cost functions for insertion.We
are also interested in the application of location-based services and
would like to use insertion functions to enforce location privacy.
Another interesting direction for future work is to study in more
detail the structure of the AIS. Also, it would be of interest to de-
sign insertion functions that enforce opacity regardless of whether
the intruder knows the insertion function or not.
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