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Introduction

This report describes the observations and insights from an informal normative study of the adoption and response to experimental information technology in a community Emergency Operations Center during a simulated public health emergency.
Background

On November 14, 2007, InSTEDD and the Menlo Park California Fire Department (MPFD) conducted a full-scale exercise of MPFD response to release in the San Jose California area of an infectious bio-agent (aerosolized pneumonic plague) with subsequent exposure and infection of members of the general public.
The exercise served two purposes. MPFD was training new incident command staff, and experimenting with integration of and reliance upon CERT personnel for critical field responsibilities. InSTEDD was field-testing technologies to facilitate information flow from field sites to a central location (in this case, the incident command post). The test was aimed at gaining experience with technical functioning and usability in the field of multiple information and communication technologies (see InSTEDD-Provided Technologies, below), integration of data from disparate sources, and on gaining insight on management and utilization of massive quantities of real-time field data by incident management staff.
Data Collection

The present report reflects data collected in the Menlo Park Emergency Communications Center, and focuses on the activities of the Incident Command Team. Observation was directed toward “interesting” activities, which resulted in an emphasis on the actions of the Incident Commander, the County Medical Liaison and the Information Officer. The data underlying the report represent the viewpoint of a single observer, and should not be assumed to present a comprehensive, or even representative, picture of events.

This report does not include any observations of field activities or take such observations into account.
Data were collected over a 4.5 hour period beginning at 7:26 am with the Incident Commander’s briefing and ending at approximately 11:55 am with the conclusion of the exercise hotwash. Data were collected using observational ethnographic methods, and was non-intrusive and non-directive. In other words, participants were not asked probing questions nor were their activities redirected for study purposes. Observations were recorded via still photographs, snap video recording and personal notes. 
Analysis
This report offers the results of a cursory examination of the data rather than systematic analysis. It is possible that analysis using rigorous qualitative or quantitative methods could yield findings that contradict those reported here.
The analysis is based only on data collected by a single observer augmented by memory. Neither recorded data nor results have been merged, cross-checked or validated with other data sources.

Due to the experimental nature of the InSTEDD technology, the analysis aims for a high-level understanding of individual and group informational needs rather than on usability of the technology in use. It seeks to offer insights on fruitful directions of development and potential obstacles to adoption, rather than on improvements to the current designs.
Assignment of Rights
This study and report were undertaken by Susanne Jul for InSTEDD as a pro bono service without prior agreement and incurring no obligations to either party. Upon receipt by InSTEDD, this report becomes the property of InSTEDD, with indefinite right of use granted to Susanne Jul. Photographs, videos and other materials collected during the study remain the property of Susanne Jul, with indefinite right of use granted to InSTEDD.
Anonymity and Privacy

This report is intended for InSTEDD internal use only, and no efforts have been made to protect the identities of individual participants. The author takes no responsibility should InSTEDD release information(deliberately or accidentally(without taking steps to protect the identities or privacy of individuals or obtaining appropriate permissions to release.
Study Design

The study resulted from a fortuitous set of circumstances and was not based on a deliberate design. The following discussion of exercise design decisions is offered as a background for assessing the generalizability of study results. It is aimed at evaluating the representativeness of exercise locations, participants and activities with respect to anticipated contexts, users and tasks of future technology.

Socio-Cultural Setting

The exercise was held in an American urban community setting, and was grounded in American disaster management values and practices. Participants with prior training had received training in American systems, including the National Incident Management System (NIMS) and Incident Command System (ICS), and followed standard operating procedures laid out by these. Additionally, participants with prior experience had predominantly participated in domestic responses. Conclusions and recommendations offered in this report should therefore only be assumed to apply to American (or American-based) disaster management efforts, and should be re-evaluated carefully before being applied to design of technology to be used in other socio-cultural settings.

Exercise Locations (Contexts of Technology Use)

The exercise spanned a variety of locations, including a simulated Emergency Operations Center (EOC) and multiple field sites (residential neighborhoods or complexes). Sites were highly connected using “conventional” communications technologies (radio, cell phone, POTS phone, etc.) in addition to the technologies provided by InSTEDD (see InSTEDD-Provided Technologies below).

All locations were assumed to be fully functional, with all technologies operating normally and no services failing. EOC and field settings were familiar to participants, with the EOC location being known to many of the participants working there. The addition of the InSTEDD technologies meant that all settings were unusually abundant with respect to informational tools, but many of these tools were unfamiliar or only moderately familiar to participants. The extensive provision of and support for communication and informational technologies, along with the presence of experienced personnel at all locations, meant that all locations had extensive access to external as well as internal information resources.

The physical resources of the working contexts can thus be described as being of normal infrastructure austerity, hyper-normal tool austerity, and moderately familiar to known. All contexts were rich in informational resources. These conditions would presumably be representative of conditions in an actual public health emergency, assuming that InSTEDD-provided technologies were in production and operationally deployed.

InSTEDD-Provided Technologies

InSTEDD provided technologies at both field sites and in the EOC. The former emphasized data collection and transmission, while the latter emphasized data integration and display.
Field technologies included
· Household survey forms that can be filled out offline

· Geo-blogs

· Micro geo-blogs (sms)

· SPOT tracker (satellite tracking of an individual or a car)

· GPS camera

· BGAN Satellite (mobile satellite internet assuming connections are down)
EOC technologies included
· Geo-locating data- and information-visualization tools, based on Google Earth 

· Dynamic report generation tools integrating geographic meta-information
Participants (Users of Technology)

Participants in the EOC can be divided into two distinct groups. The first comprised members of the MPFD and liaisons from other agencies with response-related responsibilities. Individuals in this group were playing the roles they would assume in an actual response, and formed the Incident Command Team. Although some individuals were training for new responsibilities, all appeared to be highly trained and experienced in disaster response, including direct experience with Incident Command System structure and operating procedures. These participants can thus be classified as experts to super-experts (i.e., high expertise both in disaster management and in the tasks they were performing).

The second group of EOC participants consisted of InSTEDD staff members, who supported the InSTEDD-technologies and facilitated use of field data. These individuals were highly expert in the technologies, and had at least some familiarity with general disaster management practices. They can thus be rated as specialists to experts (i.e., low to moderate expertise in disaster management and high expertise in the tasks they were performing). Note that these individuals did not participate in direct response-related activities and would not normally be present in an actual event. 

Participants at field sites comprised Menlo Park CERT members and Ham radio operators. They were charged with keeping data flowing into the EOC, using as many technologies as were operable. CERT members conducted (simulated) house-to-house surveys and reported results, along with other observational data, to the EOC. Graduates of the CERT program can be assumed to be familiar with basic search-and-rescue techniques, field triage and field team management, but are, for the most part, unlikely to have had significant experience in applying this knowledge or to have knowledge of disaster management in general. These participants can thus be classified as inexperts (i.e., low expertise in disaster management and low expertise in the tasks they were performing).

Ham radio operators participating at field sites assisted with technology and communications support. The technologies in use went far beyond basic radio communications, but, based on observations during the exercise hotwash, a significant number of them were at least conversant with these other technologies. Prior experience with ham radio operators(even those active in emergency communications(suggest that most have limited knowledge or experience of disaster management beyond communications support. These participants can thus be rated as semi-specialists to specialists (i.e., low expertise in disaster management and moderate to high expertise in the tasks they were performing).

With two notable exceptions, participants in the exercise were representative of the individuals who would be involved in an actual event. The first exception pertains to the Incident Command Team. The majority of the Incident Command Team members in this exercise were expert to super-expert, that is, they had extensive training and experience in emergency and disaster management and were performing tasks for which they had trained and practiced. In an actual event, it is not unlikely that a local Incident Command Team would be comprised largely of inexperts to functional semi-experts, that is, individuals with limited training or experience either in disaster management or the tasks for which they are responsible (or both) and may even have no members with prior experience. The behaviors and actions of the Incident Command Team observed in the Golden Shadow exercise may thus be assumed to reflect best, but perhaps not standard or typical, practices. And, as noted earlier, the behaviors and actions observed reflect American cultural values and practices.
The second exception pertains to the InSTEDD staff members who were present in the EOC. In effect, they served the function of an “intel” (intelligence-gathering) unit. However, such a dedicated unit would not normally be found in an EOC at a local level, and, in an actual event, the responsibilities and services provided by InSTEDD staff would be likely be assumed by individuals with significantly less expertise in either disaster management or technology, possibly, both.

Activities and Tasks (Technology-Supported Tasks)

The tasks and activities performed by participants were all directed toward incident management and support. The exercise design deliberately concentrated activities around information gathering, sharing and use, and tasks centered on data collection, data transmission, report generation, response planning, and resource management. Support activities centered on the technology in use, and included user support and education, and in situ technology development.

All tasks were response-generated, that is, all were driven by the response itself with none arising directly from the simulated agent. Additionally, all tasks were conventional, that is, they are not unusual in emergency and disaster management. It should be noted that the scenario posed by the exercise design(a wide-spread public health emergency prompted by local appearance of a highly infectious disease(was unfamiliar to most participants. Thus, although participants’ tasks were conventional, their execution may have involved unfamiliar information, considerations, and decisions.

Task decomposition and assignment in the EOC was role-driven, that is, individuals assumed responsibility for specific tasks based on their assigned role in the response. How tasks were decomposed and assigned at field sites is not known.
The tasks and activities engendered by the exercise were representative of those that would be required of participants in an actual event. However, it should be noted that participants would, in many events, also be performing agent-generated and/or novel tasks. Additionally, the lower proportion of specialists dedicated to technology-related support anticipated in an actual event is likely to result in increased competency-driven assignment of technology-related tasks.
Observations and Findings
Observations and findings are divided into two sections. The first section describes the overall workflow observed in the course of the exercise, and the nature of information sought and used at different stages. The second section describes eight specifics observations that may affect design and deployment of information technology.
Overall Workflow
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Figure 1 Workflow alternated between high-level planning meetings (left), and individual/small group data collection, knowledge formation and incident management (right).
Work in the EOC alternated between collective high-level planning meetings, and individual/small group data collection, knowledge formation and incident management (Figure 1). During the former, the Incident Command Team gathered as a group, while they dispersed and acted individually or in small groups during the latter. This alternation is typical of a well-directed response.
Three planning meetings were held in the course of the exercise. This is consistent with a simulated time-frame of a full day of operations, and meetings reflected a developing operation and attendant progression of understanding and informational use.
Initial Planning Meeting: “The one thing I hadn’t thought about!” ( Incident Commander
The first planning meeting corresponded to the initial gathering of the Incident Command Team. This meeting centered on three goals: 
1. Developing operational structure and nomenclature
During this part of the meeting, the team initiated implementation of the Incident Command System (ICS), including making relationships between individuals and roles and relationships among roles explicit. This discussion resulted in a request for an operational org chart. 

The team also established an initial structure for the Operations Section, deciding to divide the geographical jurisdiction into two Divisions, but reserving the right to subdivide into Branches should it become necessary. Although the resulting decomposition into two Divisions (designated A and B, respectively) corresponds to a standard decomposition (and nomenclature) of the MPFD jurisdiction, different geographic division and designations could readily have resulted had situational demands been different.
The dynamic nature of operational vocabulary and nomenclature was exemplified when the Incident Commander(who had been briefed in advance on the nature of the exercise, and thus had a chance to plan ahead(was asked for an incident name, and replied, “The one thing I hadn’t thought about!”
2. Mobilizing and preparing support for available resources

This part of the discussion focused on plans for recalling off-duty personnel. Many of the considerations had physical and geographical components, e.g., setting up staging areas and assembly points, providing facilities for health-screenings, separation of personnel pre- and post-screening, and providing accommodations for screened personnel. The discussion also touched briefly on the eventual need to establish staging areas and distribution points for supplies arriving from outside.
3. Establishing incident objectives
Establishing incident objectives was so fundamental a goal for the meeting that it was not explicitly part of the agenda. However that it had been a goal was made clear when the Incident Commander summarized the discussion by saying, “So our incident objectives are containment …” and directed further activities with that in mind.

Informational Artifacts
Aside from personal notes, the team referred only to a static wall map (seen in the upper left corner of the left photo of Figure 1) in the course of this meeting. A dynamic Google-Earth-based display was available but not used, probably due to lack of familiarity.
The meeting resulted in two requests for informational tools: Firstly, the Incident Commander requested that an operational org chart be drawn up reflecting the roles and assignments discussed during the meeting. Secondly, the Planning Section Chief suggested that a geographic gridding system be developed to allow for ease of referencing individual blocks and houses.

Situation Awareness
At this stage, information about the incident was very sketchy, and with no information about the actual impact on the local jurisdiction. Members of the Incident Command Team were developing Level 1 and 2 situation awareness (perceiving and comprehending the current situation) individually, while Level 3 situation awareness (projecting possible future states) was developed jointly. This collective conception of possible situations represented manageable worst cases(rather than probable(scenarios. The team appeared to find it advisable to plan for the worst case (disregarding resource costs) and was not overtly concerned about the uncertainty of their projections, although aware of them.

Second Planning Meeting: “Are the ERs open?” ( Anon
Whereas the first planning meeting concentrated on establishing operational structure, the second shifted to practical considerations of operating procedures, current operational needs, and conducting systematic situational assessment. Much of the discussion was function-specific, with matters related to the medical response (e.g., transportation to/from, capacity of and status of medical facilities) dominating. Other points covered included the need for all material and personnel requests to go incident command, and the need to separate support for routine calls from incident-related 911 calls (along with providing feedback to callers that response to non-life-threatening situations might be delayed).
Informational Artifacts

As in the first planning meeting, the Incident Command Team referred primarily to personal notes and the static wall map. Personal notes may have been augmented by personal (handheld) information devices. However, in the course of the discussion it was mentioned that maps were “being generated for geo-sectioning,” suggesting that operation- and function-specific maps would have been of value at this time.
Situation Awareness
At this stage, the Incident Command Team was clearly seeking to replace the projected “worst case” situation awareness resulting from the initial planning meeting with one more indicative of the actual situation. To this end, the team was focused on collecting and integrating actual field data, and on directing attention to critical areas. Attention was on function-specific data, and multiple Level 3 situation awarenesses were developed (relative to specific areas of interest) rather than a single comprehensive awareness.
Third Planning Meeting: “It would be nice if we use the technology to send action plans back out to them [field units].” ( Incident Commander
The third planning meeting began as the exercise was scheduled to conclude, and became confounded with an internal team debrief and discussion. However, at the insistence of the Incident Commander, a planning discussion was held. This discussion was forward-looking, focusing on status updates and moving the operation onward, and signaled an established operation. Discussion included thinking about shift changes, and the need for reverse information flow (i.e., from the EOC to field sites).
Informational Artifacts

As in the prior meetings, the Incident Command Team made use of personal notes, however, these were augmented with (paper) summary reports. Between the second and third meetings, the team had begun assimilate the InSTEDD technologies and consequently made use of a dynamic status report (an Excel spreadsheet of known exposures/infections/fatalities) projected on the wall. They did not refer to the static wall map.

Situation Awareness

At this stage, the Incident Command Team was revising function-specific Level 2 situation awarenesses and assembling them into a general shared Level 3 situation awareness.
Between Planning Meetings: Individual/Small Group Activities
Between planning meetings, the Incident Command Team performed tasks as individuals and small group. In most cases, activities were function-specific and entailed obtaining and analyzing data, developing and implementing detailed plans, and responding to requests for information or assistance.

Not surprisingly, between the first and second planning meetings, most activities were focused on establishing working relationships and processes (internal as well as external), deploying available resources, and establishing conduits for function-specific data. Activities between the second and third meetings were focused on updating function-specific situation awarenesses and responding to field needs and events. It was during this second period of activity that individuals became aware of the possibilities offered by the InSTEDD technologies and began to integrate their use.
Between planning meetings, the Incident Commander was occupied with making and approving detailed operational decisions, while the Operations Section Chief was developing collective operational plans. 
Informational Artifacts

Although individuals varied greatly in the type and number of informational artifacts preferred, most augmented personal notes with computerized documents and web-based information, including making use of the technologies provided by InSTEDD. The two notable exceptions were the Incident Commander and the Operations Section Chief who appeared to prefer paper and/or shared displays (e.g., wall map, easel, projected display). While this may, in part, be due to personal preference, it may also reflect the information-consuming nature of these roles and the information-producing nature of others. 

Situation Awareness

Between meetings, most individuals were working to produce or update situation awareness specific to their function. The exceptions were the Incident Commander and Operations Section Chief, who were making decisions based on the general situation awareness developed at the most recent meeting.
Observations of Note
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Figure 2 Most participants used multiple technologies(typically 3-4( concurrently or in rapid succession, not infrequently resulting in awkward working positions (lower right).
Many specific observations could be detailed, however, this section highlights eight that seem particularly pertinent to technology development and deployment. They are not presented in any particular order. 
Multiple Technologies the Norm: “[flipping through papers] I’m going to go to [the] computerized version…” ( Medical Chief
Most members of Incident Command Team used multiple technologies sequentially and concurrently, often switching between 3-4 technologies in rapid succession (Figure 2). Switching not only reflected use of different information sources, but often necessitated transfer of information from one source to another. In many cases, this resulted in awkward working positions and juggling of physical devices (Figure 2, lower right).
The technologies in use included

· Paper

· Laptop

· Cell phone

· POTS phone 

· Hand-held radio

· Hand-held information device (e.g., Blackberry, Palm top)
· Static wall display
· Dynamic (projected) wall display

· Easel pad

· White board

Use of Paper: “So you probably need a notepad.” ( Information Officer
Paper was ubiquitous and was, by far, the most frequently used technology, in time as well as in number, (Figure 3). It was employed by all, with uses ranging from personal note-taking to official message notification and requisition requests. These latter uses often entailed signature acknowledgement or approval, and reflected operating processes meant to create recoverable audit trails.
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Figure 3 Paper was pervasive and used by all participants.
Paper was generally not well-integrated with other technologies, and individuals were observed performing tasks on paper that later would need to be transferred to a digital medium, e.g., message triage and plan development. The lack of integration resulted several requests for improved printing capability from digital systems.
Dynamic Terminology: “So we’ll go with A-B Branch. We can always go to divisions later. If it gets bigger.” ( Incident Commander
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Figure 4 Operational unit and geographical divisions were decided dynamically and subject to change throughout.
The changing nature of a response was reflected in a constantly changing operational structure and consequent changing terminology. For instance, the operations section was initially divided into Branches A and B (Figure 4), with the proviso that further changes might be needed, including divisional decomposition. Other examples of operational dynamics were seen in changing needs for mapping neighborhoods including designating Go/No-go zones as field information became available, and in the transition of a Staging Area (one of the original assembly points for personnel) to a Base of Operations, and issues of jurisdictional responsibility. In many cases, dynamic terminology and changing operational structure were grounded in geographic divisions and discussions often referenced and annotated static wall displays. 
Integrating Data Flow: “There’s no information coming in!” ( Incident Commander
Although large quantities of data were coming in from the field, it was difficult for Incident Command Team members to obtain and integrate them in their own activities. This was, in part, due to the lack of established processes for knowledge transfer between the Intel/InSTEDD and Incident Command Teams, but was exacerbated by a lack of prior understanding of the nature and capabilities of the InSTEDD technologies. The problem was slightly reduced in the course of the exercise by the development of procedures for information flow (Video 1), and by discovery of the capabilities of the technologies by the Command Team.
The gulf between Incident Command and InSTEDD Teams was evident in an extreme difference in technology integration at the two main tables and the narrowness of the channel of sharing between the two (Figure 5).
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Figure 5 Differences in technology integration between Incident Command (upper left) and Intel/InSTEDD (upper right) tables may have contributed to difficulty of knowledge transfer. Projected screen (bottom) was the only channel for sharing between the two.
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Video 1 Possible data/information flow processes.

 “Have her, have her sit next to them [points at InSTEDD table], and anything coming up, she’s your … ‘Mike, this is what’s going on, we’ve got calls here, here and here, there’s exposures, here’s what we have going on,’ and all she’s doing is feeding …or you can have her [mimics writing] scribe for you, let her keep track of everything coming up [mimics list scrolling] and scribe and come back, [mimics holding up report] ‘This is what I have. This is what I …’ and you, in turn, can prioritize it.” ( Frank
Data Monitoring: “You need someone here, watching the update.” ( Information Officer
In the course of learning the capabilities of the InSTEDD technologies, and in developing processes for using the incoming data, members of the Incident Command Team realized that the increased quantities of data necessitate constant monitoring (Video 2). That is, relying on notification or occasional monitoring of the data stream is insufficient, and it may be necessary to have personnel dedicated to scanning and processing data streams.
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Video 2 Need for monitoring of incoming data.

“Look … they … you can just up … they’ll … the neighborhoods will update, so you can just …You need someone here, watching the update.” ( Information Officer
Data vs. Information: “It’s great that you guys [InSTEDD team] know everything, we [Incident Command Team] just need what’s critical.” ( Incident Commander
In the course of discovering the capabilities of the InSTEDD technologies, the Incident Command Team recognized a critical distinction between data, information, and critical actionable information. The deployed InSTEDD technologies were primarily aimed at facilitating the flow and visualization of data. This is an important first step, but Incident Command Team members exhibited a need to separate and visualize function-specific information (e.g., at one point the Medical Liaison needed to develop an understanding of the need for additional prophylactic vaccine supplies based, in part, on field requests). They also felt the need for filtering information so that they were presented only with information that they were likely to be able to make use of, when they were likely to need it; in the words of the Incident Commander,

“I don’t want to sit here staring at the screen all the time. Data is good, but I don’t want to be inundated with data.”
Multiple Data Sources: “The information coming back here is from civilians: Their idea of immediate need … is probably not the same as yours.” ( Frank


[image: image16.emf]civilian_info.wmv (Command Line)


Video 3 Significance of data provenance.
“The information coming back here is from civilians: Their idea of … immediate need … is probably not the same as yours.” ( Frank
In addition to needing integration of the multiple incoming data streams and separation of function-specific data, the Incident Command Team expressed a need for segregating data based on the source, for instance, separating data generated by the general public from CERT-generated data from emergency services dispatch data.  Knowledge of data provenance was used to gauge reliability and determine confidence, and in interpreting its actionability (Video 3).
Skills and Expertise of Users: “You want to show her the summary … the summary by neighborhood?” ( Taha
Participants in the EOC exhibited considerable variation in their skills and expertise with respect to technology. These variations did not appear to be correlated with role or disaster management expertise.
Individuals varied in
· Ability to interpret data displays, with some individuals quickly grasping visual displays and others needing specific guidance and instruction.
· Comprehension and prediction of what functionality the technology offered, with some individuals exhibiting considerable amounts of adaptive expertise and others seeming surprised when shown functionality considered standard. For instance, one participant took search facilities for granted, “There’s gotta be a way to search!” while another scanned blog entries for keywords visually.
· Laptop interaction skills, with some resorting to hunt-and-peck typing combined with mouse-based interaction (Figure 6), while others were touch typists and relied heavily on keyboard shortcuts.
· Knowledge of underlying technology differences and independencies, e.g., ability to transmit and share files across media.
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Figure 6 Participants exhibited varying degrees of technological understanding and proficiency, for instance, hunt-and-peck typing (left) and reliance on a mouse (right) were not unusual.
Recommendations
The preceding observations suggest a number of recommendations for development and deployment of information technology for EOC use. This section outlines five that extend beyond conventional considerations of usability, learnability, and information visualization. 
Include Technology Briefing in Incident Orientations
As more sophisticated information technologies become incorporated into disaster response operations, it is critical to orient Incident Command Team members to the technologies that are available and in use in a particular situation, and what the capabilities of these technologies are. Many individuals will not need to understand the specifics of how to manipulate the technologies, but understanding of the potential uses of a technology will ensure that it is integrated faster and used more effectively.
Assume Multiple Technologies

Regardless of the capabilities and degree of integration of digital technologies, responders are highly likely to be using multiple technologies simultaneously or in rapid succession. While design must focus on a single technology at a time, it should, to the extent possible, consider implications of co-existing with others. Such considerations might include physical accommodations (e.g., keyboard short-cuts that allow the user to keep one hand free), and ease of inter-connecting media (e.g., printing and scanning of paper-based information).

Allow for Dynamic Operational Structures and Terminology 
As described earlier, operational structures and, consequently, terminology are subject to change in response to situational and organizational changes. Many of these changes are linked to redistribution of geographical jurisdictions and responsibilities. It is critical that information technology accommodate such dynamic structures and terminology by
· Allowing geographic boundaries to be specified, manipulated and labeled easily, both using systematic schema (such as grids) and relatively free-form (e.g., using combinations of physical boundaries).

· Allowing designations and labels to be changed easily, and propagating such changes appropriately throughout the system.

· Linking organizational entities and geographic jurisdictions appropriately, allowing such links to be modified easily, and flagging apparent conflicts or errors in assignments.

· Maintaining history of changes and providing system capabilities that allow informational career paths to be followed in both forward and backward directions, e.g., “What’s ‘Menlo Main Base’?” “Oh, it used to be Staging Area B,” or “Who took over CERT damage assessments?”
Distinguish between Common, Individual, and Function-Specific Situation Awarenesses

The goal of much design for situation awareness is to present a single shared “Common Operating Picture.” While such a shared awareness is necessary to a well-functioning operation, observations from this exercise suggest that this common awareness comprises multiple individual and function-specific awarenesses, and is a process, rather than a product, of compilation. Supporting the process is likely to be as important (and possibly more important) than providing the product.

Supporting the process entails recognizing the development of situation awareness as a knowledge-formation process following the rules of:

Data – Noise = Information

Information + Insight = Knowledge

and recognizing that 1) “Noise” is function-dependent, 2) “Insight” is a process of individual human understanding, and 3) one person’s “Information” may be another person’s “Data.”

As illustrated by the exercise, effective EOC technology must support the development of multiple (function-specific) situation awarenesses, in addition to supporting the aggregation and synthesis of these disparate awarenesses into a collective shared awareness. 
Support Complex Information Flows

The exercise demonstrated that information flows are complex even within the EOC, and that, while integrating data from disparate sources and media is essential, it is equally critical to provide means of repartitioning and rerouting the resulting data stream according to operational needs. Some needs are predictable and can be supported by predefined search and retrieval mechanisms (e.g., based on function- or topic-specific content). However, other needs are dictated by situational circumstances and require provisions for user-defined strategies for search and retrieval.
It is also vital to inter-connect individuals and groups within the EOC so that specialized data streams can be re-directed and shared. Some paths can be predefined and automated, while others must be established manually as the need arises.
Train Information Responders

Successful introduction and use of technology requires the support of technologically knowledgeable staff. As evidenced by this exercise, support for sophisticated information-processing technologies in a highly dynamic setting, such as an EOC, entails not only functional support for hardware and software, but also developmental support for realizing the potential benefits. For instance, some of the tasks performed by members of InSTEDD staff resulted from the experimental nature of the software, but other tasks, including developing search queries and specialized reports, were, in essence, examples of dynamic mining of a living data stream. The knowledge and skills needed to perform such tasks differ from those that are likely to be present in an emergency management setting at this level of response, and entirely new types of training for intel/information responders may be required.
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