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Structural-Health Monitoring

Acellent Technologies SMART LayerTM

from Lin et al



Structural-Health Monitoring

Basic Wired and Wireless Sensor Network Architecture 

from Kottapalli, et al, revised by Mastroleon et al



Structural-Health Monitoring

Two-Tier Wireless Network Architecture

from Kottapalli, et al, revised by Mastroleon et al



How Cryptography Could 
Improve National Security



Outline

• Problem with Conventional Passport
• E-Passport
• How E-Passport works



Conventional Passport
• It could be falsified easily

– There is no technological difficulties

• The only security feature is a photograph of the holder
– The photograph could be 10 years old

• Fake passports can’t be identified easily



How to Make a Fake Passport?

• The easiest way – steal one from some one, 
cut the photo out and replace it with your 
own

• You can buy one from who makes fake 
passports

• There are other ways too, just ask some 
criminal and terrorist



In summary:
Current passports could be faked easily due to 

the lack of advance security features; 
therefore, continuing to use them may pose 
a danger to national security



A Feasible Solution

• E-Passport could be used instead
• Similar things are already in wide use by 

places like government agencies and 
national labs



What is E-Passport?

• It is the next generation passport
• It contains all the information current passports 

have
• It contains new security features for protection, 

including biometrics, smart card, digital signature, 
and so on

• To use E-Passport, information about each 
individual holder must be collected and stored in 
some database system



Why use E-Passport?

• The best reason: it is extremely secure, it 
can’t be falsified
– not easily anyways like the current version 

(unless you are willing to pay Wai a ton of 
money)



New Features in E-Passport
• Smart Card

– It is basically a computer chip integrated into a 
conventional passport

– It can store data in digital form
– Data stored will be encrypted
– Nearly impossible to hack into



New Feature in E-Passport (Cont)
• Biometrics

– It refers to information that could 
(potentially) uniquely identify a 
person

– It includes, but not limited to, 
facial recognition, fingerprint, 
DNA

– E-Passport will use fingerprint 
because it is the simplest 
information to collect and store in 
the smart card



New Features in E-Passport (cont)

• Digital Signature
– It is basically a piece of encrypted information
– It is useful for checking if someone is really 

who say they are
– The digital signature will be stored in the smart 

card



How do these new features work?

In summary, digital signature and biometric information will 
be stored inside the smart card. To identify anyone who 
holds such a passport, his or her fingerprint sample will be 
taken at the airport; then the fingerprint sample will in turn 
unlock the digital signature stored in the chip if there is a 
match. Finally, decryption will be done to the extracted 
digital signature to generate a message, which will be 
compared to a known correct message stored in a database 
system. If everything in this process matches, then we 
could be sure that the person is really who he or she says is. 



How well does it work?

• E-Passport is as secure as it could get 
compare to the current version and other 
ideas

• Japan has tested a primitive prototype, and 
it was of great success



Summary

• Current passports are NOT secure
• E-passport would be a feasible option for 

replacement
• New security features in E-passport
• How E-passport works
• E-passport is secure and proven to work
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