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Regime Finance
and Procurement

We have said with certainty that the embargo 
will not be lifted by a Security Council resolution, 

but will corrode by itself.

Saddam speaking in January 2000 
to mark the 79th anniversary 

of the Iraqi armed forces.
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A Word on the Scope of This Chapter

This chapter of the Comprehensive Report details the evolution of Iraq’s campaign to evade and overcome the 
UN ban on its import of material related to Weapons of Mass Destruction and conventional military forces. It 
also describes Iraq’s effort to use the sale of its oil to hasten the end of the entire sanctions Regime. Because 
this chapter deals with Iraq’s international trade and fi nance, half of the picture rests with entities outside 
Iraq—countries, companies, and individuals. 

To tell the story, we had to describe—usually naming—Iraq’s trade partners or entities Iraq thought sympa-
thetic to its plight. Most of those individuals or entities are clearly identifi ed in Iraqi documents, some of which 
were substantiated through interviews with former Iraqi Regime offi cials. We name those individuals and 
entities here in the interest of candor, clarity, and thoroughness. But it is not in ISG’s mandate or capabilities to 
investigate or judge those non-Iraqi individuals or entities. And in many cases, the Iraqi documents and detain-
ees stop short of confi rming that a particular transaction was consummated, or that a courted foreign govern-
ment offi cial said “yes” to Iraqi blandishments. 

We also must point out that some Iraqi trade was legal and legitimate under the UN Oil-For-Food Program. 
It is important to understand that the Iraqi Regime used both sanctioned and unsanctioned trade to buy infl u-
ence and gain allies. But Iraq’s intent to circumvent sanctions by no means incriminates those who may have 
in some cases unwittingly provided unsanctioned commodities to Iraq. We would like to emphasize that this 
report does not intend to analyze or assess the legal implications for non-Iraqis. 
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Key Findings

Throughout the 1990s and up to OIF (March 2003), Saddam focused on one set of objectives: the survival of 
himself, his Regime, and his legacy. To secure those objectives, Saddam needed to exploit Iraqi oil assets, to 
portray a strong military capability to deter internal and external threats, and to foster his image as an Arab 
leader. Saddam recognized that the reconstitution of Iraqi WMD enhanced both his security and image. Conse-
quently, Saddam needed to end UN-imposed sanctions to fulfi ll his goals. 

Saddam severely under estimated the economic and military costs of invading Iran in 1980 and Kuwait in 
1990, as well as underestimating the subsequent international condemnation of his invasion of Kuwait. He did 
not anticipate this condemnation, nor the subsequent imposition, comprehensiveness, severity, and longev-
ity of UN sanctions. His initial belief that UN sanctions would not last, resulting in his country’s economic 
decline, changed by 1998 when the UNSC did not lift sanctions after he believed resolutions were fulfi lled. 
Although Saddam had reluctantly accepted the UN’s Oil for Food (OFF) program by 1996, he soon recog-
nized its economic value and additional opportunities for further manipulation and infl uence of the UNSC Iraq 
661 Sanctions Committee member states. Therefore, he resigned himself to the continuation of UN sanctions 
understanding that they would become a “paper tiger” regardless of continued US resolve to maintain them. 

Throughout sanctions, Saddam continually directed his advisors to formulate and implement strategies, poli-
cies, and methods to terminate the UN’s sanctions regime established by UNSCR 661. The Regime devised an 
effective diplomatic and economic strategy of generating revenue and procuring illicit goods utilizing the Iraqi 
intelligence, banking, industrial, and military apparatus that eroded United Nations’ member states and other 
international players’ resolve to enforce compliance, while capitalizing politically on its humanitarian crisis. 

• From Saddam’s perspective, UN sanctions hindered his ability to rule Iraq with complete authority and 
autonomy. In the long run, UN sanctions also interfered with his efforts to establish a historic legacy. 
According to Saddam and his senior advisors, the UN, at the behest of the US, placed an economic 
strangle hold on Iraq. The UN controlled Saddam’s main source of revenue (oil exports) and determined 
what Iraq could import. 

• UN sanctions curbed Saddam’s ability to import weapons, technology, and expertise into Iraq. Sanctions also 
limited his ability to fi nance his military, intelligence, and security forces to deal with his perceived and real 
external threats. 

• In short, Saddam considered UN sanctions as a form of economic war and the UN’s OFF program and 
Northern and Southern Watch Operations as campaigns of that larger economic war orchestrated by the US 
and UK. His evolving strategy centered on breaking free of UN sanctions in order to liberate his economy 
from the economic strangle-hold so he could continue to pursue his political and personal objectives. 

One aspect of Saddam’s strategy of unhinging the UN’s sanctions against Iraq, centered on Saddam’s efforts 
to infl uence certain UN SC permanent members, such as Russia, France, and China and some nonpermanent 
(Syria, Ukraine) members to end UN sanctions. Under Saddam’s orders, the Ministry of Foreign Affairs 
(MFA) formulated and implemented a strategy aimed at these UNSC members and international public 
opinion with the purpose of ending UN sanctions and undermining its subsequent OFF program by diplo-
matic and economic means. At a minimum, Saddam wanted to divide the fi ve permanent members and foment 
international public support of Iraq at the UN and throughout the world by a savvy public relations campaign 
and an extensive diplomatic effort.  

Another element of this strategy involved circumventing UN sanctions and the OFF program by means of 
“Protocols” or government-to-government economic trade agreements. Protocols allowed Saddam to gener-
ate a large amount of revenue outside the purview of the UN. The successful implementation of the Protocols, 
continued oil smuggling efforts, and the manipulation of UN OFF contracts emboldened Saddam to pursue his 
military reconstitution efforts starting in 1997 and peaking in 2001. These efforts covered conventional arms, 
dual-use goods acquisition, and some WMD-related programs.
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• Once money began to fl ow into Iraq, the Regime’s authorities, aided by foreign companies and some foreign 
governments, devised and implemented methods and techniques to procure illicit goods from foreign suppli-
ers. 

• To implement its procurement efforts, Iraq under Saddam, created a network of Iraqi front companies, some 
with close relationships to high-ranking foreign government offi cials. These foreign government offi cials, in 
turn, worked through their respective ministries, state-run companies and ministry-sponsored front compa-
nies, to procure illicit goods, services, and technologies for Iraq’s WMD-related, conventional arms, and/or 
dual-use goods programs. 

• The Regime fi nanced these government-sanctioned programs by several illicit revenue streams that 
amassed more that $11 billion from the early 1990s to OIF outside the UN-approved methods. The most 
profi table stream concerned Protocols or government-to-government agreements that generated over $7.5 
billion for Saddam. Iraq earned an additional $2 billion from kickbacks or surcharges associated with the 
UN’s OFF program; $990 million from oil “cash sales” or smuggling; and another $230 million from other 
surcharge impositions. 

Analysis of Iraqi Financial Data

The Iraqi revenue analysis presented in this report is based on government documents and fi nancial databases, 
spreadsheets, and other records obtained from SOMO, the Iraqi Ministry of Oil, and the Central Bank of Iraq 
(CBI), and other Ministries. These sources appear to be of good quality and consistent with other pre- and 
post-Operation Iraqi Freedom information. All Iraqi revenue data and derived fi gures in this report have been 
calculated in current dollars. 

Saddam directed the Regime’s key ministries and governmental agencies to devise and implement strategies, 
policies, and techniques to discredit the UN sanctions, harass UN personnel in Iraq, and discredit the US. At 
the same time, according to reporting, he also wanted to obfuscate Iraq’s refusal to reveal the nature of its 
WMD and WMD-related programs, their capabilities, and his intentions. 

• Saddam used the IIS to undertake the most sensitive procurement missions. Consequently, the IIS facili-
tated the import of UN sanctioned and dual-use goods into Iraq through countries like Syria, Jordan, 
Belarus and Turkey. 

• The IIS had representatives in most of Iraq’s embassies in these foreign countries using a variety of offi cial 
covers. One type of cover was the “commercial attaches” that were sent to make contacts with foreign busi-
nesses. The attaches set up front companies, facilitated the banking process and transfers of funds as deter-
mined, and approved by the senior offi cials within the Government.

• The MFA played a critical role in facilitating Iraq’s procurement of military goods, dual-use goods pertain-
ing to WMD, transporting cash and other valuable goods earned by illicit oil revenue, and forming and 
implementing a diplomatic strategy to end UN sanctions and the subsequent UN OFF program by nefarious 
means.

• Saddam used the Ministry of Higher Education and Scientifi c Research (MHESR) through its universities 
and research programs to maintain, develop, and acquire expertise, to advance or preserve existent research 
projects and developments, and to procure goods prohibited by UN SC sanctions.

• The Ministry of Oil (MoO) controlled the oil voucher distribution program that used oil to infl uence UN 
members to support Iraq’s goals.  Saddam personally approved and removed all names of voucher recipi-
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ents. He made all modifi cations to the list, adding or deleting names at will. Other senior Iraqi leaders 
could nominate or recommend an individual or organization to be added or subtracted from the voucher list, 
and ad hoc allocation committees met to review and update the allocations. 

Iraq under Saddam successfully devised various methods to acquire and import items prohibited under UN 
sanctions. Numerous Iraqi and foreign trade intermediaries disguised illicit items, hid the identity of the end 
user, and/or changed the fi nal destination of the commodity to get it to the region. For a cut of the profi ts, 
these trade intermediaries moved, and in many cases smuggled, the prohibited items through land, sea, and air 
entry points along the Iraqi border. 

By mid-2000 the exponential growth of Iraq’s illicit revenue, increased international sympathy for Iraq’s 
humanitarian plight, and increased complicity by Iraqi’s neighbors led elements within Saddam’s Regime to 
boast that the UN sanctions were slowly eroding. In July 2000, the ruling Iraqi Ba’athist paper, Al-Thawrah, 
claimed victory over UN sanctions, stating that Iraq was accelerating its pace to develop its national economy 
despite the UN “blockade.” In August 2001, Iraqi Foreign Minister Sabri stated in an Al-Jazirah TV interview 
that UN sanctions efforts had collapsed at the same time Baghdad had been making steady progress on its eco-
nomic, military, Arab relations, and international affairs. 

• Companies in Syria, Jordan, Lebanon, Turkey, UAE, and Yemen assisted Saddam with the acquisition of pro-
hibited items through deceptive trade practices. In the case of Syria and Yemen, this included support from 
agencies or personnel within the government itself.

• Numerous ministries in Saddam’s Regime facilitated the smuggling of illicit goods through Iraq’s borders, 
ports, and airports. The Iraqi Intelligence Service (IIS) and the Military Industiralization Commission (MIC), 
however, were directly responsible for skirting UN monitoring and importing prohibited items for Saddam. 
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Chapter Summary

The Illicit Finance and Procurement chapter focuses on the economic means, key actors and organizations, 
foreign suppliers, and procurement mechanisms used by Saddam to pursue his set of objectives: survival of 
himself, his Regime, and his legacy. The fi rst section of the chapter provides an historic background divided 
into key economic phases. The chapter then examines Saddam’s major revenue streams outside the UN sanc-
tions regime: bilateral trade Protocols, UN OFF oil surcharges, commodity kickbacks, and “cash sales” or oil 
smuggling activities. ISG estimates the total amount of revenue earned between 1991 and 2003, while paying 
special attention to money earned after the introduction of the OFF program. ISG also addresses how the 
Regime used its oil assets to infl uence non-Iraqi individuals by means of an institutionalized, secret oil voucher 
program. 

Following the illicit revenue section, the chapter identifi es the Iraqi Regime’s key individuals, ministries, 
organizations, and private entities within the Regime that were involved in Saddam’s procurement and revenue 
activities. Next, the section identifi es foreign suppliers—governments, state-owned and private fi rms, and/or 
individual agents  that engaged in the export of goods in contravention of UN resolutions. In some cases, ISG 
has uncovered foreign government activity and knowledge that ranged from tacit approval to active complic-
ity. In other cases, fi rms engaged in the illegal activities without their government’s consent or knowledge. 
Moreover, ISG’s investigation exposed Iraqi and foreign trade intermediaries’ deceptive methods used to pur-
chase, acquire, and import UN-banned items. 

Finally, this chapter provides several annexes that give more detail on the spectrum of issues examined in the 
procurement chapter of ISG’s report. Annex A consists of translations of Iraq’s major trade Protocols; Annex B 
is an oil voucher recipient list that ISG obtained from Iraq’s State Oil Marketing Organization (SOMO). Annex 
C relates Iraq’s normal governmental budgetary process, while Annex D provides general Iraqi economic data. 
Annex E outlines ISG’s illicit earnings sources and estimation methodology, and Annex F provides an illustra-
tive oil smuggling case study. Annex G explains Iraq’s banking system, and Annex H lists Iraqi-related UN 
Security Council Resolutions. Annexes I and J reveal suspected Iraqi dual-use and conventional weapons pro-
curement transactions, while Annex K lists suspected companies engaged in military-related trade with Iraq. 
Finally, Annex  L provides a list of procurement acronyms found throughout this section. 
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The Regime Timeline

For an overview of Iraqi WMD programs and policy 
choices, readers should consult the Regime Time-
line chart, enclosed as a separate foldout and in 
tabular form at the back of ISG report. Covering the 
period from 1980 to 2003, the timeline shows specifi c 
events bearing on the Regime’s efforts in the BW, 
CW, delivery systems and nuclear realms and their 
chronological relationship with political and military 
developments that had direct bearing on the Regime’s 
policy choices

Readers should also be aware that at the conclusion 
of each volume of text, we have also included foldout 
summary charts that relate infl ection points—criti-
cal turning points in the Regime’s WMD policymak-
ing—to particular events, initiatives, or decisions the 
Regime took with respect to specifi c WMD programs. 
Infl ection points are marked in the margins of the text 
with a gray triangle.

Ambition (1980-91)

During the Ambition phase in Iraq, Saddam and his 
Regime practiced open, traditional procurement of 
conventional weapons and developed clandestine 
methods for obtaining WMD materials and dual-use 
items. Iraq’s oil wealth allowed Saddam to overcome 
the inherent ineffi ciencies of a centrally planned 
economy. After the costly war with Iran, Saddam’s 
procurement efforts focused primarily on restocking 
Iraq’s war materials. These defense-related procure-
ment goals, however, were hindered by economic 
weakness. In the later part of this period, the Iraqi 
economy began to falter, saddled with a high interna-
tional debt from the war, rising costs of maintaining 
a generous welfare state, low international oil prices, 
and the high cost entailed in weapons and WMD 
programs. Saddam’s ill-conceived, shortsighted eco-
nomic reforms in 1987 and reactionary price controls, 
nationalization, and subsidies in 1989 pushed the 
Iraqi economy further into crisis. Capping the Ambi-
tion phase, Saddam chose to fi ght his way out of 
economic crises by invading Kuwait. 

Decline (1991-96) 

In the post-Gulf war decline phase, the possession of 
WMD remained important to the Regime. Saddam’s 
procurement of conventional weapons and WMD, 
however, was hindered severely by a potent combi-
nation of international monitoring and a collapsing 
oil-based economy. These constraints were com-
pounded by the decision not to make full WMD 
disclosures and the subsequent attempt to remove 
WMD signatures through unilateral destruction. 
The poor handling of the WMD disclosures further 
hardened the international community. UN sanc-
tions, resulting from Saddam’s refusal to comply with 
UN resolutions, froze the Regime’s export of oil and 
import of commodities—cutting off Saddam’s ability 
to generate the revenue needed for illicit purchases 
on international arms and dual-use markets. The Iraqi 
economy also suffered under UN sanctions during 
this period as gross domestic product (GDP) per 
capita fell from $2304 in 1989 to an estimated $495 
in 1995. The decline in the street-value of the Iraqi 
Dinar rendered the average Iraqi citizen’s savings 
worthless, casting the Iraqi middle-class into poverty. 
Simultaneously, this period of decline exhibited an 
increase in corruption, incompetence, and patronage 
throughout Saddam’s Regime. 

Husayn Kamil’s fl ight to Jordan in 1995 and 
Saddam’s handling of the issue led to further WMD 
disclosures and subsequent international opprobrium. 
Saddam retained a desire for WMD, but economic 
growth and the ending of sanctions became the over-
riding concern as the economy hit rock bottom in 
late 1995. The combination of these factors moti-
vated Saddam’s decision to accept UNSCR 986, the 
UN OFF in 1996. 

Recovery (1996-98)

The Recovery phase was ushered in by Saddam’s 
acceptance of UN SC 986 and the UN OFF Pro-
gram. Trade fostered under the OFF program starting 
in 1997 allowed Saddam to pursue numerous illicit 
revenue earning schemes, which began generating 
signifi cant amounts of cash outside of the auspices of 
the UN. With the legitimate side of the OFF program 
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providing the Iraq population with economic relief, 
Saddam was free to develop illicit procurement pro-
grams to arm his Regime against perceived and real 
threats. By the end of this period, Iraq had developed 
a growing underground network of trade intermedi-
aries, front companies, and international suppliers 
willing to trade oil or hard currency for conventional 
weapons, WMD precursors, and dual-use technol-
ogy. After 1996, the state of the Iraqi economy no 
longer threatened Saddam’s hold on power in Iraq, 
and economic recovery underpinned a more confi dent 
Regime posture. 

Transition and Miscalculation (1999-2003)

The Transition and Miscalculation phases opened 
with Iraq’s suspension of cooperation with UNSCOM 
and IAEA. The subsequent lack of effective moni-
toring emboldened Saddam and his procurement 
programs. The Regime successfully manipulated 
Iraq’s oil production and sales policies to infl uence 
international political actors and public opinion. 
However, during this period, Iraq’s long-neglected oil 
infrastructure began to falter, resulting in an inabil-
ity to meet demand. As a result, the growth in the 
legitimate side of the Iraq economy slowed. Mean-
while, Saddam’s increasing illegitimate revenue and 
profi ts from UN oil sales compensated for legitimate 
revenue loses. Illicit oil revenue provided Saddam 
with suffi cient funds to pay off his loyalists and 
expand selected illicit procurement programs. From 
1999 until he was deposed in April 2003, Saddam’s 
conventional weapons and WMD-related procure-
ment programs steadily grew in scale, variety, and 
effi ciency. Saddam invited UNMOVIC and IAEA 
back into Iraq in September 2002, in the face of grow-
ing international pressure, calculating that a surge in 
cooperation might have brought sanctions to an end.
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Directing and Budgeting Iraq’s 
Illicit Procurement

Overview 

Throughout the 1990s and up to OIF (2003), Saddam 
continually directed his advisors to formulate and 
implement policies, methods, and techniques to termi-
nate the UN’s sanctions and obtain prohibited conven-
tional military and WMD-related goods.

• Saddam directed and approved illicit procurement 
by his Regime.

• The Diwan and Presidential Secretary facilitated 
Saddam’s procurement directives by processing 
nonbudget funding for conventional military and 
WMD programs.

• The Iraqi budget process was divided into two 
different systems: a formal budget that served as a 
common governmental budget and a supplemental 
or secret budget that was controlled by Saddam 
and the Economic Affairs Committee (EAC). This 
supplemental process, which emerged in its most 
effi cient form after 1995, used illicit hard currency 
to fi nance prohibited procurement programs.   

President and Presidential Secretary’s Role in 
Illicit Procurement 

The highest levels of the government, including 
the President and the Presidential Secretary, used 
trade Protocols and other cooperative agreements 
after 1991 as vehicles to circumvent UN sanctions 
and to facilitate the continued arming of Iraq. Iraq 
negotiated bilateral trade agreements called “Proto-
cols” with Syria, Jordan, Turkey, and Egypt and less 
formal cooperative trade agreements with several East 
European countries such as Belarus, Poland, Ukraine, 
and Russia. 

• The Syria, Jordan, Turkey, and Egypt Protocols 
were offi cial bilateral cooperative agreements 
approved by offi cials of the countries involved (see 
Annex A: Translations of Iraq’s Bilateral Trade 
Protocols).

• According to press reporting, Aziz traveled to 
Moscow on 25-26 January 2002. Recovered docu-
ments also indicate that Tariq Aziz delivered a letter 
to Moscow in person, and he met with senior Rus-
sian leaders. 

• Belarusian President Lukashenko and Saddam 
developed a special relationship in which Lukash-
enko agreed to support Saddam because of the Iraqi 
President’s support of the 2001 Belarusian Presi-
dential elections. 

Saddam approved and directed the illicit procure-
ment relationships that Iraq had with other coun-
tries in order to improve Iraq’s military capabilities 
against regional threats. The Presidential Secretary, 
Abid Hamid Mahmud al-Tikriti, was a member of 
the committee that was formed to task the IIS via IIS 
Director Tahir Jalil Habbush al-Tikriti   to procure 
technology for the MIC. In accordance with Saddam’s 
instructions to Huwaysh to improve Iraq’s missile 
capabilities, the MIC-IIS joint effort was to empha-
size the support to Iraq’s missile programs. 

The oil vouchers that the Regime would give to those 
who supported his Regime goals further emphasized 
Saddam’s infl uence over these trade agreements. 
The Presidential Secretary along with Vice President 
Taha Yasin Ramadan al-Jizrawi facilitated the issu-
ance of these vouchers and approved other trade 
arrangements by handling the paperwork involved 
and giving approval on behalf of Saddam for alloca-
tion of the oil shares.   

Reportedly, Russian, Ukrainian, and Belarusian 
individuals, who in Baghdad’s view, had contributed 
in some special way to Iraq’s security, received oil 
shares at the request of Saddam (for the full list, see 
Annex B: Known Oil Voucher Recipients). Some of 
these persons have also been identifi ed in Iraqi mili-
tary procurement efforts (see Table 1).
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Presidential Diwan’s Role in Illicit Procurement 

The Presidential Offi ce of Saddam comprised two 
sections: the Presidential Secretary, and the Presi-
dency Offi ce or Presidential Diwan. The Diwan was 
created in July 1979 to research and study specifi c 
issues requested by the President, the Council of 
Ministers, the Economic Affairs Committee (EAC), 
and the Revolutionary Command Council (RCC). 
The Diwan was purely an administrative presidential 
bureau with no policymaking authority. It had several 
departments representing a variety of issues (see 
Figure 1). There was also an Administrative Depart-
ment and a Financial Accounts Department. 

Diwan’s Role in Supplemental Funding of 
Government Ministries

Military and security service entities such as the IIS 
and the (MIC) could submit requests for additional 
funds to the Presidency.  The information on this 
procedure is often contradictory. 

• According to the Minister of Finance, the Iraqi 
security organizations submitted written requests 
for additional funds either to the chief of the Presi-
dential Diwan, or to the head of the Presidential 

Secretariat. The latter, who was also the Secretary 
of the National Security Council (NSC), probably 
handled all requests from any security organization 
and may have been preferred by some organiza-
tional heads as he was considered to be closer to the 
President. 

• The head of the MIC, the Minister of Defense and 
the Governor of the Central Bank of Iraq (CBI) 
have also described approaching the Diwan for 
supplementary funds. The Chief of the Diwan and 
Presidential Secretary were sometimes unaware 
of requests made to one another. Saddam report-
edly did this to limit the number of people who 
had access to expenditure data. Requests sent to 
the Presidential Diwan were sometimes sent to the 
Diwan’s Financial Accounts Department for study. 
The chief of the Presidential Diwan sometimes 
directed the head of the Financial Accounts Depart-
ment to discuss the request with the concerned 
minister. (Both Khalil Mahudi, the Secretary of 
the Council of Ministers (CoM), and Muhammed 
Mahdi Al Salih, the Trade Minister, were former 
heads of the Financial Accounts Department.) 

• Organizations seeking budget supplements could 
also schedule a personal appointment with Saddam. 

Table 1
A Selection of Oil Vouchers Awarded by Saddam Husayn

Name Position Barrels of Oil 
Per Year

Ruslan Khazbulatov Speaker of the Supreme Soviet Parliament under Presi-
dent Boris Yeltsin’s administration

1.5

Gennadiy Zuganov Head of Communist Party of the Russian Federation 1.5

Sergey Rudasev Chairman of the Russian Solidarity With Iraq organization 1.5

Vladimir Zametalin and Nikolai 
Yevanyinko

Chairman of the Federation of Trade Unions and Former 
Presidential Administration Deputy Chief

3

Dr. Victor Shevtsov Director of Infobank and Head of Belmetalenergo (BME) 
a major Belarusian foreign trade company

1.5

Yuri Shebrov Director of BELFARM enterprise 1.5

Aleksandr Roboty Offi cer in the Belarusian security network (possibly the 
Belarusian KGB)

1.5

Oleg Papirshnoy Director of private Ukrainian company 1.5

Professor Yuri Orshaniskiy Director of MontElect, a Ukrainian fi rm 1.5

Olga Kodriavitsev Unknown 1.5

Leonid Kozak Belarusian Federation of Trade Unions 3
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Extent of Knowledge of the Former President of 
the Diwan

The Chief of the Diwan, Ahmad Husayn Khudayir 
al-Samarra’i, maintains that he authorized payments 
to bodies such as the MIC only on the orders of the 
President through the Presidential Secretary without 
knowing the details of the projects being fi nanced. 
However, the head of the MIC and Minister of 
Finance identifi ed him as having been involved in the 
processing of requests for extra-budgetary payments 
to the military and security services. Moreover, the 
Minister of Finance stated that documents containing 
details of the request, such as project information or 
justifi cation, were kept at the Chief of the Diwan’s 
offi ce, or with the Presidential Secretary, depending 

on where the request had been submitted. In addition, 
captured documents suggest the Chief of the Diwan 
had at least some knowledge of military and security 
matters. 

• In April 1996, al-Samarra’i provided a cover note 
for paperwork covering Protocols with a Georgian 
entity for a military aircraft industrialization com-
plex.

• In April 2002, al-Samarra’i provided a cover note 
for paperwork concerning problems with a contract 
between the MIC and the Moldavian company Bal-
combe for an assault rifl e (7.62 x 39mm) ordinance 
production line. 

Figure 1. Organization of the presidential Diwan,
March 1991.
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Budgeting Iraqi Procurement

Off-budget and secret budget planning bypassed 
large government forum and was processed directly 
between the Ministry of Finance (MoF) and the 
Presidency, between the requesting organization and 
the Presidency, or between the requesting organiza-
tion and Saddam.  The former Regime relied heavily 
on liquidating assets (forcing the Central Bank of 
Iraq to print more money) to meet its yearly budget 
shortfalls. 

General Government Budget
The general government budget, made up of current 
and capital spending, however, does not represent 
the total Iraqi budget because sensitive issues, such 
as defense, intelligence, and security were excluded. 
As a result, government expenditures and debt prob-
ably were higher than what was listed in the budget.

• In 2001, according to statistics from the CBI, the 
former Regime spent over $1.1 billion (constant 
2001 dollars). This represents an increase of 49.5 
percent over 2000. 

• Complete data about Iraqi government budget 
spending after 2001 are unavailable. A common 
refrain among government offi cials and detainees is 
that many of these records perished during looting 

and fi res after the US invaded Baghdad. 

Because of the economic constraints following the 
war with Iran (see Economics Section), it became dif-
fi cult for the Regime to draft and adhere to an accu-
rate budget. Figures estimated in January diverged 
considerably by the end of the fi scal year. Also, 
because of Saddam’s patronage policies, the Presiden-
tial accounts were reportedly routinely overdrawn by 
15 percent, and about 50 percent of the infrastructure 
expenditure was spent by Saddam. 

Sources of Government Revenue
On-budget revenue—revenue included in the general 
government budget—came from sources such as:

• Income and property taxes.

• Customs duties and tariffs.

• A percentage of the profi ts from government-owned 
institutions and businesses such as banks and insur-
ance companies.

• The revenues of leased state properties.

• The municipalities. 

Not all-Iraqi government revenue was accounted 
for in the general government budget. Some of these 
off-budget funds included income earned through:

• The Syrian, Turkish, and Jordanian trade Protocols. 

• Kickbacks on UN OFF Program import contracts. 

Supplemental Budgetary Process 
The procurement programs supporting Iraq’s WMD 
programs and prohibited conventional military equip-
ment purchases were fi nanced via a supplemental 
budget process that occurred outside of the publi-
cized national and defense budgets (for details on the 
development, approval, and execution of the common 
national budgets, see Annex C: Iraq’s Budgetary 
Process). The approval process and disbursement of 
funds from the supplemental budget illustrate who 
was distributing the money into the illicit procure-
ment programs and refl ect, in quantitative terms, the 
intent of the Regime.   

Supplemental Budget Submission Procedure 
There were two methods for ministries and organiza-
tions to obtain fundraising for specifi c projects or 
procurement activities that were over and above the 
scope of their annual budgets: 

• One method was through the (EAC).

• The other was to go directly to the Presidential 

Diwan or the Presidential Secretariat. 
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Iraq’s National Budget 1991-2002

As illustrated in Figure 2, from 1991 to 1995, Iraqi 
revenues decreased by an average of 34.3 percent. 
From 1996 to 2001 revenues increased by an aver-
age of 42.3 percent. The reason for the 143.7-percent 
increase in revenues in 1996 is unclear because sig-
nifi cant oil revenues from the UN Oil-for-Food Pro-
gram (OFF) would not have been realized until early 
1997. Some of this increase, however, is probably 
a result of revenues rising from such a low base. In 
1997, there was a 66.8-percent increase in revenues 

over 1996—a large increase that would be consistent 
with an increase in revenues from OFF. Expenditures 
also decreased from 1991 to 1995, but by an aver-
age of 28.2 percent. From 1995 to 2001, expenditures 
increased by an average of 16.8 percent—highlighted 
by a 49.5-percent increase in 2001. At the same time, 
over the 10 years since 1991, the government budget 
defi cit decreased from $1.6 billion to $410 million 
(see Annex C: Iraq’s Budgetary Process).  

Figure 2. The Iraqi state general government budget,
1991-2002.
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The fi rst method, which was common for most min-
istries and organizations, was to apply for approval 
from the EAC for the allocation of additional funds 
(see Figure 3). 

• These requests may have been submitted to the 
chief of the Presidential Diwan or the Secretary of 
the Council of Ministers (CoM), who would submit 
the requests to Saddam. It is unclear how much 
control Saddam exerted during this phase of the 
process. 

• If the EAC voted positively, the Minister of Finance 
would send a directive to the CBI to send the pre-
scribed amount to the domestic or overseas account 
or accounts of the concerned ministry. 

• If there were a dispute regarding the approval, the 
issue would be elevated to the CoM for approval. If 
the dispute were resolved in the requestor’s favor, 
the Minister of Finance would direct the CBI to 
complete the transaction. 

The second method was reserved for the military and 
security service entities such as the IIS, the MoD, 
MIC, and other security organizations that submitted 
requests for additional funds to the President. The 
information on this procedure is often contradictory 
(see Figure 4). 

• According to the MoF, the Iraqi security organiza-
tions submitted written requests for additional funds 
to the President, through either the Chief of the 
Presidential Diwan or the head of the Presidential 
Secretariat. The latter, who was also the secretary 
of the NSC, probably handled all requests from any 
security organization, and may have been preferred 
by some organizational heads as he was considered 
to be closer to the President. 

• The head of the MIC, the Minister of Defense, 
and the Governor of the CBI have also described 
approaching the Diwan for supplementary funds. 
The Chief of the Diwan and Presidential Secretary 
were sometimes unaware of requests made to one 
another. Saddam reportedly did this to limit the 
number of people who had access to expenditure 
data. Requests sent to the Presidential Diwan were 
sometimes sent to the Diwan’s Economic Depart-
ment for study. The Chief of the Presidential Diwan 
sometimes directed the head of the Economic 
Department to discuss the request with the con-
cerned minister. Both Khalil Mahudi, the Secretary 
of the Council of Ministers (CoM), and Muhammed 
Mahdi Al Salih, the trade minister, were former 
heads of the Economic Department. 

• Organizations seeking budget supplements could 
also schedule a personal appointment with Saddam.  

Approval and Authorization of Supplemental 
Funding 
While Saddam was the primary approval authority 
for requests for extra funds, signed authorizations 
were also issued from the Chief of the Presidential 
Diwan or the Presidential Secretary (both were 
authorized to represent Saddam). 

If the supplement request were made during a per-
sonal meeting between Saddam and the head of an 
Iraqi security organization, Saddam would immedi-
ately approve or disapprove the additional funds. 

• This verbal approval was put in writing and sent to 
the requesting ministry, and a disbursal order was 
sent to the MoF. 

• Confi rmation of these payments would usually be 
presented as an order from the Presidential Secre-
tary to the Chief of the Diwan. 

Approvals for all other ministries would be issued in 
writing to the concerned ministry and the MoF (It is 
unclear whether this includes the IIS, MOD, MIC, 
and Iraqi security organizations).

• Disbursal orders sent to the MoF contained the 
date, signature of approving authority, amount, 
but no information about the request. Documents 
containing details of the request, such as project 

The Economic Affairs Committee (EAC)

In late 1995, Saddam reestablished the EAC to handle 
economic issues that would have normally gone 
to the Presidential Diwan (the EAC existed in the 
1980s but was abolished at an unknown date). The 
EAC had infl uence over fi scal and monetary policy 
issues such as government spending, taxation, and 
importation and interest rates. Only the head of the 
committee, rather than presenting them to the other 
committee members, handled some presumably sensi-
tive issues. 
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Figure 3. Supplementary budget process: most
ministries.

Figure 4. Supplementary budget process: IIS, MIS, and
other special organizations.
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information or justifi cation, were kept at the Chief 
of the Presidential Diwan’s offi ce or the Presiden-
tial Secretary’s offi ce, depending on where the 
request had been submitted. 

ISG has collected information concerning the nature 
of payments sought by the military and security ser-
vices through the Diwan. However, this information 
generally lacks detail.

• For example, the IIS successfully sought additional 
funding of nearly 48.5 million Iraqi dinars ($2.5 
million—a conversion rate of 1,950 ID to the dollar 
was used to convert 48.5 million ID to $25,000) to 
provide weaponry and ammunition for the Jalal Al-
Talibani Group in early 2002. 

According to MIC Director and Deputy Prime Minis-
ter, Abd al-Tawab Mullah Huwaysh, the MIC would 
approach the Diwan for additional hard currency 
funds. Examples of such occasions occurring from 
2000-2002 included:

• A payment of $42 million for an unsuccessful 
deal to purchase the Belarusian S-300 Air Defense 
System, with payment split evenly between the 
Ministry of Finance and President Diwan.

• $25 million for the purchase of 7.62-mm ammuni-
tion from the Former Federal Republic of Yugosla-
via (FRY) and Syria.

• $25 million for the purchase of light weapons 
and ammunition (including RPG-7 and KORNET 
ATGMs) from Russia via a Syrian company.

• $20 million for a maintenance facility for helicop-
ters and the purchase of Mi-17 and Mi-25 helicop-
ter engines.

• $8.5 million for a contract with the FRY company 
ORAO for a maintenance facility for MiG-21 
engines.

• The purchase of 3,000 night-vision goggles from 
Ukraine.

Disbursal of Supplemental Funds 
As stated by the Minister of Finance, the preferred 
method used to disburse requests for extra-budgetary 
funds was for the EAC to add the additional funds to 
the requesting ministry’s budget. However in excep-
tional cases, such as when requests were time sensi-
tive, the funds would be paid directly to the ministry. 
Most transactions were conducted using accounts at 
the Rafi dian bank. Additional accounts were located 
at the CBI. 
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Financing Iraq’s Illicit 
Procurement

Overview

Iraq developed four major mechanisms for raising 
illicit funds outside the legitimate UN OFF program. 
These included the sale of Iraqi oil to neighboring and 
regional states via trade Protocols, the imposition of 
surcharges on oil sold through the UN OFF pro-
gram, and the receipt of kickbacks on UN-approved 
contracts for goods purchased under the UN OFF 
program, and so-called “cash-sales” or smuggling. 

• From 1996 through 2000 a combination of the UN 
OFF Program, bilateral trade, and illicit oil profi -
teering allowed the Iraqi economy to recover from 
the post-1990 depression. This recovery ended the 
threat of economically induced Regime instability 
and provided Saddam with suffi cient resources to 
pursue costly procurement programs.

• After the economic recovery waned in 2000, Sad-
dam’s revenues continued to amass via increasingly 
effi cient kickback schemes and illicit oil sales. ISG 
estimates Saddam generated $10.9 billion in hard 
currency through illicit means from 1990 to 2003 
(see Figure 5). 

The 1996-2003 UN OFF Program opened many 
opportunities for Saddam’s Regime:

• It provided $31 billion in needed goods for the 
people of Iraq, relieving the economic pressure on 
Regime stability.

• Saddam was able to subvert the UN OFF program 
to generate an estimated $1.7 billion in revenue 
outside of UN control from 1997-2003 (see Figure 
6).

• The UN OFF oil voucher program provided 
Saddam with a useful method of rewarding coun-
tries, organizations and individuals willing to co-
operate with Iraq to subvert UN sanctions. 

Iraqi Economy’s Role in Illicit Procurement

During Saddam’s rule, Iraq adopted the Soviet 
Union’s centrally planned economic model. Saddam 
sought to centrally plan all facets of the state econ-
omy and utilized “Five Year Plans” to optimize the 
use of national resources. Viewing the Iraqi economy 
from Saddam’s perspective, we assess it underwent 
distinct phases from 1980 through OIF:  “ambition,” 
“decline,” “recovery,” “transition,” and “miscalcula-
tion.” Readers may fi nd it useful to refer to the Time-
line summary chart at the end of the chapter. 

Economic Ambition (1980-91)
Given Iraq’s large oil revenues of the 1970s and early 
1980s, Saddam was able to ambitiously pursue a 
state-controlled economy without having to choose 
between solvency and other priorities, such as health 
and welfare programs, infrastructure development 
and development of his armed forces (see Annex D: 
Iraq Economic Data (1989-2003). Iraq’s oil wealth 
allowed Saddam to overcome the ineffi ciencies of the 
economy until the war with Iran. Even with the war, 
his cash reserves and borrowed money from friendly 
Arab states allowed Saddam to continue his ambitious 
policies into the mid-1980s. 

The Iran-Iraq war, however, exhausted and crippled 
the Iraqi economy:

• Iraq had been free of foreign debt and accumulated 
$35 billion in foreign reserves by 1980. These 
reserves, however, could not bear more than the 
opening salvos of the war with Iran, which over 9 
years cost an estimated $54.7 billion in arms pur-
chases alone. 

• Following the war, Iraq was under pressure to pay 
off high-interest, short-term debts to Western credi-
tors estimated between $35-45 billion. Saddam, 
however, never paid off this debt [see Annex D: Iraq 
Economic Data (1989-2003)]. 

The economic burdens resulting from the Iran-
Iraq war led Saddam to abandon Ba’ath-socialist 
economic policies that dominated in the 1960s and 
1970s. In 1987, Saddam attempted to turn the Iraqi 
economy around with abrupt economic reforms, 
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Figure 5. Iraqi illicit revenue sources (US $),1991-2003.

Figure 6. Iraqi illicit earnings by type (million US $), 1991-2003.
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including abolishing universal employment labor laws 
and privatizing key government industries. 

• As a result, thousands of government workers were 
jobless. 

• Bus companies, gas stations, department stores, 
agricultural businesses, and factories were left out-
side the responsibility of the government. 

Rather than shocking the Iraqi economy into perform-
ing, these measures, by 1989, deepened the economic 
crisis and accelerated the collapse of living standards 
for most Iraqis. Sensing a threat to the viability of 
the Regime, Saddam again imposed price controls, 
renationalized some former state enterprises, and 
raised industrial and agricultural subsidies. The Iraqi 
economy was pushed to crisis by Saddam’s inability 
to address or resolve a number of economic reali-
ties:

• The rising cost of maintaining the Iraqi welfare 
state, which was among the more generous and 
comprehensive systems in the Arab world. 

• Low oil prices on the international markets, which 
Saddam associated with Kuwait and its conducting 
“economic warfare” against Iraq.

• The lingering debt from the war with Iran.

• The cost of rebuilding his military and expanding 
his WMD programs. 

Saddam chose to fi ght his way out of economic crisis 
by invading Kuwait. 

Economic Decline (1991-96)
Rather than rescuing the Iraqi economy, the inva-
sion of Kuwait resulted in even greater fi scal strains 
as Saddam found himself in a second costly war, 
this time facing a US-led Coalition. After Saddam’s 
defeat in Kuwait, the UN trade sanctions placed 
on Iraq following the invasion remained in place. 
These sanctions, supported by over 150 nations, cut 
Iraq’s ability to export oil, its main revenue genera-
tor. After Desert Storm, Saddam also had to contend 
with compensation claims made for reparations of 
damage infl icted during the invasion and occupation 
of Kuwait.

As Saddam stubbornly refused to comply with UN 
Resolutions in the early 1990s, the Iraqi economy 
crashed to a low point in 1995. 

• From 1989 to 1995, Iraq’s GDP per capita fell from 
$2304 to $495. Some estimates reveal that the Iraqi 
per capita GDP never rose above $507 from 1991 to 
1996.

• Infl ation between 1989 and 1995 increased from 42 
percent to 387 percent. 

• Simultaneously, the street dinar exchange rate rose 
from 10 ID per $1 in 1991 to 1674 ID per $1 in 
1995. 

• During this same period, income inequality became 
a larger problem because the limited wealth was 
concentrated in the hands of Regime loyalists and 
elite traders, while the average Iraqi subsisted on 
much less income. Equally signifi cant, by 1995 
the plummeting dinar consumed the savings of 
the average Iraqi, causing the Iraqi middle class to 
virtually cease to exist. 

This period of economic decline also resulted in 
a dramatic increase in corruption, incompetence, 
and patronage in all facets of government. A good 
example of the Regime’s incompetence in economic 

Collecting Compensation for the First Gulf War

The United Nations Compensation Commission 
(UNCC) was responsible for processing and collect-
ing such claims as authorized by UN Security Council 
Resolution 692. With the insistence of Moscow, the 
UN readdressed the revenue allocation of Iraqi oil 
revenue. In June 2000 it voted for the UNSC-adopted 
UNSCR 1330 that changed the percentage of oil 
allocated to the UNCC from 30 percent (UNSCR 705) 
to 25 percent. The UNCC estimated that the reduction 
to 25 percent would generate an extra $275 million in 
Phase XII of the OFF program for the Iraqi Regime. 
As of 7 May 2004, claims totaling $266 billion have 
been adjudicated, and claims worth $48 billion have 
been awarded by the UNCC. Additional claims worth 
$83 billion need to be resolved.
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matters was illustrated when the government set up a 
Directorate in 1992 to combat economic crimes under 
Ibrahim al-Battawi, who reported directly to Watban 
Ibrahim Hasan al-Tikriti, the Interior Minister and 
Saddam’s brother. The task of the Directorate was to 
punish merchants and traders guilty of “profi teering.”  
In July 1992, the Regime summarily executed 42 
merchants in front of their shops in Baghdad’s market 
district. Saddam felt that the duty of the private sector 
was to provide goods and services to the Iraqi people 
while constraining price increases. These merchants 
were found to be shirking their “duty.”

Economic Recovery (1997-99)
We judge that the harsh economic conditions from 
1995 to 1996 were the primary factors in Saddam’s 
decision to reluctantly accept the UNSCR 986 (see 
United Nations OFF Program section). 

• Saddam wanted to perpetuate the image that his 
people were suffering as “hostages” to the interna-
tional community under the UN sanctions. 

UN-approved oil exports from Iraq began in Decem-
ber 1996. The trade fostered under the UN OFF 
program opened the door for Iraq to develop numer-
ous kickback and illicit money earning schemes, 
possibly beginning as early as 1998. These legitimate 
and illegitimate revenue streams bolstered the Iraqi 
economy enough to raise it out of depression, at least 
for the Iraqi leadership and the elite. 

• In the 1996 to 2000 period, Iraq’s GDP increased 
from $10.6 billion to $33 billion. 

• According to the UN International Children’s 
Emergency Fund (UNICEF), Iraq’s chronic malnu-
trition rate dropped from 32 percent in 1996 to just 
over 20 percent in 1999. 

• Iraqi oil production jumped from under 1 million 
barrels per day (bbl/d) in 1997 to 2.5 million bbl/d 
in mid-2000. 

Economic Transition and Miscalculation (1999-
2003)
After 2000, Iraq’s economic growth slowed for a 
number of reasons, most involving the production 
and sale of oil. As the Iraqi economy improved, 

Saddam began to restrict oil production to infl uence 
the price of oil in the world market and to leverage 
political infl uence. Additionally, Iraq’s oil sector 
could not meet demand because of years of poor 
reservoir management, corrosion problems at various 
oil facilities, deterioration of water injection facili-
ties, lack of spare parts, and damage to oil storage and 
pumping facilities. These petroleum infrastructure 
problems limited Saddam’s ability to export oil and 
hampered the Regime’s ability to sustain the eco-
nomic growth shown in 1997 to 2000.

• Iraq’s GDP slipped from a peak of $33 billion in 
2000 to $29 billion in 2001.

• Iraqi oil production dropped from 2.5 million bbl/d 
in mid-2000 to under 2 million bbl/d in 2002.

Nevertheless, from the late 1990s until Operation 
Iraqi Freedom, Saddam steadily strengthened the 
fi scal position of the Regime while investing, as he 
wished, in development, technology, industry, and 
defense. Saddam also had enough revenue at his 
disposal to keep his loyalists in the Regime well paid. 
In short, after 1996 the state of the Iraqi economy no 
longer threatened Saddam’s hold on power in Iraq.

• The budget for the MIC, a key illicit procurement 
organization, grew from $7.8 million in 1996 to 
$500 million in 2003.

• Despite Iraq’s economic problems, MIC Director 
Abd al-Tawab Mullah Huwaysh stated that Saddam 
went on a palace and mosque building spree in the 
late 1990s that employed 7,000 construction work-
ers.

Iraq’s Revenue Sources 

During UN sanctions on Iraq, from August 1990 
until OIF in March 2003, Saddam’s Regime earned 
an estimated $10.9 billion utilizing four primary 
illicit sources of hard currency income. The UN 
OFF program became Saddam’s sole legitimate 
means to generate revenue outside of Iraq (see Fig-
ures 7, 8, and 9):



23

R
eg

im
e 

F
in

an
ce

an
d

 P
ro

cu
re

m
en

t

Figure 8. Summary of illicit Iraqi revenue, 1991-2003.

Figure 9. Illicit Iraqi revenue sources by percentage,
1991-2003 table.

Figure 7. Saddam’s legitimate and illicit oil revenue process.

Behind the scenes, the Iraqi government illegally generated billions of dollars in 
revenue through illegal surcharges it placed on UN approval oil sales, kickbacks 
it secretly received on top of UN approved contracts for purchase of commercial 
goods, and from illegal/secret cash border sales and smugglling of oil.
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• Illicit barrel surcharges on oil sold through the UN 
OFF program, hereafter referred to as surcharges.

• Ten-percent kickbacks from imports authorized 
under the UN OFF program, hereafter referred to as 
kickbacks.

• Exports, primarily petroleum, to private-sector 
buyers outside the Protocol and UN systems, here-
after referred to as private-sector exports. 

The Regime fi ltered the majority of the illicitly 
earned monies through foreign bank accounts in 
the name of Iraqi banks, ministries, or agencies in 
violation of UN sanctions. According to senior Iraqi 
offi cials at SOMO, oil suppliers and traders, who 
sometimes brought large suitcases full of hard cur-
rency to embassies and Iraqi Ministry offi ces, so that 
the payments would be untraceable, fi lled these illegal 
bank accounts.   

During 1997 to 2003, Saddam generated enough 
revenue to procure sanctioned military goods 
and equipment, dual-use industrial material, and 
technology as well as some legitimate uses. These 
sanctioned goods transactions will be described in 
detail in later sections. He used those funds to slow 
the erosion of his conventional military capability in 
contravention of UN SC resolutions. Available infor-
mation also indicates Iraq used trade Protocols with 
various countries to facilitate the delivery of some 
dual-use items that could be used in the development 
and production of WMD. 

Bilateral Trade Protocols 
Iraq’s bilateral trade Protocols with neighboring 
states provided Saddam with his largest source of 
illicit income during UN sanctions. The Protocol 
with Jordan ensured the Regime’s fi nancial survival 
until the UN OFF program began in December 
1996. Total income from the Protocols is estimated at 
$8 billion.

• Baghdad coordinated Protocols with Syria, Turkey, 
Jordan, and Egypt. These governments were full 
parties to all aspects of Iraq’s unauthorized oil 
exports and imports (see Annex A: Translations of 
Iraq’s Bilateral Trade Protocols).

• According to SOMO records, Iraq earned approxi-
mately $3.5 billion from illicit oil sales to Syria, 
Turkey, and Egypt under the Protocols from 2000 
until the recent war, exclusive of trade with Jordan. 
We estimate Protocol trade with Jordan added an 
additional $1.4 billion since 2000 and $3 billion 
from 1991 through 1999.  

Jordan Trade Protocol.  Jordan was the key to Iraq’s 
fi nancial survival from the imposition of UN sanc-
tions in August 1990 until the implementation of 
the UN’s OFF program. Jordan was Iraq’s largest 
single source for income during the sanctions period. 
Oil sales to Jordan under Protocols began as early as 
1983. Terms were negotiated annually, including 1991 
and every year thereafter during sanctions. The UN 
Sanctions Committee “took note” in May 1991 of Jor-
dan’s oil imports from Iraq. Essentially, the Commit-
tee neither approved nor condemned Jordan because 
of its dependence on Iraqi oil at the time (see Annex 
A: Translations of Iraq’s Bilateral Trade Protocols).

• Iraq trucked both crude oil and oil products—fuel 
oil, gas oil, LPG, base oil, and gasoline—to Jordan 
under the agreement, according to SOMO records. 
Crude shipments rose from about 45,000 barrels per 
day (bbl/d) in 1990 to 79,000 bbl/d by 2002. Oil 
product shipments rose from 13,000 bbl/d to 20,000 
bbl/d over the same period.

• Jordan was to receive up to 90,000 bbl/d of crude 
oil that year. The difference between this number 
and the 79,000 bbl/d fi gure announced in 1993 

Analysis of Iraqi Financial Data

The following revenue analysis is based on govern-
ment documents and fi nancial databases, spread-
sheets, and other records obtained from SOMO, the 
Iraqi Ministry of Oil, and the Central Bank of Iraq 
(CBI), among others. These sources appear to be 
genuine, of good quality, and consistent with other 
pre- and post-Operation Iraqi Freedom information. 
This hard data are augmented, put into context, and 
explained by statements from former and current 
Iraqi government offi cials, particularly from SOMO, 
the Ministry of Oil, the Ministry of Trade, and the 
CBI (for more details, see Annex E: Illicit Earnings 
Sources and Estimation Methodology). 
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for what they imported in 1992, probably was the 
roughly 20,000 bbl/d that Iraq shipped to Egypt 
through Jordan during the fi rst half of 1992.

• Jordanian offi cials also agreed to import nonpetro-
leum Iraqi products in 2001, including sulfur, urea, 
and barley, but we do not know if these goods were 
actually imported or what Iraq’s earnings were from 
them.

We do not have complete Iraqi data for Iraq’s effec-
tive earnings from the Jordan Protocol during the 
sanctions period but estimate them at $4.4 billion 
(see Annex E, Illicit Earnings Sources and Estimation 
Methodology). 

• We judge Iraq’s earnings amounted to about $400 
million annually from 1991 through 1995 for a total 
of $2 billion. This estimate includes trade approved 
under the Protocol averaging about $200 million 
annually and Iraq’s debt to Jordan increasing by $1 
billion, which accounts for additional Iraqi imports 
averaging another $200 million a year (see Figure 
10). 

• We used announced trade Protocol levels to esti-
mate earnings in 1996 to 1998 amounting to $730 
million. 

• A combination of SOMO invoice and collections 
data was used to estimate earnings from 1999 to 
2003 totaling $1.7 billion. 

• Iraq’s earnings under the Protocol primarily were 
deposited in an Iraqi Ministry of Trade (MoT) 
account in the Central Bank of Jordan (CBJ) (see 
Figure 10). 

Jordan deposited its credit payments for Iraqi oil, into 
an account at the CBJ on behalf of the CBI. Funds 
were then disbursed to suppliers by the CBJ by order 
of the CBI.

• In March 2003, prior to Operation Iraqi Freedom, 
Iraq had an estimated $444 million dollars in its 
trade account in Jordan. With total deposits to 
the trade account during the sanctions Regime 
estimated at about $4.4 billion and $444 million 
remaining at the end of the war, Iraq would have 
spent almost $4 billion on Jordanian origin goods 
and reexports under the Protocol agreement.

The Jordan Protocol is generally referred to (by 
Jordanian and Iraqi offi cials) as a 100 percent credit 
account, with no cash being provided to Iraq. SOMO 
information and a senior MoT offi cial, however, 
indicated a small portion of the trade was 60 percent 
credit and 40 percent cash.

• SOMO Documents list oil sales to the Jordanian 
Ministry of Energy and Minerals on a 60-percent 
credit, 40-percent cash basis. Contracts of this type 
are listed only for 2002 and are valued at only $6.2 
million.

• A high-level Iraqi Trade Ministry offi cial stated that 
Jordan’s payments to Iraq for the cash portion of 
the trade Protocol was negotiated between the CBI 
and Jordan and provided specifi c written instruc-
tions about how to transfer the funds to Iraq. We 
have no further information on this aspect of the 
Jordan-Iraq trade Protocol. 

• A MoO offi cial stated his ministry had two 
accounts in Jordan funded by the Protocol. This 
could refer, in part, to the 40-percent cash portion 
of the trade, although the accounts held almost $80 
million while this trade only earned $6.2 million. 

• According to SOMO’s database, the 60-percent 
earnings were deposited in the Jordan National 
Bank. The 40-percent cash earnings were deposited 
in the Ahli Bank, where much of Iraq’s cash earn-
ings from other Protocols were deposited. These, 
along with cash earnings from other sources, could 
account for the funds in the Ministry’s accounts. 

• It is possible, maybe even likely, that Iraqi oil sales 
under the 60/40 arrangement, sales to the Jordanian 
military, and purchases that resulted in $1 billion in 
debt owed to Jordan are not technically part of the 
trade Protocol. Nevertheless, given the government 
to government nature of these transactions, they 
were accounted for here instead of as private-sector 
exports.

Syria Trade Protocol.  Iraq’s trade Protocol with 
Syria was Iraq’s primary illicit income source from 
2000 until OIF in March 2003. With Syria facing 
increased political pressure from the US, opening 
relations with Iraq seemed attractive for both politi-
cal and fi nancial reasons. Negotiations began, and the 
Protocol was signed before Hafi z al-Assad died on 
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10 June 2000. The relationship probably accelerated 
when al-Assad’s son, Bashar al-Assad, became Presi-
dent on 17 July 2000. For Baghdad, the relationship 
was attractive because Syria could buy signifi cantly 
more oil at better fi nancial terms than Iraq’s other 
available illicit markets and Damascus was more will-
ing than any other neighboring state to allow military 
goods to be shipped to Iraq through its territory. 

• SOMO and the Syrian Oil Marketing Offi ce negoti-
ated the bilateral trade Protocol in Baghdad from 
27 to 29 May 2000. Contracts were written under 
the Protocol from June 2000 through March 2003 
(see Annex A: Translations of Iraq’s Bilateral Trade 
Protocols). 

• Under the agreement, Iraq exported crude, gas oil, 
fuel oil, gasoline, base oil, LPG and asphalt to Syria 
by pipeline and/or tanker truck. 

Iraq’s total earnings over the life of the Protocol 
were about $2.8 billion (see Figure 11).

• Iraq charged Syria roughly $6 less than the autho-
rized price for crude under the UN OFF program. 
Gas oil was sold for $75 per metric ton and fuel oil 
was sold for $20 per metric ton, both signifi cantly 
discounted from world prices. These shipments 
allowed Syria to export its own crude oil at market 
prices instead of having to use it for domestic con-
sumption. 

• Under the Syrian Protocol, 60 percent of Iraq’s 
earnings were deposited in a SOMO account in the 
Commercial Bank of Syria for use in buying Syrian 
goods or foreign-made items purchased through 
Syria. 

• Iraqi sources’ statements concerning the disposi-
tion of the remaining 40 percent cash payment are 
not clear. The best information, however, seems to 
indicate the cash was fi rst deposited in a Commer-
cial Bank of Syria cash account. Once this account 
reached $1 million, the funds were transferred to an 
account at the Syrian Lebanese Commercial Bank 
in Beirut, Lebanon. One source states this account 
was in Lebanon, another in Damascus. SOMO 
eventually transferred the money to CBI accounts in 
Baghdad, possibly by courier. 

• According to SOMO records, $1.18 billion in con-
tracts were written drawing on the SOMO (presum-
ably credit) account with Syria. If 60 percent ($1.68 
billion) of Iraq’s total earnings of $2.8 billion were 
deposited in that account during the existence of 
the Protocol, there would be $500 million remain-
ing in unspent funds at the end of the war. All of 
these contracts probably had not been completed 
before OIF. This, and the possibility of other small 
accounts, probably explains the $842 million in 
total Iraqi funds remaining in Syria at the outbreak 
of OIF. 

Turkey Trade Protocol. Trade under the Turkey-Iraq 
Protocol was a signifi cant source of illicit income 
for Iraq from 2000 until OIF in March 2003. The 
Protocol was a rationalization and expansion of pre-
existing Iraqi-private-sector contracts.   Iraq was able 
to increase the volume of its exports and earnings. 

• The main details of the Turkish Protocol were 
agreed to at meetings between Iraqi and Turkish 
delegations in early 2000. Minutes of meetings 
were signed on 16 January 2000, 29 February 2000, 
and 16 May 2000. The 16 January document was 
signed by Amir Rashid Muhammad al-Ubaydi, 
MoO, Republic of Iraq, and by a Turkish trade offi -
cial, Republic of Turkey. It was decided a joint team 
of experts from the two sides would meet every 
three months to review the progress of the imple-
mentation of the Protocol (see Annex A: Transla-
tions of Iraq’s Bilateral Trade Protocols). 

• For 2000, Iraq agreed to export 2.75 million tons 
(54,247 bbl/d) of crude oil to four Turkish buyers: 
Oz Ortadobgu, Ram Dis, Tekfen, and the Turkish 
Petroleum International Company (TPIC) during 
2000. TPIC was the trading arm of the Turkish 
National Oil Company and was granted the right 
to contract for additional oil above the 2.75 million 
metric tons.

• Contracts were written under the Protocol from July 
2000 to February 2003. 

Iraq’s total earnings over the life of the Protocol 
were $710 million (see Figure 12).
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Figure 10. Iraq’s estimated earnings from the Jordan 
Protocol (million US $).

Figure 11. Iraq’s estimated earnings from the Syria 
Protocol (million US $).

Figure 12. Iraq’s estimated earnings from the Turkey 
Protocol (million US $).

• Iraq charged Turkey roughly $6 less than the autho-
rized price for crude under the UN OFF program. 
The low price served as an incentive for Turkey to 
participate in the scheme. 

• Under the Turkish agreement, 70 percent ($497 
million) of Iraq’s earnings were to be deposited 
into an account at the Turkey Halk Bankasi A.S. 
The account was under the name of TPIC, but the 
control of SOMO. This account was to be used by 
SOMO to pay Turkish companies for goods and 
services delivered and rendered to Iraqi organiza-
tions. 

• According to a senior SOMO offi cial, some of these 
funds were transferred to interest bearing accounts. 
As of January 2004, SOMO held $157 million in 
these accounts and had earned almost $7.7 million 
in interest since October 2000. 

• Iraqi statements about the amount of cash deposited 
are inconsistent, but the best information indicates 
the remaining 30 percent in cash ($213 million) was 
deposited in a SOMO account at the Saradar Bank 
in Lebanon. Some of these funds may eventually 
have been transferred to a CBI account at the Syrian 
Lebanese Commercial Bank. SOMO eventually 
transferred the money to CBI accounts in Baghdad, 
possibly by courier. 

• Iraqi statements about cash deposits are again 
inconsistent, but a SOMO foreign account bal-
ance sheet showed the TPIC (70 percent) account 
containing over $195 million just prior to OIF. 
Another report states Turkish entities owes Iraq 
$265 million but also mentions an account balance 
in January 2004 of $234 million. At least in the 
case of the $234 million, the accounting included 
both the Protocol credit account ($52 million) and 
some savings accounts ($182 million). If 70 percent 
($497 million) of Iraq’s total earnings of $710 
million were deposited in this account, and $195 
million (assuming the lower fi gure) was remaining 
at the end of the war, Iraq would have spent about 
$302 million on Turkish goods and reexports under 
the Protocol agreement. The value of contracts 
signed using SOMO accounts amounted to $303.5 
million according to SOMO records. Some of these 
contracts almost certainly were not completed prior 
to OIF. 

Egypt Trade Protocol. Iraq and Egypt participated 
in a relatively short-lived Protocol from late 2001 to 
early 2002. We do not have access to documents out-
lining this agreement, but, according to a senior Iraqi 
offi cial, the deal involved the MIC-related company, 
Al-Husan.
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• The fi rst contract under the Protocol was signed in 
August 2001 and the last contract in June 2002. 

• The trade involved primarily crude oil, but the last 
two contracts were for fuel oil.

• The trade reached an estimated peak of 33,000 
bbl/d in May 2002. The cargo was shipped by truck 
from Iraq to Aqaba, Jordan, where it was loaded on 
ships for transport to Egypt or Yemen. 

Iraq’s total earnings over the life of the Protocol 
were $33 million according to SOMO records. All 
but $1 million was earned in 2002.

• Iraq generally charged Egypt about $7 per metric 
ton less than the authorized price for crude under 
the UN OFF program. The fi rst two contracts were 
$15 per metric ton off the UN price. 

• The Protocol was 60-percent credit and 40-per-
cent cash. The credit account was under SOMO’s 
name at the National Bank of Egypt and the cash 
proceeds were deposited in the Ahli Bank (Jordan 
National Bank) in Jordan. 

United Nations OFF Program
The UN OFF program saved the Iraqi Regime from 
fi nancial collapse and humanitarian disaster. When 
Iraq began exporting oil under UN OFF in Decem-
ber 1996, the Regime averted economic conditions 
that threatened its survival. The program also pro-
vided Iraq with unprecedented opportunities to earn 
signifi cant amounts of hard currency outside the 
control of the UN. 

Phases of the UN OFF Program 
The UN OFF Program was run in phases. Each phase 
was approved by a UNSCR and was designed to 
last for 180 days, although the length was adjusted 
at times as deemed necessary. Phase 1 ran from 10 
December 1996 to 7 June 1997. The fi rst oil was 
exported on 15 December 1996, and the fi rst con-
tracts fi nanced from the sale of oil were approved in 
January 1997. The fi rst shipments of food arrived in 
Iraq in March 1997 and the fi rst medicines arrived in 
May 1997. The fi nal oil exporting period (phase 13), 
authorized by UNSCR 1447 (2002), was in effect 
from 5 December 2002 through 3 June 2003 (see 
Figure 13). 

Disposition of UN OFF Funds
As of 19 November 2003, Iraq’s oil exports under the 
program had earned over $64 billion. After deducting 
the costs of the UN’s administering the OFF program 
and WMD monitoring mission, as well as, the Com-
pensation Fund, $46 billion was available for Iraqi 
humanitarian imports. Of this amount:

• $31 billion worth of humanitarian supplies and 
equipment were delivered to Iraq including $1.6 
billion of oil industry spare parts and equipment.

• $3.6 billion was approved for projects to be imple-
mented by UN agencies.

• $8.1 billion had been transferred to the Develop-
ment Fund for Iraq as of 19 April 2004.

• The remainder of this revenue was uncommitted 
and in the UN-Iraq accounts awaiting further distri-
bution. 

• In addition to the $46 billion, an additional $8.2 
billion in approved and funded humanitarian goods 
were in the production and delivery pipeline and 
under review by the UN and Iraqi authorities.

Oil Vouchers and Allocations
Throughout the UN OFF Program, Iraq used a 
clandestine oil allocation voucher program  that 
involved the granting of oil certifi cates to certain 
individuals or organizations to compensate them for 
their services or efforts in undermining the resolve 
of the international community to enforce UNSC 
resolutions. Saddam also used the voucher program 
as a means of infl uencing people and organiza-
tions that might help the Regime. By the end of the 
fi nal phase (13) of the UN OFF Program, Iraq 
had allocated 4.4 billion barrels of oil to approved 
rec1pients. However, only 3.4 billion barrels were 
actually lifted (loaded and exported)—the same 
fi gure reported by the UN. 

• The oil allocation program was implemented 
through an opaque voucher program overseen and 
approved by Saddam and managed at the most 
senior levels of the Iraqi Regime. 

• Starting in Phase 3 of the UN OFF program, until 
OIF, the Iraqi Regime began to politicize the alloca-
tions process by giving quantities of oil to individu-
als and political parties it favored. 
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• According to Tariq Aziz, Taha Yasin Ramadan al-
Jizrawi, and Hikmat Mizban Ibrahim al-Azzawi, 
the oil voucher program was managed on an ad hoc 
basis by the Regime offi cials listed in Figure 14. 

• The Iraqi Intelligence Service, Ambassadors, and 
other senior Iraqi offi cials also commonly made 
nominations for oil allocations. 

Oil Voucher Process
The MoO normally distributed the secret oil alloca-
tions in six-month cycles, which occurred in synchro-
nization with the UN OFF phases (see Figure 15). 
Senior Iraqi leaders could nominate or recommend an 
individual or organization to be added or subtracted 
from the voucher list and an ad hoc allocation com-
mittee met to review and update the allocations (see 
Annex B: Known Oil Voucher Recipients). However, 
Saddam personally approved and removed all names 
on the voucher recipient lists. 

This voucher program was documented in detail in a 
complete listing maintained by Vice President Taha 
Yasin Ramadan al-Jizrawi and the Minister for Oil, 
Amir Muhammed Rashid Tikriti Al Ubaydi. If a 
change was requested by telephone by Saddam or any 
other top offi cial, either the MoO or SOMO rendered 
a detailed memo for the record of the conversation. A 
senior Iraqi offi cial, ambassador, the IIS, or Saddam 
himself would recommend a specifi c recipient (i.e. 
company, individual, or organization) and the recom-
mended amount of the allocation. That recommenda-
tion was then considered by the ad hoc committee and 
balanced against the total amount of oil available for 
export under the UN program disbursement. When 
former Vice President Ramadan fi nalized the recipient 
list, it was sent to Al Ubaydi. The offi cial at SOMO 
in charge of issuing the fi nal allocation vouchers 
(making the disbursements) stated that Tariq Aziz 
would give the fi nal list to him. He believed that it 
was Aziz that fi nalized the list upon the direction of 
Saddam. 

Figure 13. Oil earnings for each calendar year
(13 phases of the UN OFF Program), 1997-2003.
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Tariq Aziz Former Deputy Prime Minister.  He was personally involved 
in the handling of Western expatriates and companies.

Taha Yasin Ramadan Al-Jizrawi Former Vice President, Ba’ath party head, and Director of the 
Iraqi Oil for Food Program Committee.

Amir Muhammad Rashid Tikriti Al 
Ubaydi

Former Minister of Oil. He ensured that the Ministry and its 
marketing arm, SOMO, kept detailed records on the oil allo-
cation program.

Muhammed Mahdi Al-Salih Former Minister of Trade.

Hikmat Mizban Ibrahim Al-Azzawi Former Minister of Finance.

Muhammad Sa’id Kazim Al-Sahhaf Former Minister of Information.

Abd Al-Tawab Mullah Huwaysh Former Director of the Military Industrialization Commission 
(MIC).

Figure 14. Senior Iraqi leaders who managed the Oil
Voucher Program and were authorized to offer vouchers.

Secret Voucher Recipients
In general, secret oil allocations were awarded to:

• Traditional oil companies that owned refi neries.

• Different personalities and parties, which were 
labeled “special allocations” or “gifts.”  This group 
included Benon Sevan, the former UN Chief of the 
Offi ce of Iraq Program (OIP), numerous individuals 
including Russian, Yugoslav, Ukrainian, and French 
citizens.

• “The Russian State” with specifi c recipients identi-
fi ed (see Annex B: Known Oil Voucher Recipients). 

Recipients could collect their allocation vouchers 
in person at SOMO or designate someone to collect 
them on their behalf. The oil voucher was a negotia-
ble instrument. Recipients, especially those not in the 
petroleum business, could sell or trade the allocations 
at a discount to international oil buyers or companies 
at a 10 to 35 cent per barrel profi t. Frequent buyers 
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Figure 16. The nationality of secret oil voucher recipients 
by volume of oil allocated.

Figure 15.  Large differences in the later phases 
between the amount allocated under the voucher system 
and the amount actually lifted was due to disruptions in 
Iraq’s oil exports.

of these large allocations included companies in the 
UAE as well as Elf Total, Royal Dutch Shell and 
others.

Figure 16 refl ects the general proportion of the 
nationalities targeted to receive Iraq’s oil allocations 
by volume of oil allocated, according to a former gov-
ernment offi cial with direct access to the information. 
The top three countries with companies or entities 
receiving vouchers were Russia (30%), France (15%), 
and China (10%)—three of the fi ve permanent mem-
bers of the UNSC, other than the US and UK. 

Iraqi Oil Vouchers Provided to International 
Leaders
The following select individuals (see Figure 17) 
include world leaders, senior politicians and corporate 
offi cials, were approved by the ad hoc committee as 
recipients of oil vouchers under this program (see 
Annex B: Known Oil Voucher Recipients for a more 
complete listing). 

The voucher list provided by SOMO includes Rus-
sian members of government, politicians, and busi-
nessmen. The former Iraqi Vice President Ramadan 
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Figure 17. Selected secret oil voucher recipients.

Millions of
Barrels Allocated

Millions of
Barrels 
Lifted

Mr. Zierbek Russian
Communist Party 110.10 87.391

Mr. Azakov and
Mr. Velloshia

Rus Naft Ambix and the Russian Presi-
dential Offi ce 84.278 72.516

Vladimir Zhirinovsky 
and LDPR Companies

A former senior offi cial in the Iraqi govern-
ment stated that Zhirionvsky visited Iraq 
on a regular basis

53.0 79.8

“Russian Foreign
Ministry” 55.0 42.722

Patrick Maugein

Iraq considered Maugein a conduit to 
French President Chirac, according to a 
former Iraqi offi cial in a claim we have not 
confi rmed.

14.0 13.199

“Raomin”

Allocations were made to an individual 
listed as Raomin who is further described 
in the voucher allocation list as the son of 
the former Russian ambassador in Bagh-
dad.

13.5 13.071

Mr. Nikolayi Ryzhkov 
and Mr. Gotzariv

Members of the Russian
Parliament (Duma) 12.0 11.88

Charles Pasqua Businessman and former French
Interior Minister 11.0 10.751

Benon Sevan,
UN Chief of the Oil for 

Food Program

Former Iraqi offi cials say he received his 
illicit oil allocations through various com-
panies that he recommended to the Iraqi 
government including the African Middle 
East Company.

13.0 7.291

Government of 
Namibia 7.0 7.123

Government of Yemen 5.0 4.713

Sukarnoputri
Megawati,

President of Indonesia

Iraqi documents list President Megawati 
as a recipient of oil allocations. 6.0 3.779
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stated that he believed the Russian Government was 
sympathetic to the plight of Iraq and strongly against 
the sanctions imposed upon it and that most of the 
parties of the Russian Parliament (Duma) supported 
Iraq’s position. He stated that many Russian compa-
nies were dealing with the Iraqi ministries in charge 
of exports, and that this was no secret because many 
of the Russian Ministers visited Iraq regularly to aid 
this activity. 

American and British Oil Voucher Recipients
According to a former high-ranking Iraqi offi cial with 
direct access to the information, there are two Ameri-
cans and one UK citizen listed as recipients on the 
list of Iraq’s illicit oil allocation program (although 
at least three names are annotated “American” on the 
Iraqi lists). Deputy Prime Minster Tariq Aziz was 
the principal point of contact for handling all high 
profi le foreign recipients, all American recipients 
and most other non-Arab voucher recipients, called 
“internationals”, who lived in countries outside of 
the Arab world. 

Benon Sevan’s Use of Iraqi Oil Vouchers 
At the center of the day-to-day operations of the 
UN’s $64 billion OFF program, Sevan who spent 
his entire career at the UN, received oil allocations 
through various companies that he recommended 
to the Iraqi government . This arrangement report-
edly began soon after the OFF program started in 
December 1996. An investigation by the Iraqi Gov-
erning Council has uncovered a letter linking Sevan 
to a Panamanian-registered company called African 
Middle East Petroleum Company. The letter, dated 
10 August 1998, from Saddam Zayn Hasan, the 
executive manager of SOMO, and addressed to Amir 
Muhammad Rashid Tikriti Al Ubaydi, then the Iraqi 
Oil Minister implicates Muwafi q Ayyub in playing a 
role in setting up the deal. The letter says: “Muwafi q 
Ayyub of the Iraqi mission in New York informed 
us by telephone that the above-mentioned company 
has been recommended by his Excellency Mr. Sevan, 
director of the Iraqi program at the UN, during his 
recent trip to Baghdad.” A second page detailed the 
“Quantity of Oil Allocated and given to Mr. Benon 

Sevan,” listing a total of 7.3 million barrels of oil as 
the “quantity executed.” 

A Source at SOMO confi rmed that Sevan received 
allocations by way of a Cypriot company or the 
Panamanian registered, The African Middle East 
Petroleum Company. According to the source, when 
the Chairman of the Iraqi UN OFF Committee, Vice 
President Taha Yasin Ramadan al-Jizrawi, saw any 
company with Sevan’s name in parenthesis next to it 
(and there were a lot of them, according to the source) 
on the proposed voucher recipient list, Ramadan auto-
matically gave approval to issue the vouchers associ-
ated with that account.

• SOMO voucher documents only list Sevan in rela-
tion to the African Middle East Petroleum Com-
pany. We have no further information on the role of 
a Cypriot company or any other company. 

According a high-level source at SOMO, Sevan 
never received his oil allocations in person. Sevan’s 
vouchers were always picked up by Fakhir Abdul 
Noor, an Egyptian now residing in Switzerland and 
connected to the African Middle East Petroleum 
Company, who would sign documents on Sevan’s 
behalf and pick up his allocations at SOMO. Noor 
conducted this business for Sevan for each phase of 
the UN OFF MOI starting in the fourth phase and 
ending in the ninth phase. Sevan’s allocations ended 
after the ninth phase when SOMO representatives 
informed Noor that the African Middle East Petro-
leum Company owed money under the oil surcharge 
program and the payments were in arrears. 

Iraqi Intelligence Service Nominations for Oil 
Vouchers
Those who were nominated by the IIS and placed on 
the master voucher list were most likely placed there 
for their service in an intelligence capacity for the 
former Regime. The following two individuals were 
nominated by the IIS and approved for inclusion on 
the list (see Figure 18). 

Oil Export Surcharges
In addition to income from the trade Protocols and 
the UN OFF program Iraq demanded a surcharge 
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fee for each barrel of oil it exported under the UN 
OFF program because of the relatively large built-
in profi t margin allowed by the UN Oil Overseers. 
Buyers were willing to pay Iraq a surcharge, usually 
25 to 30 cents per barrel of oil, because they made 
suffi cient profi t to do so. Iraq reduced the amount it 
charged in 2002 as the Sanctions Committee gradu-
ally eliminated the profi t margin; the last SOMO 
invoice for a surcharge was dated September 2002. 

• The surcharge system began in the 8th phase of the 
UN OFF program. According to SOMO records, 
the surcharge was charged on 1,117 million barrels 
of oil between phases 8-12. The total contract value 
for the surcharges was $265.3 million.

• Iraq actually collected only $228.6 million in 
surcharge payments from September 2000 until 
March 2003 (see Figure 19). Iraq was unable to 
collect $36.7 million in surcharges. (see Annex E: 
Illicit Earnings Sources and Estimation Methodol-
ogy) 

• Payments were usually made to SOMO bank 
accounts in Jordan and Lebanon, but $61 million 
was delivered in cash to Iraqi embassies, usually 
Moscow by Russian entities, according to SOMO 

Iraq’s Oil Allocation Voucher Process

The UN allowed Iraq to sell a certain amount of oil 
under the Oil For Food Program and the proceeds 
would go to Iraq through an UN approved bank, 
the BNP. The UN did not monitor Iraq’s oil voucher 
system and, according to senior Iraqi offi cials at 
SOMO, Baghdad made every effort to keep the details 
of the system hidden from the UN. During Iraq’s 
negotiations with the UN concerning the OFF pro-
gram Baghdad fought hard for the right to determine 
to whom it could sell its oil and Baghdad considered 
the UN’s concession on this point an important vic-
tory. The UN approved the fi nal contract between Iraq 
and the lifting company, ensured the company was 
on the register of approved lifting companies, and 
monitored the actual lifting of the oil to make sure the 
amount lifted fi t within the approved contract amount. 
The UN also made sure that the total amount lifted 
matched the OFF allocation.

The Legality of Oil Voucher Allocations

The Oil Voucher Allocation system was set up by 
the former Regime of Iraq in order to allocate their 
exports under the UN Oil-For-Food (OFF) Program 
to entities that would gain Iraq the greatest benefi t. 
Using the voucher program as a method of rewarding 
and/or infl uencing entities or countries really did not 
begin until about Phase 3 of the OFF Program. Phase 
3 ran from 5 December 1997 to 29 May 1998. At the 
time, this internal Iraqi process was unknown to the 
UN and was not addressed in any UN resolutions.

The UN approved all companies lifting oil under 
the OFF program and accounted for all the Iraqi oil 
lifted by authorized oil lifting fi rms. However, some 
entities and individuals may have abused this system 
by using an intermediary to lift and sell the oil allo-
cated to them by Iraq under the voucher system. For 
example, according to oil voucher registers recovered 
from SOMO and statements by Iraqi authorities, 
several private individuals and political organiza-
tions were listed as a voucher recipient. However, an 
intermediary (a UN registered oil lifter) was used to 
pick these vouchers and actually lifted the oil under a 
UN approved contract. In this example, the UN was 
not aware that an individual or political organization 
was involved in, and was profi ting from, the transac-
tion. Consequently, if individuals or organizations 
knowingly received profi ts from these oil sales they 
were taking part in actions which were not sanctioned 
by the UN OFF program. ISG has no direct evidence 
linking these individuals or political organization to 
actually receiving the proceeds from these oil alloca-
tions. However, individuals and organizations are 
named as being on the list for oil allocations, state-
ments from Iraqi offi cials support the fact that these 
entities received oil allocations, and evidence that 
Iraq entered into contracts with the intermediaries 
that actually lifted these allocations exist. In conclu-
sion, the Oil Voucher Allocation program is another 
example of how Saddam’s Regime strove to under-
mine UN sanctions and the OFF process while 
garnering favor with well placed individuals and 
entities that would be able to favorably act on Iraq’s 
behalf on the political scene.
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documents. Ten other Iraqi embassies were used 
in this way including:  Hanoi, Vietnam, Ankara, 
Turkey and Geneva, Switzerland. 

• Some companies preferred to pay Iraqi embassies 
directly out of fear for public disclosure of the ille-
gal arrangements. This may explain the preference 
to conduct such business with cash. 

• Payments were mostly made in US dollars, but a 
few times they were made in Euros. The cash was 
later moved to Baghdad from the embassies via dip-
lomatic pouch and deposited in the SOMO accounts 
at the CBI or Rafi dian banks.

A former senior Iraqi offi cial with direct access to the 
information stated that Saddam fi rst ordered compa-
nies be charged a fl at rate of 15 percent of their profi ts 
as the surcharge, but the companies refused to pay. 
Saddam then pursued a 50-cent per barrel surcharge 
that his advisors warned him was not workable. When 
Saddam realized they were right, he allowed the 
surcharge to be dropped to 30 cents and then fi nally 
to 10 cents. Ten cents was the amount fi rst charged by 
SOMO in September 2000.

• Some companies, particularly the French, refused 
to pay the surcharge.

• However, some companies used a ‘middleman’ to 
hide the link between the originating company and 
Iraq. 

Iraq tolerated the refusal of some companies to pay 
the 10-cent per barrel surcharge until the end of the 
8th phase (5 December 2000) in order to avoid their 
refusal to ship the oil and reduce Iraq’s projected 
exports. 

• The 10-cent surcharge was increased in January 
2001 during the 9th phase to35 cents a barrel for 
sales to the US and 25 cents per barrel for sales 
to other countries. The surcharges continued into 
phase 12 at 15 cents per barrel to all customers (see 
Figure 20).

The surcharge system was an open secret. The subject 
was discussed by the media and by worldwide oil 
market. It was known the former Regime received 
income from its sales that were deposited in special 
accounts outside of Iraq. 

• The system continued until October 2001 when the 
UK and US took unilateral action to eliminate the 
excess profi t that allowed surcharges to be paid. 

How Surcharges Were Collected
The buyers agreeing to the surcharges did so with a 
written personal pledge to pay. Iraq’s main leverage 
to enforce payment was to deny the buyer future con-
tracts until he made good on his debt. Iraq exercised 
this option in the case of the African Middle East 
Petroleum Company, according to SOMO documents. 
By the 12th phase, there were 42 entities receiving oil 
export allocations that were not allowed to sign con-
tracts because they had not fully paid their surcharges. 

Kickbacks on Commercial Goods Import 
Contracts
The fourth revenue source for Saddam’s Regime 
was kickbacks from UN OFF program commercial 
goods contracts being imported into Iraq. According 
to a former senior MoT offi cial, beginning with the 8th 
phase in June 2000, Iraq began to demand a kickback 
on all UN OFF program import contracts to generate 
illicit income. The amount of the kickback could vary, 
but generally was around 10 percent. ISG suspects, 
however, that Iraq had been receiving similar types 
of kickbacks since the beginning of the UN OFF 
program to varying degrees. 

Contracts were written for 10 percent above the 
actual price and the supplier company would deposit 
this amount into Iraqi accounts. The fee was often 
included for spare parts or after sales service. The fee 
was often applied, particularly in Jordan, through the 
mechanism of the supplier providing a 10 percent per-
formance bond in advance, which was then automati-
cally transferred to an Iraqi account when the supplier 
was paid for the goods. 

• A source described how it often worked for one 
front company. For instance, the Al-Eman Group 
(a Jordanian Company) would sign a contract with 
Iraq and deposit the 10 percent performance bond 
in an escrow holding account. When the goods were 
delivered to Iraq, the UN Iraq account would pay 
the full contract price to Al-Eman. At that point, 
the Jordan National Bank would automatically kick 
back the performance bond to an Iraqi account 
instead of returning it to Al- Eman, as would nor-
mally be the case. 
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Figure 18. IIS oil voucher recipients.

Figure 19. Iraq’s estimated earnings from OFF oil sur-
charges (million US $).

Figure 20. Surcharge amounts charged in US cents per 
barrel for each OFF phase.

(late)

Millions 
of Barrels 
Allocated

Millions 
of Barrels 

Lifted
Fa’iq Ahmad 

Sharif
And 

Mastek
60.756 43.614

A former senior Iraqi offi cial with direct access to the informa-
tion believed Sharif to be a Malaysian resident and an owner or 
high level executive of the company Mastek.

Hamad Bin Ali 
Al Thani 27.359 19.215

A Qatari national and owner of the private airline Gulf Eagle 
(not a regular commercial enterprise) Al Thani was responsible 
for opening an air link between Baghdad and Damascus. 

• ISG does not have information from Iraqi sources 
regarding the revenue earned from these kickbacks; 
but we estimate, using a 10 percent average, that 
these kickbacks totaled approximately $1.512 
billion from late 2000 until OIF (see Figure 21). 
For more information on the methodology used to 
generate this estimate, see Annex E: Illicit Earnings 
Sources and Estimation Methodology. 

According to senior MoT and offi cial sources, 
kickback payments were deposited into temporary 
accounts controlled by the Iraqi ministry involved 
with the contract at banks in Jordan and Lebanon. 
These “bridge” accounts were not in the name of the 
ministry, but used false names to disassociate the Iraqi 
government from the transaction. Within 24 hours, 
the funds were transferred to a CBI account at the 
same bank. At the end of each day, the ministry bridge 
accounts had a zero balance. Kickback payments also 
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were made to at least two Iraqi front companies:  Alia 
in Jordan and Al-Wasel & Babel in the UAE. Ulti-
mately, the kickback funds were couriered back to the 
CBI in Iraq. 

Each individual ministry that engaged in the import 
kickback contract scheme had copies of their respec-
tive contracts or deals. The MoT was responsible for 
monitoring these contracts but was not involved in 
negotiating the terms. Each of the following minis-
tries (see Figure 22) engaged in the 10 percent fee 
scheme: 

Although the kickback was paid to the particular min-
istry that entered into the contract, those ministries 
were not able to use the funds—they usually were 
transferred to the CBI as mentioned above. 

• In order to encourage kickback collections by the 
ministry, and in order to compensate the ministry 
for the diffi culties involved with the scheme, the 
CBI returned 5 percent of the 10 percent kickback 
to the ministry collecting the kickback. 

• These funds were distributed to the employees of 
the particular ministry as an incentive to collect the 
kickbacks. 

Another method of generating kickbacks from UN 
OFF import contracts emerged in the later years of 
the UN OFF program. This method was based on 
deceiving the UN over the quality of the items being 
imported to Iraq. For this illicit revenue scheme, 
Iraq arranged for a co-operative supplier to obtain 
a legitimate UN OFF contract specifying “fi rst-
quality” humanitarian goods. Iraq would then be 
authorized under UN OFF to pay top quality prices 
for the items via the UN OFF-controlled accounts. 
In reality, however, the co-operative supplier sub-
stituted cheap, poor-quality goods for the contract. 
This generated very high profi ts for the co-operative 
supplier. Saddam then arranged for the excess profi ts 
to be returned to Iraq via diplomatic channels, after 
the co-operative supplier took its “fee.”  This revenue 
scheme was particularly nefarious since it left the 
people of Iraq with second-quality, sometime useless, 
humanitarian goods. (see the Use of Foreign Banks 
sections.)      

Private-Sector Oil Sales 
Iraq’s trade with private-sector businessmen during 
the sanctions period provided a $1.2 billion supple-
ment to illicit money earned from kickbacks and 
surcharges related to the UN OFF program and 

Protocols with neighbor states (see Figure 23). Iraqis 
also refer to this trade as “border trade” or “smug-
gling.” (see Annex F: Iraqi Oil Smuggling for a case 
study on this topic.)

• These sales began almost immediately after sanc-
tions were implemented, with examples dating back 
to at least 1993. 

• Iraq exported crude oil, petroleum products, and 
dry goods such as dates and barley. ISG has very 
little information about the volume or earnings 
from the dry goods portion of the trade. 

ISG estimates Iraq earned about $30 million annually 
from 1991 through 1997 for a total of $210 million 
during the period. 

Private-sector sales were made by SOMO, but outside 
the UN OFF oil export program and the trade Proto-
cols with Jordan, Syria, Turkey, and Egypt. SOMO 
information on these sales covers from 1998 until 
OIF. Payment for these sales amounted to $992 mil-
lion, and was made in three ways:

• Some contracts were listed as “cash.”  According to 
the SOMO Invoice and Contract Data Base, these 
contracts were signed from June 1997 through 
March 2003 and were for all types of petroleum 
products (gas oil, fuel oil, asphalt, etc.) as well as 
small amounts of crude oil. These cargoes were 
shipped through the Arabian Gulf, Turkey, Jordan, 
Syria, and possibly Lebanon. The contracts were 
valued at $560 million and $523 million was actu-
ally collected. 

• Another category of contracts was “goods/barter.”  
These contracts were signed from January 1998 
through March 2003 and were primarily for fuel 
oil and gas oil. Like the cash contracts above, these 
cargoes were shipped through the Arabian Gulf, 
Turkey, Jordan, Syria, and possibly Lebanon. The 
contracts were valued at $469 million. Because 
these were barter contracts as payment for goods 
to be received by specifi c Iraqi ministries, SOMO 
received no cash in payment.

• The fi nal category of contracts was “Iraqi Dinars.”  
These contracts were signed from May 1999 
through December 2002. They were all for fuel 
oil and all were sold to the “North,” probably the 
Kurds. The income was in dinars and when trans-
lated into dollars at prevailing exchange rates only 
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amounted to about $2 million. Because this was not 
hard currency income, it is not counted in the total 
hard currency income mentioned elsewhere in this 
section. 

SOMO lists its cash, barter, and dinar contracts as 
being destined for the “North,” “West,” or “South.”

• Based on the buyer’s names, shipments to the 
North almost certainly were mostly destined for 
Turkey. One of the major purchasers paying with 
cash was the Asia Company, which bought almost 
11 million barrels for $174 million from May 1999 
through January 2003. According to Amir Muham-
mad Rashid Tikriti Al Ubaydi, Iraq’s Oil Minister, 
Barzani, the leader of the Kurdish Democratic 
Party, controlled this company. The dinar contracts 
probably were destined for the Kurds in the three 
Northern Governorates. Some of the shipments to 
the North could have found their way to Iran. The 
total value of private-sector trade with the North 
was $538 million.

• Based on the buyers listed, shipments for the West 
were destined at least for Jordan and Syria. Some 
of these shipments probably also found their way 
to Lebanon. The total value of private-sector trade 
with the West was $95 million.

• Based on the buyers listed, shipments for the South 
were destined for export by small vessels through 
the Arabian Gulf, with most probably destined 
for the UAE and other nearby bunkering markets. 
Some probably wound up in India and perhaps 
other destinations. The total value of private-sector 
trade with the South was $359 million (see inset). 

According to a number of Iraqi offi cials, the money 
earned from private sector border trade was primar-
ily deposited into accounts in Lebanon and Jordan 
controlled by the CBI (see Figure 24). 

• The accounts were kept in US dollars, except for 
one account in Euros that was closed after one 
month.

• One account was maintained in the Rafi dian Bank, 
Mosul, Iraq branch. This account handled earnings 
from the private-sector trade through the North.

• The “SOMO Offi ce” in Basrah handled earnings 
from private sales through the South. ISG does 
not know if this means there was a corresponding 
Rafi dian Bank account to handle these earnings in 
the South. 

Role of the SOMO
Iraq’s SOMO is the state-run monopoly that controls 
all of Iraq’s crude oil exports. It is overseen by the 
Iraqi MoO and functions as the Ministry’s marketing 
arm. SOMO maintained all records for sales under 
the UN OFF program; cash border sales, sales 
through the Protocol agreements, and oil allocation 
(vouchers) arrangements.

• According to the procedures agenda approved by 
the UNSCR 986, SOMO was responsible for the 
marketing process of Iraqi oil and was eventually 
permitted to sell as much oil as it could. However, 
these sales contracts were only allowed to com-
panies registered with the UN as approved buyers 
of Iraq’s crude oil. These companies were only 
to make payments to Iraq into the UN supervised 
escrow account in the Banque Nationale de Paris in 
New York. 

According to SOMO offi cials, Saddam demanded 
that Iraq keep the price of its oil as low as possible 
in order to leave room for oil traders to pay Iraq the 
illegal surcharges. A sales director at SOMO stated 
that they were instructed by the government to get the 
lowest price. Under normal circumstances, SOMO 
would have sought the highest price for Iraq’s oil, its 
only legal source of real revenue. 

Among the companies listed in SOMO’s records 
as having paid illegal surcharges are some of the 
world’s largest refi neries and oil trading companies. 
SOMO maintained detailed fi nancial records listing 
invoices and collections for each contract. These com-
panies, when questioned about surcharge payments, 
deny they were the parties that made them. 

• For example, according to SOMO records, one 
of the most active purchasers of Iraqi crude was 
a Swiss-based company named Glencore. It paid 
$3,222,780 in illegal surcharges during the period 
of the program. The company denies any inappro-
priate dealings with the Iraqi government outside of 
the UN OFF program. 

Determining who paid surcharges, and for what 
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Figure 21. Iraq’s estimated earnings from OFF import 
kickbacks (million US $).

Figure 23. Iraq’s estimated earnings from private-sector 
oil sales (million US $).

Figure 22. Iraqi ministries involved in OFF kickbacks.

Ministry of Oil (MoO) Ministry of Housing Ministry of Education

Ministry of Water & Sani-
tation The Electricity Board Ministry of Telecommuni-

cations

Ministry of Health Ministry of Trade Ministry of Agriculture

Figure 24. Total amounts received in Iraqi bank 
accounts under private sector “cash sales”.a

aThis SOMO information is different by less than $1 million from 
the SOMO data base information cited above. The reason for the 
discrepancy is unknown.

Bank Currency Amount
Ahli Bank-Jordan US$ $287,120,131.61

Rafi dian “Filfel” (Mosul) US$ $146,648,012.00
Jordan Bank-Jordan Euros converted to US$ $47,026,041.80

Ahli Bank-Jordan US$ $42,035,812.95
Iraqi Embassies US$ $930,000.00

Fransa Bank-Lebanon US$ $48,000.00
Total US$ $523,807,998.36

amounts for each oil transaction will take some time. 
Iraqi oil shipments passed through many parties 
before being delivered to end recipients, the large oil 
refi neries and companies outside Iraq. The parties 
or oil agents that fi rst bought the oil only to turn 
around and resell it for profi ts could have been 
anyone from small-inexperienced oil dealers and 
companies, or even businessmen and companies 
being bribed or rewarded for various reasons by the 
Iraqi government. 

• According to SOMO records and senior MoO 
offi cials, oil surcharges were deposited into Iraq’s 
bank accounts. Only designated, trusted Oil Minis-

try employees withdrew the cash and brought it to 
Baghdad on a regular basis.

• An estimated $2 billion is believed to be left from 
the illicit funds deposited in foreign Iraqi bank 
accounts.

• As of February 2004, over $750 million had been 
recovered from these accounts and returned to Iraq, 
according to the US Treasury Department. 

Saddam directed SOMO to set up accounts at the 
National Bank of Jordan, also known as the Ahli 
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Bank of Jordan. SOMO created separate accounts 
both for surcharge payments and for Protocol-gener-
ated revenue. Three surcharge accounts were created, 
one each for the deposits of US dollars, Francs, and 
eventually Euros. The two required signatories on 
these accounts were SOMO employees. 

Funds from SOMO accounts had to be released by 
a SOMO order. Payments from accounts holding 
the credit portion of earnings from the Protocol with 
Syria (at Syrian Commercial Bank) and the credit 
portion of earnings from the Protocol with Turkey 
(the TPIC account on behalf of SOMO at the Halk 
Bank) required authorizations from various ministries 
and the Presidential Offi ce (Diwan). When SOMO 
received the appropriate approvals, it generated a 
letter directing the banks to make payments. 

• SOMO had at least thirteen accounts that were used 
to receive and/or hold the 10 percent fee amounts 
received from the various ministries. 

• The MoO had no authority over these accounts and 
they were located in Jordan, Syria, Lebanon, and 
the UAE. 

SOMO’s Relationship to the MoO
While SOMO’s role was to sell Iraq’s oil and handle 
some of the funds derived from those sales, the 
MoO’s role was primarily to procure goods and 
services needed by the oil sector. As part of this effort 
the MoO would collect the 10 percent fee on import 
contracts. 

• A former Oil Ministry offi cial in charge of contract-
ing for maintenance equipment and spare parts 
stated they would accept a low bid and require 
another 10 percent be added to the contract. Iraqi 
offi cials believed 10 percent could be easily hidden 
from the UN. For example, if the bid were for $1 
million, the supplier would be told to make it $1.1 
million. This scheme was quite effective for gener-
ating illicit revenue. 

• The MoO has bank accounts at several differ-
ent locations and in several different countries. 
SOMO’s 13 accounts were separate from the MoO. 
According to a high-level source at the MoO, the 
Ministry had only basic information relative to the 
SOMO accounts, such as the name of the fi nancial 

institution, the account holder’s name, and the name 
of the person who had signatory authority on the 
account. 

• The source stated that the MoO had this informa-
tion so that they could transfer funds to the accounts 
when oil was sold. According to a source at the 
Ministry, the MoO is currently trying to recover 
funds from some of these accounts, particularly in 
Jordan, and return the money to Baghdad. 

Iraq’s MoO currently has two active bank accounts 
at the Jordan National Bank, Queen Nor Branch, 
Amman, Jordan. These are the same accounts that 
the MoO has used for the last several years. The fi rst 
account is a joint account held in the name of the 
MoO and Jordan Petroleum Refi nery Co., Ltd. Its bal-
ance on 30 November 2003 was approximately $78.4 
million. The second account is called the Ministry 
personal current account. Its balance on the same date 
was $3.9 million. 

• The source of these funds was from the sale of 
crude oil and oil products to Jordan under the Trade 
Protocols. 

• The Oil Ministry claims that the funds in these 
accounts were to be used to purchase engineering 
and chemical materials necessary to keep Iraq’s oil 
industry operating at a minimum production level. 

Offi cial Oil Accounts 
SOMO held a variety of bank accounts to manage 
and control Iraq’s legal and illegal oil revenues. These 
accounts have been categorized as non-surcharge 
accounts (including Protocol revenues), oil surcharge 
accounts, and cash sales accounts. Figure 25 shows 
the bank accounts that SOMO opened for non-sur-
charge purposes. 

• The fi rst fi ve SOMO accounts are individually 
named accounts at the Ahli Bank in Jordan. For 
more detail on those names, see Figure 26. 

• The fi fth account listed at the Ahli Bank in the 
name of Ali Rijab & Yakdhan was a Protocol trade 
account set up to receive payments related to the 
Iraq-Jordanian Protocol and was opened just a few 
months before the start of OIF. This trade account 
allowed 60 percent of oil proceeds to remain in the 
trade account and 40 percent of the proceeds to be 
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Figure 25. SOMO accounts balances outside of Iraq 
(data provided by SOMO in January 2004).

SOMO Account Balances Outside of Iraq

Country Account Name Bank Name Account 
Type

Balance in 
US $

Jordan Saddam Zibin, Ali Rijab &
Yakdhan Hassan Abrihim Ahli Bank, Jordan Cash Account 5,247,427

Jordan Saddam Zibin, Ali Rijab &
Yakdhan Hassan Abrihim Ahli Bank, Jordan Cash Account 33,190

Jordan Saddam Zibin, Ali Rijab &
Yakdhan Hassan Abrihim Ahli Bank, Jordan Cash Account 5,138

Jordan Saddam Zibin, Ali Rijab &
Yakdhan Hassan Abrihim Ahli Bank, Jordan Cash Account 991,544

Jordan Ali Rijab & Yakdhan Ahli Bank, Jordan Trade Account 2,987,054

Lebanon SOMO Fransabank, Lebanon Cash Account 241,052
Lebanon SOMO Fransabank, Lebanon Cash Account 46,583
Lebanon SOMO Fransabank, Lebanon Cash Account 41,010,787

Egypt SOMO National Bank of Egypt Trade Account 19,710,881
Syria SOMO Commercial Bank of Syria Trade Account 790,361,517
Syria SOMO Iraqi Embassy in Syria Cash Account 1,223,401

unknown SOMO Syrian Lebanon 
Commercial Bank Cash Account 251,949,039

Turkey TPIC Halk Bank, Ankara Trade Account 195,697,846
Russia SOMO Iraqi Embassy, Moscow Cash Account 1,342,975

Vietnam SOMO Iraqi Embassy, Hanoi Cash Account 406,805

Malaysia SOMO Iraqi Embassy, Kuala 
Lumpur Cash Account 250,000

Switzerland SOMO Iraqi Embassy, Geneva Cash Account 710,000

TOTAL 1,312,182,052

Figure 26. Key individuals involved in Iraqi oil accounts 
in Jordan.
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utilized elsewhere. The signature authority on this 
account was Ali Rijab and Yakdhan Hassan Abri-
him. 

• There are two different cash accounts listed at 
the Sardar Bank in Lebanon, both with the name 
“Rodolphe” listed as the bank point of contact. 

• SOMO established another account at the National 
Bank of Egypt that was used as a Protocol trade 
account, similar to the one set up for Syria. Again, 
a 60/40 split allowed 60 percent of oil proceeds to 
remain in the trade account and 40 percent of the 
proceeds to be deposited into Ahli Bank account in 
Jordan. 

• The Commercial Bank of Syria cash account 
received the 40 percent of the oil proceeds. The 
bank was instructed that when the account balance 
exceeded $1 million, it was to instantly transfer the 
extra amount to the Syrian Lebanon Commercial 
Bank account. 

• The Turkish Petroleum International Company 
(TIPC) is a trading arm of the Turkish National 
Oil Company and the SOMO equivalent in Turkey. 
SOMO funds were deposited at the Halk Bank 
located in Ankara Turkey. 

• The account was actually in the name of TPIC “in 
the favor” of SOMO. Currently SOMO is request-
ing to have funds still held at the Halk Bank 
released. 

• The SOMO amounts listed at the Iraqi Embassies 
were received directly from oil contract holders. 
These payments were sometimes delivered directly 
to the Embassies and other times deposited fi rst into 
an Ahli Bank account. 

As noted in Figure 25, the accounts at the Ahli Bank 
in Jordan are in the names of Saddam Zibin, Yakdan 
Hasan Abrihim al-Karkhi, and Ali Rijab Hassan. 
The accounts all have the same prefi x of 501333 and 
suffi x range from 02 to 12. Senior sources at SOMO 
were not sure of the reason for this. 

Figure 27 shows the SOMO non-surcharge accounts 
through TPIC maintained at the Halk Bank in Turkey. 
The cumulated interest earned for these accounts, 
according to SOMO, was $7,678,946.70. Seven of 

these accounts (shown in green) remain open. The 
current Iraqi Embassy in Turkey has been in con-
tact with the TPIC representatives about the current 
account balance of SOMO with TPIC. The embassy 
was informed that TPIC believes that the amount due 
to SOMO is only $100 million. A source at SOMO 
stated that TPIC must have allowed unauthorized 
withdrawals from these accounts. 

In the eighth phase of the UN OFF program, Iraq 
began to impose a 10-cent per barrel illicit surcharge 
on all oil sales contracts to foreign entities with the 
exception of Syria (see the Oil Surcharge section). A 
summary of the surcharge amounts due collected, and 
left outstanding for phases eight through twelve are 
displayed in the chart below (see Figure 28). 

These oil surcharge payments were deposited into 
several accounts at banks located in Jordan and Leba-
non. Names of these banks included the Jordanian 
National Bank (Ahli Bank), the Sardar Bank, and 
the Fransabank in Lebanon (see Figure 29). Escrow 
accounts were opened in the name of SOMO how-
ever these other numbered accounts were opened by 
Director General of SOMO, Rafi d Abd al-Halim or 
his Deputy and the Director of Finance or his Deputy 
for the deposit of surcharges. 

• The various accounts at the Ahli Bank were created 
to receive cash, which fl owed in from surcharges, 
the Protocol accounts, and from payments received 
through border trade cash sales. 

• The amounts listed for the CBI and the Rafi dian 
Bank are accounts that were still open in early 
2004. 

• The two al-Wasel & Babel accounts were for US 
Dollars and Euros. They were only open for one 
or two months before being closed out. Al-Wasel 
& Babel is a partially state owned oil and banking 
enterprise in the UAE 51 percent of which is state 
owned while UAE investors own the other 49 per-
cent. This business was used to move goods outside 
of the UN MOU and is still in operation. 

• Three accounts are shown at the Fransabank in 
Lebanon. They were Euro accounts, however, the 
balances have been converted to US Dollars for this 
chart. 

• Two of these accounts were set up to receive oil 
surcharge amounts while the third account (marked 
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Figure 27. SOMO bank accounts at the Halk 
Bank in Turkey.

Figure 28. Summary of amounts collected/received 
under surcharge accounts.
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Figure 29. Total amounts received under surcharge 
accounts, September 2000-March 2003.

Figure 30. Bank account distributions of surcharge 
revenues.

a

Represents additional crude sales outside of the OFF 
program.

a
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with an *) shows the total proceeds received by Iraq 
for the sale of crude oil outside of the UN MOU 
and not just for the surcharge amounts. 

Figure 30 is a graphic representation of the data in the 
chart above. It illustrates how the surcharge revenues 
were distributed among the associated SOMO bank 
accounts. 

Figure 31 lists the Iraqi bank accounts, which were 
established to receive cash payments from illegal 
border sales of crude oil. 

• Sources at SOMO explained that the account at the 
Jordan bank was set up for Euros and was closed 
after just one month. The balance of this account 
was shifted over to the Ahli Bank accounts.

• The Rafi dian “Filfel”/Iraq account represents 
a SOMO account at the Rafi dian Bank branch 
offi ce located in Mosul which collected surcharge 
amounts from the border sales of oil to the areas to 
the north. The SOMO offi ce in Basra handled the 
areas to the south. 

Figure 32 depicts the allocation of the cash sales rev-
enue in the various banks.

Banking and the Transfer of Financial Assets for 
Procurement   

Iraq manipulated its national banking structure to 
fi nance the illicit procurement of dual-use goods 
and WMD-related goods, as well as other military 
goods and services prohibited by the UN. Through 
its national banking system, Iraq established inter-
national accounts to fi nance its illegal procurement 
network. Iraq’s international accounts, mainly located 
in Jordan, Lebanon and Syria, were instrumental in 
Iraq’s ability to successfully transfer billions of dol-
lars of its illicitly earned oil revenues from its various 
global accounts to international suppliers, front com-
panies, domestic government and business entities, 
and foreign governments (see Annex G: Iraq’s Bank-
ing System for more details on the origins of the Iraqi 
banking system). 

CBI
The CBI was responsible for issuing and storing cur-
rency of the government, protecting against counter-
feit currency and disbursing funds based on directives 

from the Minister of Finance. Individuals and com-
panies doing business with the government of Iraq 
would have to go through the CBI, which handled all 
offi cial government transactions and funds. The CBI 
is composed of three domestic branches, including 
its headquarters in Baghdad as well as one offi ce in 
Basra and one offi ce in Mosul. The Governor of the 
CBI before OIF was Isam Rashid al-Huwaysh. 

According to a senior Iraqi fi nancial offi cial, the 
CBI established overseas accounts in 24 Lebanese 
banks, seven Jordanian banks, and one Belarusian 
bank to deposit cash from the ten percent system 
of kickbacks from foreign suppliers of goods and 
foodstuffs. CBI did not maintain overseas accounts 
in other countries because senior bank offi cers feared 
that such accounts would be frozen by the United 
States. The fi nancial offi cial said that other Iraqi gov-
ernment ministries also maintained overseas accounts 
of funds provided from the CBI overseas accounts. 
CBI did not maintain any overseas holdings in real 
estate, stocks, bonds, or diamonds. 

CBI’s Role in Licensing Money Exchangers
Prior to OIF, the Exchange Department of the CBI 
was responsible for licensing the approximately 250 
licensed money exchangers in the business of con-
verting currency of one country into the currency of 
another country. Money exchangers were required to 
obtain a license from the MoT, and present it to the 
CBI in order to register as a money exchanger. Some 
money exchangers mark their currency for identi-
fi cation purposes and to assist in the prevention of 
counterfeiting.  

Statements by ‘Isam Rashid al-Huwaysh, 
Former Director of the CBI

Custodial debriefi ngs revealed that:

• The CBI funded government departments through 
payments to the Ministry of Finance. The Presiden-
tial Diwan was the only department that received 
money directly from the CBI. 

• The CBI distributed cash only on the instruction 
of the Minister of Finance to the Rafi dian and 
Rashid Banks. The Diwan transferred money to 
their accounts. On instruction from the Minister of 
Finance, Treasury Bonds were issued to cover cash 
taken from the CBI. 
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Figure 31. Total amounts received in Iraqi bank 
accounts from border trade “cash sales” as of 
January 2004.

Figure 32. Total amounts received in Iraqi bank accounts 
from border trade “cash sales.”

CBI’s Role in Tracking Foreign Accounts for Iraq
The CBI Investment Department maintained a book 
that contained all foreign accounts opened by the 
bank, including the numbered or bridge accounts 
opened in Lebanon and Jordan. The bridge accounts 
concealed the fact that foreign companies  were 
making payments to Iraq. Under this system, illicit 
foreign payments appeared to be going to an account 
opened in a personal or numbered account. Then the 
foreign banks immediately transferred proceeds from 
the bridge account to a CBI account. 

CBI maintained accounts in foreign countries specifi -
cally for the transfer and distribution of funds to third 
parties. The Investment Department of the CBI did 
not conduct normal banking activity after the United 
Nations imposed sanctions on Iraq in 1990 because 

its access to overseas accounts, and investment 
opportunities in particular were tightly limited and 
controlled. However, the Foreign Accounts section of 
the Investment Department still maintained vigilance 
over the CBI accounts that had been frozen around 
the world in order to track the accrual of interest in 
these accounts. 

• This section also maintained the hidden overseas 
accounts in Lebanon and Jordan, which the former 
Regime used for earnings from the ten percent 
contract kickback scheme and oil surcharges 
payments. An Investment Department offi cer of 
the CBI was directly responsible for transferring 
foreign currency funds from the CBI’s hidden over-
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seas accounts in Lebanon and Jordan to separate 
accounts held by the former Regime leadership and 
the IIS in overseas banks. 

In late 1999, the state-owned Rafi dian Bank took over 
the CBI’s role in managing Iraqi government funds 
abroad, mostly through Rafi dian’s Amman branch. 

The Central Bank of Iraq did not possess any 
authority for auditing the foreign currency account 
activities of overseas assets of the Rasheed Bank, 
the Rafi dian Bank, or the Iraqi government min-
istries. In 1994, the Cabinet of Ministers decided to 
give the Rasheed and Rafi dian Banks as well as Iraqi 
government ministries the authority to open their 
own overseas accounts independent of CBI controls 
or authority. As a result, the CBI was no longer able 
to determine the foreign currency holdings of these 
institutions.

When directed by the EAC, CBI would transfer for-
eign currency funds from its overseas accounts in Jor-
danian and Lebanese banks into ministries’ accounts, 
often those held at the Rafi dian Bank in Amman, 
Jordan or Beirut, Lebanon. In theory, the EAC would 
only direct CBI to transfer funds into another govern-
ment bank or ministry overseas account to fund an 
import purchase. The EAC transfer of funds’ request, 
however, only indicated the recipient Iraqi organi-
zation, the amount, and the bank account number 
to which the funds were sent. CBI offi cials had no 
means for establishing the end use or fi nal destination 
of the transferred funds. 

• CBI did not transfer any funds into personal 
accounts from its overseas accounts. Any transfer 
of government funds into personal accounts would 
have been possible only if conducted through the 
overseas branches of the Rafi dian and Rasheed 
banks or other government ministries’ accounts. 

CBI Governor al-Huwaysh wrote several letters to the 
cabinet ministers requesting increased controls, or at 
least auditing capability, over foreign currency trans-
actions conducted by the Rafi dian and Rasheed banks 
and government ministries. In early March 2003, with 
the imminent threat of war, the cabinet ordered gov-
ernment ministries with overseas accounts to transfer 
all their foreign currency funds to CBI accounts in 
overseas banks. This was done in order to provide 
greater security for government funds that had been 

dispersed in these various overseas accounts, but not 
yet utilized. 

• In early 2003, Saddam convened a meeting during 
which he ordered the removal of $1 billion from 
the CBI in order to avoid the risk of all the money 
being destroyed in one location in the event of an 
allied attack. Present at the meeting were the Min-
ister of Finance, the Minister of Trade, the Director 
of the MIC, the Presidential Secretary, the Chief 
of the Presidential Diwan, and the Governor of the 
CBI. 

• Two weeks before the outbreak of the war in March 
2003, Saddam formed a committee that was respon-
sible for the distribution of funds. The committee 
consisted of the Minister of Finance, the Chief of 
the Presidential Diwan, the Presidential Secretary 
and Saddam’s son, Qusay Saddam Husayn al-
Tikriti. The group visited the CBI and inspected the 
boxes that contained the $1 billion. The money was 
stored in 50-kilogram boxes that contained either 
$100 notes or 500 notes.

• According to multiple Iraqi offi cials, including 
CBI Director Huwaysh, Qusay, along with SSO 
Director Hani ‘Abd al-Latif Tilfa al-Tikriti, and 
approximately 50 other people, appeared at the 
CBI on 19 March 2003 and removed the boxes of 
money. The money was then distributed to different 
ministries, including the MoT, which received eight 
boxes of money. After the war, the MoT boxes were 
turned in to the proper authorities through ‘Adnan 
al-Adhamiya, head of the MoT Legal Department. 
Overall, all the money was recovered except for 
about $130 million.

Iraqi Bank Holdings
The following chart (see Figure 33) summarizes 
the total assets accumulated by Iraqi’s banks before 
OIF (for more details, see Annex G: Iraq’s Banking 
System). 

Funding of the Ministries
Prior to the sanctions resulting from the August 1990 
invasion of Kuwait, the Iraqi government would 
fi nance its international trade and operations using let-
ters of credit, secured or non-secured and recoverable 
or non-recoverable, in accordance with international 
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banking laws and regulations. The imposition of the 
sanctions forced the Iraqis to seek alternative methods 
to avoid having their assets frozen in accounts in the 
name of their government or ministries. The two pri-
mary methods used to circumvent the sanctions were 
to pay cash to intermediaries and the use of nominee 
named letters of credit. 

The Finance Minister authorized individuals to take 
currency out of Iraq. This was against the law for both 
Iraqi citizens and non-citizens without the consent of 
the Finance Minister. The Finance Ministry would 
receive an order from Saddam, authorizing an indi-
vidual to take a certain amount of currency outside of 
Iraq. The Finance Minister would then arrange with 
Iraqi customs for that individual to be allowed safe 
passage through the border, with the currency. Typi-
cally, the funds authorized were not very large. Funds 
ranged between $2,000 and $3,000, occasionally as 
high as $5,000. Those authorized to take the currency 
abroad were friends of Saddam and supporters of the 
Iraqi cause. 

At the beginning of 2000, each ministry and govern-
mental agency established accounts with banks in 
Syria, Jordan and Lebanon, in the names of selected 
employees within each of their respective organiza-
tions. The Iraqi government used its Rafi dian and 
Rasheed banks in these countries because of their 
direct links to Baghdad. After MIC contracted for the 

procurement of goods or materials they would send 
instructions to the bank to transfer the amount of 
the contract value into an account for the supplier or 
middleman. The recipient would be credited with the 
funds, but the funds would not actually be released 
until after delivery of the products. 

The Use of Foreign Banks 
Before the 1991 Gulf War, the Regime had funds in 
accounts in the US, Europe, Turkey and Japan. After 
1991, the Regime shifted its assets into accounts in 
Jordan, Lebanon, Belarus, Egypt and Syria. An agree-
ment was drafted with Sudan but never completed. 
Accounts appeared in the names of the CBI and the 
SOMO. 

The CBI’s Investment Department Director General, 
Asrar ‘Abd al-Husayn was responsible for manage-
ment of these overseas accounts and maintained 
signatory power of the accounts, up to a limit of $1 
million. CBI Governor Isam Rashid al-Huwaysh 
had fi nal responsibility and supervisory authority 
over these accounts. There were no restrictions on 
the amounts al-Huwaysh could transfer or withdraw 
from the accounts. The CBI Investment Department 
retained information on account numbers and account 
activities at its offi ce in Baghdad on computer discs, 

Figure 33. Total assets in Iraq’s banks for 2003.
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and the overseas banks forwarded account statement 
to the Investment Department on a monthly basis. 
CBI’s paper records of these accounts were burned, 
either during OIF or afterwards when the bank offi ces 
were looted. CBI did not maintain records of other 
ministries’ overseas accounts or records of Regime 
leaders’ personal overseas accounts. 

Since 1993, as a result of the fi nancial obligations 
and economic strains of two consecutive wars and the 
freezing of its accounts in Western Europe and the 
United States, CBI had virtually no foreign currency 
in overseas accounts or its own vault in Baghdad. 
CBI then began increasing the number of its overseas 
accounts in Jordan and Lebanon after Iraq accepted 
and implemented the UN OFF Program and oil 
exports started to fl ow in December 1996. CBI only 
began accumulating large amounts of foreign cur-
rency in these accounts in 2001 after the introduction 
of a formal system of illegal kickbacks from foreign 
suppliers in 2000, according to a senior Iraqi fi nancial 
offi cer.

Prior to 2001, the amount in these accounts was 
minimal. CBI selected Jordanian and Lebanese Banks 
for the establishment of overseas accounts based upon 
prior relations with the bank or based upon competi-
tive bids tendered by various banks that sent repre-
sentatives to Baghdad seeking the Regime’s banking 
business. When selecting a new bank, CBI would 
consult international banking records and consider 
the additional level of interest the foreign bank would 
offer above the international bank interest rate. Usu-
ally, this interest rate would be between 0.5 and 0.8 
percent above the international bank rate, usually the 
London rate.

According to a senior Iraqi fi nance offi cer, when CBI 
planned to open a new account, the bank would send 
two investment department offi cials to either Jordan 
or Lebanon with an offi cial letter. When the Regime 
requested CBI draw upon the accounts to transfer 
foreign currency cash to Baghdad, CBI would send 
a delegation of three CBI offi cials, one with account 
signatory power, to the foreign bank with an offi cial 
letter from the CBI. It usually took a week to ten days 
for the banks to prepare the cash, since the banks 
usually did not maintain large amounts of foreign 
currency cash on the premises. Then, the cash, the 
amounts of which usually ranged between $5-10 mil-
lion, was delivered to the Iraqi Embassy and put in 
diplomatic pouches for transport back to Baghdad by 
vehicle. CBI governor al-Huwaysh himself once car-

ried $10 million in his vehicle on his return trip from 
Beirut to Baghdad. 

Use of Banks in Lebanon
16 Lebanese banks were used to hide Iraqi cash, 
which was physically trucked to Baghdad by the 
IIS when accounts reached a predetermined level, 
according to a high-ranking Iraqi offi cial. A commit-
tee consisting of the Ministers of Trade, Treasury, 
Commerce, the governor of the CBI and the Diwan 
secretary sent CBI offi cials abroad to collect this 
cash, according to the former head of the Diwan. 

Use of Banks in Jordan
Much of Iraq’s money in Jordan was held in private 
accounts operated by the Iraqi Embassy in Amman 
or the Iraqi Trading Offi ce. It was standard prac-
tice to have two signatories for the accounts as a 
security measure to prevent theft. Double-signatory 
Iraqi accounts in Jordan could only be government 
accounts. Of particular interest was the Jordanian 
Branch of the Rafi dian Bank, which was established 
purely for use of the Iraqi government; the United 
Bank for Investment was also important, because of 
its establishment for use by Saddam’s family. Trans-
actions were never made by telex or electronic trans-
fer, because it was feared these would be detected by 
the US or UK. Instead, those wishing to buy oil, or 
other commodities such as sheep, outside of the OFF 
program would pay cash to an account at Rafi dian 
Bank in Amman. Further cash transfers would then be 
made to other banks, including the Hong Kong and 
Shanghai Banking Corporation (HSBC) in Amman, 
where Regime money remained. Transfers of cash to 
other countries would be hand-carried using the diplo-
matic bag to avoid the need to send money electroni-
cally. Money was sent to Europe in order to procure 
goods for Iraq, but was never sent there for secrecy, 
as the controls over the fi nancial system made it too 
diffi cult.

According to a former high-ranking Iraqi government 
offi cial, when Jordanian offi cials approved a transac-
tion, the Jordanian Ministry of Industry and Trade 
notifi ed the Central Bank of Jordan to verify the 
availability of funds. Jordanian suppliers were then 
required to post a performance bond and the Iraqi 
importers were required to obtain a letter of credit 
from the Rafi dian Bank. The Letter of Credit required 
specifi cation of payment terms according to the Iraqi-
Jordanian Protocol. After the receipt of goods, the 
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Iraqi importer would verify acceptance so payment 
could be released. 

In order to make payments to Iraq for the cash, an 
arrangement was negotiated annually between the 
Central Banks of Iraq and Jordan. There were written 
instructions concerning the process for transferring 
funds to Iraq. In order to transfer funds, the Rafi dian 
Bank served as an intermediary between the Central 
Bank of Jordan and the CBI. Jordan was a unique 
case; trading with Iraq was ongoing since the early 
1980s so the trade credits Iraq earned from this Proto-
col were controlled by the Central Bank. Funds were 
dispersed by the Central Bank of Jordan by order of 
the CBI or by specifi c Protocol designed for payment 
for goods and services. This Protocol included auto-
matic payments to Jordan for Iraqi air travel and Iraqi 
telephone calls as well as salaries for the employees 
of the Iraqi embassy in Jordan. 

According to a high-ranking Jordanian banking offi -
cial, the CBI had no accounts with the Central Bank 
of Jordan and the only relationship between the two 
was through the implementation of the bilateral oil 
for goods barter Protocol. The CBJ worked diligently 
with the MoT and Industry and the Customs Director-
ate to ensure proper valuation of Protocol shipments, 
because over-valuation had been a problem. 

Use of Banks in Syria
The Syrian connection became much more widely 
used after the February 1999 ascension of King 
Abdullah Bin Hussein in Jordan and the June 2000 
ascension of Syrian President Bashar Assad. King 
Abdullah’s government began to create more prob-
lems for the Iraqi Regime with regard to importing 
products from Jordan. Consequently, Iraq turned to 
Damascus who offered a much friendlier atmosphere 
for goods not sanctioned by the UN.

The Commercial Bank of Syria was the repository of 
funds used by the Iraqi government to purchase goods 
and materials both prohibited and allowed under UN 
sanctions. The fair market value of oil and oil prod-
ucts would be deposited by Syrian buyers into an 
account in the Commercial Bank of Syria. Each min-
istry in the Iraqi government had use of these funds; 
however, there were quotas set for the amounts they 
would be able to use. The top four ministries with 
access to these funds in descending order included the 
MoO, the MoT, the Ministry of Industry (MoI) and 
the MIC. The orders to disburse funds through this 
account would come from the Iraqi Minister of Oil. It 
is estimated that there could be $500 million held in 

this account.

Use of Banks in Turkey  
SOMO and the Turkish Petroleum International 
Company (TIPC) had an agreement to maintain a 70 
percent account in the Halk Bank in Turkey and inter-
est bearing accounts. 

Use of Banks in Egypt 
A high-ranking offi cial in Iraqi Banking stated that 
this trade agreement began around 2001 and contin-
ued through 2002. SOMO set up bank accounts at 
the Al Ahli Bank in Egypt through which payment 
was made for the purchase of oil from Iraq. SOMO 
offi cials had signatory authority over the accounts. 
This trade agreement was set up by the MoT and Oil 
and was not within the guidelines of the UN OFF 
program.

Some Egyptian government offi cials helped the 
government of Iraq to obtain hard currency illegally 
via the UN OFF program. It is unclear whom in the 
Egyptian Government was providing the assistance 
and who was aware of this activity. Under this illicit 
system, the Egyptian government offi cials would sign 
a contract with the Government of Iraq to purchase a 
certain amount of approved humanitarian goods for 
a set price under the UN OFF Program. The contract 
would specify that the goods shipped would be fi rst-
quality merchandise. In actuality, the goods shipped 
would be second-quality goods. When the UN paid 
the Egyptian Government offi cials for the fi rst-qual-
ity goods, the Egyptian Government offi cials would 
distribute the funds for the second-quality products, 
take a small margin of profi t for them, and convert the 
remaining money into US dollars or gold bullion and 
deposit the money into the Rafi dian Bank or directly 
into the CBI. When this hard currency was received in 
Baghdad, the Iraqi government would pack bundles of 
US one hundred dollar bills into bags and boxes and 
distribute them to the Iraqi embassies abroad. How-
ever, after the arrest of the Iraqi IIS Chief of Station 
in Amman, the Iraqi government moved their primary 
transit point to Damascus out of fear that the couri-
ers would be arrested while crossing the Jordanian 
border. 

Use of Banks in Belarus
The CBI used Infobank in Belarus to hide Regime 
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assets in employee-named accounts. These accounts 
held funds accumulated through the kickback of funds 
from import contracts under the UN OFF program. 
Huwaysh, former Director of the MIC, estimated that 
there was $1 million in this account and the Iraqi MIC 
had $1.5 million for procurement of Belarusian goods 
in this account. However, that actual total was $7.5 
million (see Iraq’s Illicit Revenue section).

Regime Attempts To Recover Funds Prior to OIF
A high-ranking government offi cial stated that 
Saddam ordered all funds located in foreign banks 
brought back to Iraq in 2001. ISG judges that 
Saddam took this action to prevent his assets from 
being frozen or seized by the international commu-
nity. This order indicates that Saddam knew he might 
come under international pressure in 2001, possibly 
as a reaction to the Al-Samud missile project or the 
illicit profi teering from the OFF program. 

• A committee was formed to accomplish the transfer 
of these Iraqi funds. The committee consisted of 
the Finance and Trade Ministers, the Chief of the 
Presidential Diwan, and the Governor of the CBI. 

• The role of the Diwan Chief was mainly to provide 
funds to those individuals, known as “couriers”, 
selected by the Finance and Trade Ministers and 
CBI Governor to travel to retrieve the funds. Most 
couriers were trusted employees of their respective 
government entities. 

• At the committee’s second meeting, the Governor 
of the CBI stated that Iraq had already brought 
back to Iraq up to $200 million worth of gold. The 
gold was purchased through an unidentifi ed bank in 
Beirut and secured in CBI vaults. 

The Role of Cash Transactions
The CBI provided foreign currency in cash to Saddam 
through an offi cial funding mechanism established 
to release cash from CBI reserves to the Presidential 
Offi ce. The Presidential Offi ce did not have a fi xed 
budget, and CBI often received messages requesting 
foreign currency for release to the Presidential Offi ce. 
The amounts ranged from thousands of US dollars 
up to $1 million, which were always paid in cash in 
foreign currency. The Presidential Offi ce was the only 
entity that would ever request money in cash from the 
CBI, but the requests never exceeded $1 million. The 

Presidential Offi ce stated that the cash was used for 
overseas travel, for government business, and medi-
cal reasons. The CBI Credit Department accounted 
for the cash sent to the Presidential Offi ce in the same 
way that it accounted for funds used by Iraqi minis-
tries. The ministries, however, never received foreign 
currency cash. If the ministries needed Iraqi dinars 
for domestic purposes, they would obtain it from their 
respective Rafi dian bank accounts. 

Saddam seldom interfered in the affairs or business 
of the CBI. As a standard practice, CBI intra-govern-
mental relations focused on the Cabinet of Ministers, 
the Ministry of Finance, and the Presidential Offi ce 
Staff. The authorization for CBI to release cash to 
the Presidential Offi ce usually came from either the 
Presidential Offi ce Chief of Staff or the Vice Chair-
man of the Cabinet of Ministers. Some notable 
exceptions were Saddam’s post-1993 annual special 
requests for cash and his last request for cash on 19 
March 2003, when he authorized Qusay to withdraw 
$1 billion from the CBI. 

Iraq’s Gold Reserves
The CBI vaults contained four tons of gold reserves 
as of early June 2003. The value of these gold 
reserves was insignifi cant in comparison to the bank’s 
level of cash reserves. CBI began accumulating these 
gold reserves in 2001 by purchasing gold in relatively 
small quantities on a frequent basis from Lebanese 
banks in which the former Iraqi Regime had large for-
eign currency deposits. As a standard purchase pro-
cedure, the respective Lebanese banks supplying the 
gold would deliver it to the Iraqi Embassy in Beirut 
for shipment to CBI vaults in Baghdad via diplomatic 
pouch. The CBI bought gold in amounts ranging from 
100 to 500 kilograms per purchase. This amount of 
gold could be shipped easily by diplomatic pouch. 
Also, CBI bought gold in small quantities in order 
to avoid raising the market level of gold in Lebanon 
and to avoid scrutiny by the US. The Regime did not 
remove any of the gold from CBI vaults during the 
war with coalition forces. 

• The CBI Investment Department Director General 
Asrar ‘Abd al-Husayn was directly responsible for 
management of the gold purchases using cash from 
the overseas accounts in Lebanon. CBI Governor 
Dr. Isam Rashid al-Huwaysh, however, retained 
fi nal responsibility for supervision of the gold pur-
chase program.
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• The Regime implemented the gold purchase in 
2001 upon the recommendation of al-Huwaysh 
and against the opposition of Minister of Finance 
Hikmat Mizban Ibrahim al-Azzawi. Al-Huwaysh 
was concerned that Saddam and his sons could 
easily remove cash reserves whenever they wanted 
or could easily use the cash reserves in purchasing 
weapons from foreign suppliers. 

• Gold, on the other hand, was heavy and could not 
be easily removed, ensuring that the CBI would 
retain these reserves, even if the Regime decided to 
remove the cash reserves. Al-Huwaysh, however, 
could not use this argument to convince Saddam 
to begin a gold purchase program, and he instead 
argued that the gold reserves could not be destroyed 
in the event of bombing and fi re at the bank during 
a war. 

• Saddam accepted this latter argument and autho-
rized the gold purchased beginning in 2001. Prior to 
the outbreak war with coalition forces, the Regime 
did not have any plan for dispersing the gold upon 
commencement of hostilities. 

The Rafi dian Bank central offi ce in Baghdad had an 
unknown but relatively small quantity of gold in its 
vault as of 19 March 2003. Under the former Regime, 
Iraqis were not allowed to sell their gold overseas, 
but many people attempted to smuggle their personal 
gold out of Iraq to take advantage of the higher prices 
in overseas markets and to secure foreign currency. 
When these smugglers were caught, the govern-
ment confi scated the gold and put it in the vault of 
the Rafi dian Bank. Iraqi ministries did not retain any 
gold. 
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Executing Illicit Procurement in 
Iraq: Ministries, Commissions, 
and Front Companies

Overview

Saddam used his complete control over the Iraqi 
Government to facilitate his illicit procurement pro-
grams. Almost every Ministry in the Regime assisted 
with procurement in some way. Directed by Saddam, 
the Ministries of Foreign Affairs, Oil, and Trade 
helped the former Regime orchestrate its primary 
foreign objective of ending UN sanctions (see Annex 
H: UN Security Council Resolutions Applicable to 
Iraq). 

• The MFA curried favors at the UN. Among 
other techniques and tactics used by the MFA, it 
bestowed oil allocations to nationals of the UNSC 
permanent members to infl uence and divide the 
council in order to erode sanctions. For additional 
details on the MFA role in infl uencing the UNSC, 
see the RSI chapter.

• The MoT established bilateral trade Protocols that 
were used to hide prohibited trade. The ministry 
used commercial attaches to pay for illicit procure-
ment.

• The MoD developed requirements, hosted and 
conducted foreign visits, and procured conventional 
military goods, the export of which breached UN 
sanctions.

• The banking system established foreign accounts to 
hold illicit hard currency until it could be used for 
procurement or smuggled into Baghdad.

• The Ministry of Higher Education an Scientifi c 
Research (MHESR) conducted dual-use research; 
procured and developed technical expertise in 
WMD-related fi elds and procured key technologies 
through university systems. 

Saddam, however, relied on three organizations in 
particular for the procurement of prohibited materials 

to include potentially-WMD related or dual-use items 
(see Annex I: Suspected Iraqi Dual-Use Procurement 
Transactions):

• The MIC, headed by Huwaysh since 1997, and 
its associated front companies led Iraqi efforts to 
obtain prohibited military hardware and dual-use 
goods.

• The IIS was directed by Saddam to assist the MIC 
with procurement in 1998. 

• The Iraqi Atomic Energy Commission (IEAC) pur-
sued its own illicit procurement goals, occasionally 
with MIC assistance. 

Ministry of Foreign Affairs

Directed by Saddam, the Ministries of Foreign 
Affairs, Oil, and Trade helped the former Regime 
orchestrate its primary foreign objective of ending 
UN sanctions. To pursue those objectives, the MFA 
implemented a foreign economic strategy fi rst aimed 
at ending UN sanctions (established since 1990) and 
subsequently eliminating the UN’s OFF program. 
Another important MFA mission focused on support-
ing the Regime’s illicit procurement mechanism. In 
particular, the MFA played a critical supporting role 
in facilitating Iraq’s procurement of military goods, 
prohibited dual-use items, transporting cash and 
other valuable goods earned by illicit oil revenue, 
and forming and implementing a diplomatic strategy 
to end UN sanctions and the subsequent UN OFF 
program by nefarious means. The MFA facilitated, 
established, and maintained foreign government and 
business contacts and provided Iraqi offi cials involved 
in illegal international trade with fi nancial and politi-
cal sanctuaries.

The MFA also assisted the implementation of fi nan-
cial transactions and provided physical sanctuaries 
and political/diplomatic/commercial covers for other 
Iraqi intelligence offi cials involved in procurement 
activities across Iraq’s borders. According to a former 
Charge d’affaires at the Iraqi interests section in 
Syria, it was common practice for embassies to for-
ward foreign cash from the CBI overseas accounts in 
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Lebanon, to its vault in Baghdad via diplomatic pouch 
and courier system. 

• He specifi cally mentions the Iraqi embassy in 
Beirut, Lebanon and the Iraqi interests section at 
the Algerian embassy in Damascus, Syria, under-
taking such activity. 

• The Iraqi embassy in Beirut would transfer cash to 
Damascus by diplomatic-plated vehicles. 

• The Iraqi Embassy in Moscow assisted, among 
other deals, a Russian company called Alfa Echo in 
signing contracts for importing oil from Iraq. 

Moreover, the MFA possessed an indigenous intel-
ligence capability, its Research and News Analyzing 
Offi ce (RNA) that kept senior Iraqi leadership, such 
as the President, Deputy Prime Minister and Foreign 
Minister informed about global events. The MFA 
managed this offi ce and had branches in many of its 
key embassies. It is not certain whether personnel in 
the MFA’s Research and News Analyzing Offi ce were 
IIS agents or actual MFA offi cials. Nonetheless, the 
RNA focused primarily on collecting information of 
economic and political consequence to Iraq by means 
of open sources and other news reporting. MFA’s 
RNA paid special attention to political, military and 
economic developments in the Middle East (special 
attention to Israel), global oil production and market 
developments, Eastern Europe, and the United States. 

Acting as Iraq’s plenipotentiary, Tariq Aziz (see 
Figure 34) often facilitated business meetings 
between foreigners and Iraqi offi cials. Foreign busi-
ness representatives and government offi cials would 
contact him in order to gain access to key Iraqi 
offi cials that were in charge of approving oil and arms 
contracts. 

• On 27 December 2002, the president of the Russian 
company Russneft, Michail Gutserviev, informed 
Aziz and the former Oil Minister Amir Rashid that 
he planned to travel with a fi ve-man delegation to 
Iraq via private plane to negotiate with the Iraqi 
Oil Minister for oil and gas contracts. The Russian 
business delegation was supposed to fl y into Iraq 
in a Tupolev 134 (fl ight number AKT 135/136) and 
expected to stay in Iraq on January 13-15, 2003. 

• In 2002, Baghdad sent a scientifi c delegation to 
Belarus and China in order to stay current on all 
aspects of nuclear physics and to procure a Chinese 
fi ber optics communication system. 

MFA-IIS Connections
The MFA also supported IIS operations by offering 
its agents political and economic cover to conduct 
economic and political espionage. Besides providing 
traditional covers for IIS agents, the MFA cooperated 
closely with the IIS on other functions. A former IIS 
offi cer also stated that all MFA diplomatic couriers 
were IIS offi cers and were controlled by the IIS’s 
Internal Security (M6) Directorate. Moreover, at Iraqi 
consulates and embassies where IIS offi cer presence 
was absent, MFA personnel fi lled in as their repre-
sentatives. While we do not know the full extent of 
MFA’s role in assisting the IIS in conducting illicit 
activity, we have found other indicators of the breadth 
and nature of the IIS’ activities from captured docu-
ments. 

• According to one document on MFA letterhead, 
the MFA transferred two known IIS agents to its 
embassy in Belarus under pseudonyms in June 
2002. Another document in the same fi le, an IIS 
“Ministerial” Order, acknowledged the transfer, the 
agents’ job descriptions, their salaries, as well as 
sent copies of IIS order to other directorates.

• One month prior to OIF, at least seven IIS offi cers 
were reassigned to the MFA to cover up their true 
positions in the government. They were given new 
identities and positions. This activity was similar 
to giving agents cover stories operating outside of 
Iraq, according to one former IIS agent. 

• Outside of Iraq, Iraqi embassies provided the IIS 
with the only means of secure communications out-
side of the diplomatic courier services. Iraqi embas-
sies transmitted ciphered faxes to foreign posts. 
However, the majority of posts had manual code-
books while major posts like Washington, Paris, 
Moscow and South African were given machines 

Figure 34. Tariq Aziz—
Iraq’s plenipotentiary.
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necessary to accommodate the large amount of 
incoming faxes. The IIS personnel deciphered all 
faxes, according to a former IIS offi cer. 

MFA’s UN Sanctions Counter-Strategy
The MFA formulated and implemented a strategy 
aimed at ending the UN sanctions and breaching 
its subsequent UN OFF program by diplomatic and 
economic means. Iraq pursued its related goals of 
ending UN sanctions and the UN OFF program 
by enlisting the help of three permanent UNSC 
members: Russia, France and China. Iraq believed 
it managed to varying degrees of success to infl u-
ence these permanent UNSC members from strictly 
enforcing previously agreed UN resolutions and from 
initiating additional resolutions that further debili-
tated the Iraqi economy. By offering permanent and 
non-permanent Security Council members economic 
“carrots and sticks,” Iraq belived it managed to par-
tially infl uence voting at the UNSC. Iraq’s economic 
“carrots” included offering companies from those 
countries lucrative oil, reconstruction, agricultural and 
commercial goods, and weapon systems contracts. In 
contrast, the Iraqi “sticks” included not only redirect-
ing those contracts to other more “pro-Iraqi” compa-
nies, but held the threat of forfeiture of foreign debts 
– totaling between approximately $116-250 billion. 
Saddam expressed confi dence that France and Russia 
would support Iraq’s efforts to further erode the UN 
sanctions Regime. 

• According to one source, using “semi-diplomatic 
cover,” the IIS attempted to recruit agents from the 
UN headquarters in New York to provide informa-
tion or infl uence public opinion and their national 
policy toward Iraq. 

• Besides attempting to co-opt certain permanent 
UNSC members, under cover of MFA sponsored 
international conferences, Iraq tried to recruit sym-
pathetic eastern European politicians by publicly 
lauding their pro-Iraqi sentiments and support in the 
UN. 

Iraqi-Russian Relations. Saddam’s Regime needed 
both Moscow’s political clout in the UN and its eco-
nomic expertise and resources to sustain his Regime 
from the 1990s until OIF Numerous trips taken 
by then Iraqi Deputy Prime Minister Tariq Aziz to 
Moscow served as a good indicator of the Russians’ 
opinion of Iraq’s dependence on Russia.

• According to news reports, in July 2001, Tariq 
Aziz expressed gratitude to Russia for its efforts to 
pass UNSCR 1360 which continued the UN’s OFF 
program for a tenth phase. Moreover, Iraq promised 
to economically reward Russia’s support by placing 
it at the head of the list for receiving UN contracts 
under the UN OFF program. 

Iraqi-Chinese Relations. ISG judges throughout 
the 1990s, the PRC consistently advocated lifting 
Iraqi sanctions while privately advising Baghdad 
to strengthen cooperation with the UN. In October 
2000, Baghdad continued to seek Chinese support for 
the removal of UN imposed economic sanctions. By 
November 2000, Chinese Vice Premiere Qian Qichen 
stated that China would support Iraq’s efforts to end 
the sanctions, and work for an early resolution to the 
Iraqi issue according to press reporting. 

• According to diplomatic reporting, Chinese Premier 
Zhu Rongji and Vice Premier Qian Qichen met with 
Iraqi Deputy Prime Minister Tariq Aziz on 27-28 
January 2002. Softening Beijing’s earlier stance 
for ending sanctions, Premier Zhu Rongji report-
edly told Aziz that China was willing to continue 
its efforts toward an early solution to the Iraqi issue 
and that it had been advocating that the sanctions 
issue be settled at an early date. China also hoped 

Smart Sanctions

In early July 2001, the US and the UK withdrew their 
joint-proposal to revamp the UN existing sanctions 
Regime, called “Smart Sanctions,” because of Rus-
sian, Chinese, and French opposition. The US/UK 
proposal attempted to restructure two key elements 
of the existing sanctions Regime: illicit procurement 
of weapons and dual-use goods and illicit genera-
tion of revenue from Iraqi oil sales outside the UN’s 
OFF program. In contrast, the Russian draft resolu-
tion proposed to reduce the current percentage to the 
Compensation fund another 5 percent to 20 percent 
of total value of Iraqi oil exports – and increase the 
total amount in Iraq’s escrow account to $600 million 
to pay other expenses in accordance with UNSCR 
1175(1998) and 1284 (1999) (see Annex H: UNSCR 
Applicable to Iraq). The UN estimated that each 5 
percent reduction in payments to the United Nations 
Compensation Commission (UNCC) added about 
$275 million in Iraq’s coffers per each UN OFF six-
month phase. 
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that Iraq would strengthen its cooperation with the 
UN and improve relations with its neighbors.

• Iraq indirectly threatened to end trade relations with 
China if Beijing agreed to the goods review list (see 
Annex H: UN Security Council Resolutions Appli-
cable to Iraq). 

Iraqi-France Relations. Unlike the relatively 
predictable relationships with China and Russia, 
the Iraqi-French relationship was more tumultuous. 
Saddam recognized the important role that France 
played on the international stage, and in particular in 
the UNSC. Consequently, Saddam ordered the MFA 
and other ministries to improve relations with France, 
according to recovered documents. The documents 
revealed that the IIS developed a strategy to improve 
Iraqi-Franco relations that encompassed inviting 
French delegations to Baghdad; giving economic 
favors to key French diplomats or individuals that 
have access to key French leaders; increasing Iraqi 
embassy staff in Paris; and assessing possibilities for 
fi nancially supporting one of the candidates in an 
upcoming French presidential election. 

Moreover, the IIS paper targeted a number of French 
individuals that the Iraqi’s thought had close rela-
tions to French President Chirac, including, accord-
ing to the Iraqi assessment, the offi cial spokesperson 
of President Chirac’s re-election campaign, two 
reported “counselors” of President Chirac, and two 
well-known French businessmen. In May 2002, IIS 
correspondence addressed to Saddam stated that a 
MFA (quite possibly an IIS offi cer under diplomatic 
cover) met with French parliamentarian to discuss 
Iraq-Franco relations. The French politician assured 
the Iraqi that France would use its veto in the UNSC 
against any American decision to attack Iraq, accord-
ing to the IIS memo. 

From Baghdad’s perspective, the MFA concluded 
that the primary motive for French continued support 
and cooperation with Iraq in the UN was economic. 
According to Tariq Aziz, French oil companies 
wanted to secure two large oil contracts; Russian 
companies not only wanted to secure (or lock in) oil 
contracts, but also sought other commercial contracts 
covering agricultural, electricity, machinery, food, and 
automobiles and trucks products.

• France competed with Russian agricultural products 
for Iraqi contracts. 

• In May 2002, a representative from a French water 
purifi cation company requested projects for his 
company in Iraq. 

MFA and Iraq’s Bilateral Protocols
Concurrent with Iraq’s overarching strategy to break 
UN sanctions, the MFA, with the approval of Saddam, 
attempted to mitigate the economic effects of UN 
sanctions and at the same time to by-pass the scrutiny 
of the UN’s OFF program by arranging various types 
of economic bilateral agreements. These countries, in 
particular, Syria, Turkey, and Jordan (see Figure 35), 
were willing to enter into such agreements. 

Geographic proximity, cultural affi nity, and a histori-
cal and interdependent economic relationship with 
Iraq explain why Turkey, Jordan, and Syria reached 
formal Protocols with Iraq outside the UN OFF 
program and in contravention of UN resolutions. Iraq 
would sell oil and oil products to these countries in 
exchange for cash and goods. Kuwait, Saudi Arabia, 
and Iran did not enter into any economic arrange-
ments with Iraq, but Iran had reportedly assisted 
Iraq’s oil smuggling operations in the Arabian Gulf 
region throughout the 1990s and up to OIF.

Ministry of Trade  

The MoT coordinated economic activities between 
other Iraqi government ministries as well as for-
eign companies and foreign ministries. The MoT 
accomplished these tasks by consolidating the import 
requirements from all ministries, obtaining approval 
expenditures by the MoF, and negotiating overseas 
trade agreements. The MoT generally accomplished 
trade for Iraq through:

• Legitimate channels under the auspices of the UN 
sanctions Regime and the UN OFF.

• Cooperative preferential trade protocol agreements 
with Syria, Jordan, Turkey, and Egypt.

• Common trade agreements, albeit in contravention 
of UN sanctions, with other partners. 

In addition to these traditional procurement roles, 
the MoT provided a limited role in the procurement 
of illicit goods such as military weaponry or WMD 
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technologies for the Regime. To supplement this 
procurement activity, the MIC and MoD used their 
own methods to procure communications systems, 
ammunition, security equipment, and computers. Abd 
al-Tawab Mullah Huwaysh, Director of the MIC, 
however, stated that the MIC was able to import the 
raw materials it needed and did not need to use any 
other ministry’s funds to purchase goods and services 
abroad. 

Nevertheless, the importance of the MoT in illicit 
procurement should not be dismissed. The MoT’s 
trade deals with willing countries and foreign com-
panies provided Iraqi military and security entities, 
such as the MoD, SRG, IIS, and the Diwan, with the 
access and connections needed to ultimately procure 
dual-use and sanctioned goods and services. In con-
travention of UN sanctions and resolutions, the MoT 
provided “cover” contracts for ammunition, commu-
nication systems, and other military materiel for the 
MoD, SRG, IIS, and the Diwan. 

MoT’s Role in Procurement
For the most part, the MoT procured legitimate 
civilian goods both legally under UN OFF, as well 
as illicitly through bilateral trade protocols and other 
unregulated trade agreements. The MoT played one 
of its most important roles in the execution of the UN 
OFF Program, including:

• Coordinating other ministries’ import requirements 
into a “Distribution Plan.” After UN approval, this 
consolidated plan served as the basic import sched-
ule for goods and services imported under each six 
month UN OFF phase.

• A few non-ministerial organizations, including the 
MIC and Iraqi Atomic Energy Commission (IAEC), 
were not permitted to purchase items under UN 
OFF. These Ministries or departments relied on the 
MoT to procure common goods for them via UN 
OFF. 

Figure 35. Iraq and surrounding countries.
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Muhammad Mahdi Al Salih, the former Minister of 
Trade, claimed the MoT supported the Iraqi military 
through the OFF program only with legitimate civil-
ian items. Typical goods procured by the MoT for the 
MIC and MoD via OFF included: stationery, offi ce 
computers, generators, civilian trucks, water tankers, 
fuel tankers, and building materials. For example, Al 
Salih recalled that the MoT had purchased 100,000 
uniforms for the Iraqi police and vehicles for the 
SSO. Al Salih, however, later admitted to importing 
ammunition, communication systems, and other mili-
tary items for MoD, IIS, SRG, and the Diwan outside 
the UN framework. 

The MoT also played an important role in executing 
the Jordanian trade protocol. Under this agreement, 
the MoT gathered and forwarded all Iraqi contracts 
to Jordan for approval. These records were, however, 
inadvertently destroyed with the rest of the MoT 
building in the opening hours of OIF. Both the MoT 
and MoO shared responsibility for negotiating the 
bilateral Protocol agreements with Syria, Turkey, and 
Jordan. The MoO, however, was the prime negotiator 
in the case of Syria and Turkey, and controlled the 
trade under these Protocols. 

• The MoT purchased goods under the Syria and 
Turkey trade Protocols, particularly for military and 
security services that did not have their own alloca-
tion of funds under the agreement.

• Captured documents reveal the MoT paid for 
“goods and services” through these protocols for 
the Directorate of General Security, General Police 
Directorate, Military Intelligence Division, MoD 
and SSO. 

• There are no indications of the nature of the items 
procured by the MoT for these organizations other 
than a reference to MoD contracts with the General 
Company for Grain Manufacturing, which suggest 
that the MoT was procuring for food. 

According to Al Salih, in addition to the UN OFF 
and the trade protocols, the MoT coordinated trade 
outside of UN sanctions with a number of other 
countries, including UAE, Qatar, Oman, Algeria, 
Tunisia, Yemen, and Sudan. These were essen-
tially frameworks for cooperation and free trade that 
allowed for the import and export of domestically 
produced products without license or tax. 

Facilitating Illicit Procurement With Cover Con-
tracts
There is some debate among Iraqi sources regarding 
the MoT’s role in providing false cover contracts for 
sensitive imports. According to one former offi cial, 
the MoT provided “cover” contracts for military-
related goods, such as communications equipment, 
computers, and military clothing obtained via the 
Jordan, Syrian, and Turkish trade Protocols. Con-
sidering the political sensitivity surrounding these 
agreements, none of Iraq’s neighbors wanted to be 
scrutinized by the international community for doing 
business with the Iraqi military, either for civilian 
(dual-use) or overtly military goods. False cover con-
tracts would have been easier to hide in the fl ow of 
trade occurring over Iraq’s borders with Syria, Jordan, 
and Turkey.

• This source is corroborated by annotations on cap-
tured tables of Syrian and Turkish trade contracts, 
which reveal that every entry listing the MoT as the 
sponsoring government agency was concealing the 
MIC and MoD as the true end users for the goods. 

• Captured records also show that MoT contracted 
with the Syrian fi rm SES International (a known 
provider of military and dual-use goods to Iraq) for 
$11.3 million of goods from December 2000, over 
80 percent of which was for goods and services for 
two MIC manufacturing companies. 

• Muhammad Mahdi Al Salih, the former Minister 
of Trade, recalled that the MoT had conducted 
business with SES, but only for civilian goods, 
including deformed bars and timber under UN OFF, 
and for Mitsubishi pickups under the Syrian trade 
Protocol. He denied that the MoT ever procured 
goods for MIC manufacturing companies. 

• The former head of the MIC, Huwaysh, who did 
not believe that the MoT had ever procured goods 
for these two companies, later corroborated Al 
Salih’s denial. 

Facilitating Illicit Trade Through Commercial 
Attaches
According to Al Salih, the MoT’s commercial attache 
(CA) program began in 1983. CA’s were eventually 
posted in Jordan, Syria, Turkey, Egypt, Sudan, Alge-
ria, Moscow, Belarus,and China. In many of these 
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offi ces, there was only a single employee, but the 
offi ce in Jordan ultimately employed four individu-
als, headed by a Commercial Counselor and included 
a CA and a dedicated accountant. According to a 
former high-ranking Iraqi Government offi cial, these 
individuals were managed and paid for by the MoT, 
but reportedly acted independently and were not 
required to report back to the MoT. 

CAs worked from Iraq’s embassies abroad and served 
as special trade ambassadors working in Iraq’s inter-
est. Common roles for CAs included:

• Working in the Iraqi Embassy to register foreign 
companies for trade with Iraq.

• Checking to see whether foreign companies should 
be blacklisted for dealings with Israel. 

• Facilitating trade with foreign suppliers. 

• According to reporting, some IIS offi cers worked 
under cover as CA. ISG assesses that it is possible 
the MoT was not aware of this IIS presence in its 
ranks. 

• According to Al Salih, CA in the trade protocol 
states (Jordan, Syria, and Turkey) were aware of the 
bank accounts used to transfer protocol cash profi ts 
(30 to 40 percent of all contracts) into Iraq.

• CAs in Jordan, and to a lesser extent, Syria and 
Turkey, also followed up on all Iraqi Government 
fi nancial transactions from the trade Protocols. 

In the mid-1990s, the Jordan desk was the most 
important CA for Iraq. The Amman Commercial 
Counselor and his deputy were responsible for 
facilitating all UN OFF contracts, the trade protocol 
business (the Syria and Turkey protocols did not 
exist until after 1999), and any additional private 
trade from the military and security service entities. 
Facilitating these contracts focused on opening letters 
of credit in Jordanian banks and following up with 
payment when receipt of the goods was confi rmed 
in Baghdad. The CA accountant followed contract 
implementation, tax collection, and tracked any fees. 

• As an example, captured documentation details that 
individuals at the CA’s offi ce in Amman opened let-
ters of credit for the payment of $2.275 million to a 
Lebanese company in 2000. 

• Supporting documentation shows that this was for 
BMP-2 IFV 30-mm cannon barrel-manufacturing 
technology from the Former Federal Republic of 
Yugoslavia (FRY).

• There is no indication, however, from the docu-
mentation that the CA staff was aware of the exact 
nature of the contract. 

• In the late 1990s the importance of the CA’s offi ce 
in Jordan declined. A year before OIF, the MIC 
removed cash from the CA’s offi ce in Jordan 
because of weak activity, and appointed a military 
representative to represent its interests. 

According to the former Minister of Trade, the MIC, 
and SOMO arranged contracts with Syria directly 
through the CA in Syria and the Commercial Bank 
in Syria. It is more likely, however, that the CA in 
Syria had a less active role with MIC and SOMO, 
particularly in the payments process, because business 
in Syria was conducted through payment on supply 
rather than letters of credit.

• Supporting intelligence shows in one case that 
SOMO authorized the 5th Syrian Commercial Bank 
in Damascus to transfer funds directly to a Syrian 
middleman working for the Syrian-based SES with 
no mention of the CA. 

• In May 2002 Iraq’s Al-Basha’ir Trading Company 
instructed the Syrian fi rm where and how to distrib-
ute funds received from Iraq’s Oil Ministry (prob-
ably on behalf of Iraqi military).

As with the Syrian Protocol, the January 2000 Turkish 
Protocol operated on a payment on supply basis, and 
therefore probably did not involve the CA in Turkey. 
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Jordanian Case Study

Figure 36. Timeline to support Jordan CA case study.

Commercial attaches worked on behalf of the MIC to 
make purchases and transfer money for payment in 
foreign countries. The timeline in Figure 36 shows the 

events related to a purchase of and payment transfer 
for materials from Jordan, according to translated 
documents. 
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Ministry of Defense 

UN sanctions after Operation Desert Storm severely 
hindered the MoD’s overt procurement of weapons, 
ammunition, and other military goods. The Regime, 
however, did not abandon conventional military 
procurement, developing instead an illicit procure-
ment program based on supplemental budgeting, the 
MIC, and the use of other ministries to conceal the 
procurement of dual-use goods.

• The Presidential Diwan, Presidential Secretary, and 
Saddam Husayn developed a supplemental process 
to fund numerous programs outside of the state 
budget, including the MoD’s illicit conventional 
procurement. 

• Saddam empowered the MIC to pursue his continu-
ing illicit procurement, using front companies and 
trade intermediaries to avoid international scrutiny. 

• As the UN OFF program opened additional trade 
opportunities, non-security ministries would pur-
chase dual-use items and redirect them to the MoD. 

• This mutually supporting relationship between the 
MoD, MIC, and Saddam’s illicit funding mecha-
nism also supported the procurement needs of the 
RG and SRG. 

MoD Procurement Leadership 
The Minister of Defense reviewed all MoD procure-
ment and, in coordination with the Presidential 
Diwan, could approve MoD procurement require-
ments up to $2 million. The MoD Chief of Staff 
(CoS) and subordinate supply directors processed and 
coordinated procurement requirements for approval 
at higher levels, but could not approve MoD procure-
ment. For procurement requirements greater than $2 
million, the Minister of Defense was required to par-
ticipate in a more deliberative process involving the 
MIC, Presidential Secretary, and the President. The 
MoD did not have fi nal approval authority for these 
high cost procurement programs.

MoD Procurement Directorates
According to Sultan Hashim Ahmad Al-Ta’i, the 
former MoD, the Ministry of Defense was divided 
into directorates, the two largest being the Director-
ate of Armament and the Directorate of Weapons and 
Supplies. These two Directorates were the MoD’s 
primary procurement organizations (see Figure 37). 

Directorate of Armament and Supplies. According 
to Al-Ta’i, the Directorate of Armament and Sup-
plies procured non-weapons related supplies neces-
sary for the military to carry out its missions. These 
consumable items included, but were not limited to, 
offi ce supplies, military rations, and military uni-
forms. 

Directorate of Weapons and Supplies. Accord-
ing to Al-Ta’i and Abid Hamid Mahmud al-Tikriti, 
the former presidential secretary, the Directorate of 
Weapons and Supplies had two key procurement-
related roles: acquiring weapons and ammunition 
and supporting foreign procurement delegations. 
Prior to 1990, the Directorate of Weapons and Sup-
plies directly procured weapons and materials for the 
MoD from both domestic and foreign sources. After 
the imposition of UN sanctions with UNSCR 661 
in 1990, the directorate was no longer able to obtain 
weapons abroad and depended on the MIC to execute 
foreign procurement. 

MoD’s Procurement Leadership at the Onset of 
Operation Iraqi Freedom

Minister of Defense: Staff Gen. Sultan Hashim 
Ahmad Al Ta’i. As the Minister of Defense, he 
approved all MoD procurement proposals submitted 
by the Chief of Staff. Sultan was also a member of 
the “Committee of Three” which had oversight and 
control over the Iraqi defense budget. 

Chief of Staff: Staff. Gen. Ibrahim Ahmad ‘Abd-al-
Sattar Muhammad. Ibrahim was directly responsible 
for MoD procurement activities. He could reject, but 
not grant fi nal approval on MoD procurement deci-
sions. 

Director of Weapons and Supplies: Staff Maj. 
Gen. Taleb ‘Uwayn al-Juma’a Al Tikriti. Taleb was 
responsible for coordinating MoD weapons procure-
ment via the MIC from 1999 to 2003. 

Director of Armaments and Supplies: Brig. Nabil 
Rahman. Nabil was responsible for the procurement 
of products such as military uniforms, supplies, and 
other consumable items used to support military 
operations. 
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• According to Al-Ta’i, the MIC was responsible for 
95 to 99 percent of MoD procurement. Data from 
the Syrian trade protocols; however, indicate that 
this percentage was probably closer to 70 percent. 
In any case, the MIC negotiated contracts, identi-
fi ed foreign and domestic sources for prohibited 
items (often via its front companies), and arranged 
the delivery of goods for the MoD.  

• After 1997, Al-Ta’i dealt directly with the head of 
the MIC, Abd al-Tawab Mullah Huwaysh, and his 
two deputies, Dagher Muhammad Mahmud and 
Muzahim Sa’ab Al-Hasan, on substantive procure-
ment issues. 

• The Directorate of Weapons and Supplies coordi-
nated with the MIC on MoD procurement projects 
via regular meetings. These meetings addressed a 
range of day-to-day procurement issues, includ-
ing the mechanics of requesting and delivering 
items, fi nancing procurement contracts, addressing 
complaints over late deliveries, and adjudicating 
problems related to poor quality equipment. 

According to Al-Ta’i, the Directorate of Weapons 
and Supplies participated in several MIC-coordi-
nated defense procurement delegations each year, 
providing expertise in weapons pricing and how 
foreign systems could best improve Iraq’s defense 
capabilities. 

• When Iraq hosted these delegations, the MIC han-
dled, negotiated, and signed procurement contracts 
on behalf of the MoD. 

• Taleb Uwayn Al-Juma’a, the Chief of the Director-
ate of Weapons and Supplies, usually served as the 
MoD delegate for these visits. When accompanying 
the MIC abroad Uwayn was subordinated to the 
MIC leadership. 

• The only time MoD procurement was not coor-
dinated by the MIC was when the Minister of 
Defense or his Chief of Staff headed the Iraqi 
delegations. 

• Uwayn developed some overseas procurement con-
tacts from MIC sponsored travel to Yugoslavia and 
Russia. Uwayn also traveled to Syria two or three 
times, on one occasion with Huwaysh. 

Budgeting and Financing Military Procurement
As with the other Iraqi ministries, the MoD operated 
two budgetary processes: one deliberate and the other 
supplemental. The formal MoD budget was small, 
preplanned, and approved via a deliberative process 
involving multiple ministries and commissions. The 
MoD’s formal budget was used to purchase non-sanc-
tioned items and fund the basic operation of the force. 

• According to data from a captured general govern-
ment budget document, containing only operating 
expenditures, Iraqi defense spending was $124.7 
million in 2002. This fi gure, however, does not 
represent true Iraqi defense spending, as the former 
Regime did not list defense spending in its general 
budget during the 1990-2003 sanctions Regime. 

In sharp contrast to the MoD’s formal budget, 
the supplemental MoD budget was controlled by 
Saddam and was used for illicit procurement of 
prohibited items. 

• Typically, Iraqi military units identifi ed require-
ments and forwarded them up the chain of the com-
mand to the directorate head.

• The director reviewed and forward procurement 
requirements to the Chief or Deputy Chief of Staff 
who would review the procurement recommenda-
tions and forward them to them to the Minister of 
Defense, Al-Ta’i. 

Figure 37. Ministry of Defense leadership hierarchy 
(from 1997 to 2003).
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Although other Iraqi ministries were required to work 
within their formal budgets, Al-Ta’i could request 
more money from the Presidential Diwan. On some 
occasions, however, the MoD supplemental budget 
requests were routed through Saddam’s secretary, 
Abid Hamid Mahmud, who could make decisions 
more rapidly than the Diwan. 

• Although Mahmud has stated that he had no role in 
MoD procurement, we judge that he played a role 
in high-priority procurement for the MoD, based on 
his position and statements by another high-level 
Iraqi military offi cer. This offi cer asserted that a 
September 2002 supplemental request for Internet 
satellite communications for the MoD was routed 
through the Presidential Secretary. The Secretariat 
subsequently arranged for the purchase through a 
Syrian company. 

Ultimately, Saddam personally approved the funding 
for classifi ed MoD, MIC, and IIS projects; informed 
the governmental bodies of his approval via Mahmud, 
and used Mahmud to distribute supplemental funding 
for the projects. 

MoD Procurement Process 
After 1991, MoD procurement depended on the 
nature of the item required. If the UN prohibited the 
goods, the illicit procurement process accomplished 
the procurement. If the items were dual-use goods, 
they were procured via the channels described else-
where in the chapter. 

Illicit Procurement for the MoD. After the UN 
imposed sanctions in 1990, member states were pro-
hibited from exporting conventional military goods 
to Iraq. As a result, Saddam tasked the MIC to obtain 
prohibited materials and equipment on behalf of the 
MoD. According to al-Sattar, the former MoD CoS, 
the Minister of Defense coordinated all foreign illicit 
procurement directly with the MIC. 

• The MIC and MoD negotiated specifi c weapons 
procurement requirements at a “Coordination 
Conference” held every three months at the MIC 
headquarters in Baghdad. 

According to a former high-ranking MIC offcial, a 
Special Committee for Procurement for the MIC, 
MoD, and SRG was established in mid-2002 (see 
Figure 38). The Special Committee reviewed and 
recommended security-related procurement require-
ments, which were then approved by Huwaysh, and 
ultimately passed to Qusay for approval. 

• The committee’s fi rst task was to develop Iraq’s air 
defense system.

• ISG has found very little corroborating evidence of 
the existence of this committee. Even if it coordi-
nated signifi cant procurement in the nine months 
before the regime was removed, it is likely Saddam 
still retained the fi nal approval on expensive or 
politically sensitive procurement projects.

Dual-Use Goods Defi ned

“Dual-Use Goods” are items that might be of use 
to the military, but were not specially or originally 
designed or modifi ed for military use. The term 
“goods” includes equipment, chemicals, materials, 
components (including spare parts), technology, and 
software. 

The term “dual-use goods” can be contrasted with 
“military goods” that were specially or originally 
designed for use by the military. 

UN Sanctions on the Procurement of Conventional 
Military Goods

All member states of the United Nations were prohib-
ited from exporting conventional military goods to 
Iraq by UNSCR 661, 670, and 687. Some countries, 
however, failed to abide by these international agree-
ments and permitted their nationals to participate 
in the sale of conventional military goods to Iraq. 
Some nationals involved in this illicit arms trade were 
associated with, or in some cases directly related to, 
their national leaders. For more detailed information 
see and Annex H, UN Security Council Resolutions 
Applicable to Iraq and Annex J: The Procurement of 
Conventional Military Goods in Breach of UN Sanc-
tions
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Dual-Use Goods Procurement for the MoD. 
For routine procurement requirements, the Diwan 
reviewed the Minister of Defense’s requisitions and 
identifi ed an appropriate ministry to prepare the con-
tract to purchase the items domestically or through 
foreign sources. 

• Most Iraqi ministries served as false end-users for 
MoD dual-use goods procurement. For example, 
the Building Ministry purchased engineering equip-
ment and heavy machinery, the Health Ministry 
procured medical equipment, and the Transporta-
tion Ministry obtained trucks for the MoD. 

• When possible, the MoD initiated contracts in coor-
dination with the MIC. For example, if the MoD 
needed vehicles it would go directly to the MIC 
vehicle supplier.

• Once the items were purchased and the delivery 
made, the purchasing ministry would notify the 
MoD that its equipment had arrived. The MoD 
would then arrange to deliver the shipment to its 
subordinate units. 

The MoD reimbursed these other government min-
istries, via the Diwan, with money from the general 
MoD budget—concealing the source of the money. 
The MoO, through SOMO, also helped the MoD by 
funding purchases via the UN OFF program or with 
illicit oil revenue schemes.

Procurement for the Republican Guard and Spe-
cial Republican Guard

The RG and SRG requested weapons systems and 
other military goods via the MoD. The MoD and 
MIC, in turn, used their associated front companies 
and trade networks to procure conventional mili-
tary equipment for the RG and SRG from foreign 
sources. Qusay Husayn, as the “Honorable Supervi-
sor” of the RG and SRG, ensured they received the 
most modern military equipment in the Iraqi Army 
(see Iraq’s Security Services Annex for additional 
information on the RG and SRG). 

RG and SRG Procurement Leadership and 
Budget. From 1996 until the fall of the Regime, 
Mahmud Rashid Ismail Al-Ani served as the Director 
of Electrical and Mechanical Engineering in the RG 
and the chief procurement adviser to both the RG and 
SRG. He reported directly to the RG Chief of Staff, 
General Saif Al-Din Al-Rawi. 

• Al-Ani also monitored the manufacture of supplies 
for the RG. Consequently, he attended a monthly 
meeting at the MIC with the Commander and 
Directors of the RG. 

• Qusay reportedly respected Al-Ani’s technical 
expertise as evidenced by choosing him to represent 
the RG in overseas delegations.

• Al-Ani also enjoyed a close relationship with Abd 
al-Tawab Mullah Huwaysh, the head of the MIC, 
most likely because they were related.

 

Figure 38. The MIC-MoD Special Committee for Procurement.
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From 2000 onwards, the RG’s annual budget was 
derived from the national military budget. Although 
the mandated budget at the MoD-level fl uctuated 
yearly, the RG budget never exceeded 40 percent 
of the overall Iraqi Armed Forces budget. The SRG 
budget never exceeded 10 percent of the overall RG 
budget. The RG budget was Qusay’s responsibility, 
but the Offi ce of the Secretariat submitted requisitions 
to the Chief of Staff’s offi ce to obtain funds for the 
RG. 

RG and SRG Procurement Process. According to 
Kamal Mustafa, the former RG Secretary, RG com-
manders met with the RG Headquarters staff twice 
per fi scal year to prepare a requisition list for equip-
ment shortages and spare parts. This list was then for-
warded to the Offi ce of the Secretariat, via the Offi ce 
of the RG Chief of Staff for action. The SRG sent 
its shortage list directly to the Secretariat for inclu-
sion in the overall RG requirements list. The Director 
of the Offi ce of the Secretariat managed the fl ow of 
resources for the RG and SRG. He also coordinated 
budgetary matters between the RG and the rest of 
the Iraqi military community. After the Offi ce of the 
Secretariat approved the procurement requirements, 
the MoD Directorate of Weapons and Supplies, led by 
Staff Major General Taleb Uwayn Juma’h, obtained 
the items in accordance with standard MoD proce-
dures. 

• According to a former high-ranking MIC offi -
cial, the RG and SRG had their own additional 
procurement channels after 1999 and had wide 
authority to procure items on their own. Qusay’s 
prominent role in the RG organizations gave them a 
predisposition for obtaining illicit goods via Syria, 
according to one source. 

• Between 2000 and 2002, the Iraqi Government 
purchased thousands of supply and personnel 
transport vehicles for the RG and SRG by the 
Ministry of Transportation and Communication 
(MoTC). Turkey, Russia, France, Germany, and 
South Korea supplied these vehicles, according to a 
former senior Iraqi cabinet minister.

According to captured documents and other evi-
dence the MoD, MIC, and its associated front com-
panies obtained conventional goods for the RG and 

SRG from Russia, Syria, and Belarus. (For more 
details on these breaches of UN sanctions see Annex 
J: The Procurement of Conventional Military Goods 
in Breach of United Nations Sanctions). The RG and 
SRG most likely used their operational budgets to 
purchase common military supplies and consumable 
materials. As with the rest of the MoD, the RG and 
SRG also benefi ted from other ministries purchasing 
dual-use goods on their behalf. 

After the requested equipment was delivered to Iraq, 
the MoD Directorate of Weapons and Supplies sent 
the Offi ce of the Secretariat an offi cial letter notify-
ing that the equipment was available. Once the goods 
were delivered to the RG and deemed acceptable, the 
Secretariat authorized the MoO to pay the appropriate 
ministry or commission. 

Military Industrialization Commission 

By the late 1990s, Iraq was eagerly trying to acquire 
foreign military by goods and technical expertise for 
its conventional military and missile programs using 
a network of Iraqi front companies, some with close 
relationships to high-ranking foreign government 
offi cials. The billions of dollars of revenue gener-
ated by the various protocols, illicit surcharges, and 
oil smuggling schemes drove the explosive growth in 
military imports. This allowed MIC to smuggle mil-
lions of dollars worth of military equipment into Iraq 
in contravention of UN sanctions. 

Procurement Leadership in the MIC
From its founding in 1987, the MIC was directly 
subordinate to the offi ce of the presidency. It eventu-
ally consisted of 10 research companies, 36 manu-
facturing companies, eight training centers, two 
stand-alone units; three front companies and the 
headquarters offi ce (see Figure 39). The headquar-
ters, located in Baghdad had two deputies and nine 
directorates: administrative and fi nancial, commerce, 
research and development, projects, technical, inter-
nal monitoring, legal, training and procurement, and 
the National Monitoring Directorate. The Minister’s 
offi ce consisted of the secretary’s offi ce, the secret 
correspondence offi ce, the special correspondence 
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offi ce handling mail between MIC and the ministries 
and between the headquarters’ directorates and the 
individual companies. 

MIC: Benefi ciary of Illicit Funds 
Revenues from oil protocols with Jordan, Syria, and 
Turkey increased the MIC budget by approximately 
6,400 percent between 1996 and 2003. During this 
period, MIC Director and Deputy Prime Minister, 
Abd al-Tawab Mullah Huwaysh (see Figure 40), 
transformed the MIC into a more effi cient and profi t-
able bureaucracy. 

• According to a high-level MIC offi cial, the MIC 
budget grew from $7.8 million in 1996 to $350 
million in 2002 to $500 million in 2003. The MIC 
covered its operating costs through internal minis-
try-to-ministry sales of goods and services, includ-
ing a 3 percent surcharge on items imported for the 
MoD by Al-Basha’ir—a MIC front company. 

• According to the same offi cial, the MIC also had a 
hard currency budget of approximately $365 mil-
lion, of which $300 million came from illicit oil 
trade with Syria, Jordan and Turkey. The remainder 
of the hard currency budget came from the Presi-
dency, sales to foreign companies in Iraq, profi ts 
from the Arab Company for Detergent Chemicals 
(ARADET), and foreign investment (see Figure 41 
below for more detail). 

The MIC budgeting process started at the company 
level every June and continued through September. 
Companies gathered their plans for production, 
procurement, and salaries for the upcoming year and 
submitted them to the Directorate of Administration 
and Finance in the MIC headquarters. The Directorate 
of Administration and Finance compared the fi gure 
with the historical fi gures and tried to reduce the size 
of the budget. Then the Technical, Project, Trade, and 
Research Directorates were asked to review and com-
ment on the company fi gures. 

When the Directorate of Administration and Finance 
had processed the companies’ budgets, the 21 direc-
tors-general of MIC discussed them during budget 
meetings. These budget meetings were conducted 
much like court proceedings, and the group made 
decisions on each proposed budget. The budget fi g-
ures were adjusted accordingly, and a fi nal budget for 
each company was issued. 

The company budgets for the 51 subordinate MIC 
companies, for MIC headquarters, and for the eight 
MIC training centers were consolidated into one 
budget. Unlike other ministries, the MIC did not 
have to submit its budget to the Finance Ministry, 
but it did send a summary report to the Secretary 
of the CoM. The summary report did not contain 
detailed fi gures or descriptions. Abd al-Tawab Mullah 
Huwaysh had the discretionary authority to reallocate 
funds within the budget, as he felt necessary. 

MIC Banking and Financing
The MIC had its own bank accounts—two each in 
Jordan, Lebanon and Baghdad—that it used to store 
hard currency. Rather than having the purse strings 
controlled by many people in the organization, there 
were actually only three men most responsible for 
the transfer of funds from the Iraqi Government 
to the supplying companies: Jasim Ahmad Hasan, 
Muhammad Salih Abd al-Rahim, and Hashim 
Karim ‘Abbas, of whom were all members of the 
MIC’s Commercial Directorate. The Commercial 
Directorate was concerned mainly with payment and 
payment methods, and with delivery of the contracted 
items after MIC and the supplier signed contracts. 
The MIC could authorize payments for small contract 
amounts, but for larger amounts Huwaysh sought 
permission from Presidential secretary Abid Hamid or 
through the Presidential Diwan. 

• According to captured documents, Hasan and 
‘Abbas are listed on hundreds of bank accounts 
throughout Jordan. 

• Captured documents also include bank statements 
and correspondence directing MIC to release funds 
to suppliers. 

• According to two sources in the Commercial Direc-
torate, their department was funded with a monthly 
budget of approximately $2 million. 

Funds originated at the Presidential Palace and were 
authorized to be transferred by Saddam. On behalf 
of Saddam Husayn, Ahmad Husayn Khudayir al-
Samarra’i, President of the Diwan, authorized the 
funds to be sent to the CBI. The Governor of CBI, 
Isam Rashid al-Huwaysh (no relation to Abd al-
Tawab Mullah Huwaysh), forwarded the funds to the 
MIC accounts at the Rafi dian Bank in Baghdad. Abd 
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Figure 39. Structure of the MIC.
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Figure 40. MIC leadership.

Muzahim Sa’ab al-Hasan al-Nasiri

al-Tawab Mullah Huwaysh controlled the Rafi dian 
accounts. He determined how much was to be sent to 
each foreign bank account based on project funding, 
and ordered transfers of exact amounts to specifi c 
banks and account numbers. Huwaysh was respon-
sible for authorizing each transfer to each account in 
Jordan and Lebanon. Following the transfers, al-
Rahim, ‘Abbas, and Hasan then controlled the funds 
in the Jordan and Lebanon bank accounts. 

All of these accounts were related to Iraqi trade con-
tracts, for the payment of foreign suppliers to the Iraqi 
government. When a contract was signed with a sup-
plier, a bank letter-of-credit was opened on behalf of 
the supplier. The goods were delivered to a company 
owned by MIC or working for the MIC. The goods 
were inspected, and then Huwaysh was notifi ed. 
Huwaysh then notifi ed the Commercial Department 
at MIC, and then the Commercial Department sent a 
memo to ‘Abbas, al-Rahim, and Hasan. The three of 
them then sent a memo to the Jordan or Lebanon bank 
to release the funds in the form of a letter of credit to 
the supplier. 

The MIC used accounts in the Al-Itihad and Al-Ahay 
banks in Beirut. According to a high-level offi cial 
with the MIC, approximately one month prior to 
OIF, Huwaysh dispatched Hasan and Munir Mamduh 
Awad al-Qubaysi, Director of Al-Basha’ir, to Beirut 

on a mission to recover MIC funds still held in Beirut 
banks. Their instructions were to travel to Beirut, 
secure the funds, transfer them to the Iraqi embassy 
in Damascus and then return to Baghdad. Huwaysh 
had ordered a review of outstanding contracts more 
than a year old and as a result was able to identify 
$100 to $150 million in these banks that had not been 
disbursed. 

• According to two sources in the Commercial 
Directorate, prior to the war there was a meeting in 
Baghdad with members of the Commercial Section 
and the Legal Section of the MIC. They claim that 
Hasan and al-Rahim were ordered to remove $47 
million from the banks in Lebanon and Jordan. 

• They attempted to withdraw funds from the Jordan 
National Bank but were informed that they did not 
have that amount of funds available because of 
unauthorized withdrawals from suppliers. 

• One of the two sources in the Commercial Director-
ate stated that Hasan and Ali Jum’a Husayn Khalaf 
canceled approximately 60 lines of credit and were 
able to withdraw $6 million in currency from the 
Jordan National Bank, which they then took to the 
Iraqi Embassy in Syria. 
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The information provided by these two sources con-
tradicts Huwaysh’s statement that in early April 2003, 
he traveled to Syria to determine why Hasan and 
al-Qubaysi had not returned to Baghdad. According to 
Huwaysh, he had not been able to determine what had 
happened to the two gentlemen or the funds. 

Items Procured by the MIC via Front Companies
Iraq’s MIC had two primary avenues for procuring 
materials and manufacturing equipment outside of 
UN OFF channels. One avenue involved the use of 
import committees and the other a straightforward 
contracting process to purchase items from for-
eign suppliers. The MIC obtained large amounts of 
imported materials and production equipment through 
a process described by a senior Iraqi: 

• During the annual budget formulation process, 
managers of MIC facilities identifi ed imported 
products that their enterprises needed to support 
their production plans for the following year. After 
the MIC approved the annual budget at the begin-
ning of each calendar year, the managers prepared 
tenders for the required imports. The MIC then 
distributed the tenders at the annual Baghdad Trade 
Fair and advertised them in Iraqi trade papers. 

• The MIC received bids on the tenders from poten-
tial suppliers indicating price, terms; for example, 
‘X’ offered to provide some equipment for $1 mil-
lion. Bids on the tenders from potential suppliers 
were submitted to a MIC import committee. Origi-
nally there was just one import committee, but the 
volume of imports grew in later years to the point 
where a second import committee was established 
to handle the volume. The import committees met 
every night at the Baghdad International Trade Fair 
site. 

• The import committees would then take the original 
tenders and subject them to a rebidding process. 
For example, company ‘Y’ could offer to supply the 
same equipment as company ‘X,’ but for $500,000 
less than its competitor’s bid, a large saving com-
pared to the original price. Through this process, 
the import committees saved the MIC millions of 
dollars. The committees issued quarterly reports on 
the amounts of money saved. Huwaysh was very 
proud of this bidding process and often gave the 
committee members bonuses based on the amount 
of money saved. 

• The MIC issued a contract when the import com-
mittee accepted a bid on the goods. We speculate 
that the contracted companies were then respon-
sible for obtaining the goods—importing them from 
Jordan, Syria, Turkey, or elsewhere as necessary—
and delivering them to the MIC customer. 

• Engineers from the MIC Technical Directorate 
always headed the import committees. Other mem-
bers of the committees included representatives 
from the MIC Commercial, Administration and 
Finance, and Legal Directorates, along with an IIS 
representative from MIC security. 

Items Procured via the MIC’s Link to Iraqi 
Intelligence
The other procurement avenue operated through 
the MIC “Special Offi ce” and enlisted the IIS to 
locate suppliers of particularly sensitive or obviously 
military items, such as weapons and ammunition 
(for more details see the IIS procurement section of 
this chapter and the RSI IIS annex). Items purchased 
through the Special Offi ce were then shipped to Iraq 
via third countries using front companies as buyers. 
MIC procurement companies played a key role in 
these import activities, as did several front companies 
with ties to top Syrian leaders. During the annual 
budget formulation process, managers of MIC facili-
ties identifi ed imported products that their enterprises 
needed to support their production plans for the fol-
lowing year. 

The MIC and the IIS formed a special channel for 
importing sensitive goods and services—dual-use 
or related to weapons and munitions manufactur-
ing—particularly those that required the assistance 
of foreign government offi cials. A source within the 
MIC Commercial Directorate of stated that the IIS 
was “involved in everything.” The IIS was the fi nal 
authority on MIC contracts due to its direct relation-
ship with Saddam. 

In November 1997, Saddam approved a MIC proposal 
to enlist the IIS to develop new procurement, tech-
nology transfer, and technical assistance channels to 
supplement the existing MIC Commercial Directorate 
channels, according to a source with direct access. 

• Huwaysh formed the MIC-IIS relationship to sup-
port Iraq’s missile program after Saddam instructed 
him to improve Iraq’s missile capabilities. 
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• Ties fl ourished after the death of IIS Director Rafi ’ 
Dahham al-Tikriti in October 1999 and the subse-
quent appointment of Tahir Jalil Habbush al-Tikriti 
as IIS Director. A Joint MIC—IIS nomination 
group initially directed the joint effort. 

Dr. Hadi Tarish Zabun, the head of the MIC Research 
and Development Offi ce, led the MIC end of this 
second procurement channel. Senior MIC offi cials 
have described Dr. Zabun as very capable and pow-
erful. Dr. Zabun is clearly one of the key fi gures in 
the Iraqi clandestine procurement story. 

• Dr. Zabun’s offi ce handled all of the secret, spe-
cial contracts with Russia, Belarus, Yugoslavia, 
Ukraine, and Bulgaria. 

• Dr. Zabun attended all meetings related to these 
contracts, and managing these contracts became a 

huge task for the Special Offi ce. 

According to an Iraqi offi cial, the IIS’s procurement 
activities operated through the IIS Scientifi c and 
Technical Information Offi ce, designated M4/4/5. . 
The Research and Development Offi ce cooperated 
closely with M4/4/5 to fi nd sellers of the sensitive 
materials and equipment sought by the MIC. 

• Dr. Zabun coordinated MIC—IIS business dealings, 
with much of the coordination occurring directly 
between the Director of M4/4/5 and Dr. Zabun. 

• M4/4/5 desk offi cers worked closely with IIS offi -
cers in overseas stations to fi nd the suppliers. Desk 
offi cers had specifi c country responsibilities. 

• Directives and other communications with the IIS 
stations in embassies abroad were transported via 
diplomatic pouch. 

An Iraqi offi cial described the coordination process 
(see Figure 42). 

• MIC requirements—for information, materials, 
technology, or technical assistance—were sent 
upward from MIC manufacturing establishments to 
Huwaysh. 

• Huwaysh then sent an offi cial “Secret, Confi dential, 
and Immediate” communication through Zabun to 
IIS Director al-Tikriti. Dr. Zabun strictly controlled 
all communications on MIC-IIS dealings. A special 
IIS courier element actually carried the correspon-
dence back and forth. 

• The request then descended through the IIS M4 
Directorate chain-of-command to the director, who 
sent it to the appropriate desk offi cer for action. 

• The desk offi cer then made arrangements with the 
fi eld stations, issued tenders, and so on. 

When the fi eld offi cer located potential sellers or 
received bids, the Director of M4/4/5 would work 
with Dr. Zabun to broker a meeting between prin-
ciples in MIC and the desk offi cer and others involved 
in the procurement effort. 

• Typical participants in these meeting included Dr. 
Zabun, the M4/4/5 director, their deputies, the M4/
4/5 desk offi cer who was involved in setting up the 
transaction, personnel from the MIC establishment 
seeking the procurement, the heads of the MIC 
Commercial and Finance Directorates, and often 
Munir Mamduh Awad al-Qubaysi, head of the MIC 
procurement company Al-Basha’ir. 

• This group probably considered the terms of the 
proposed deal and discussed methods of transport 
and payment for the goods. 

• Huwaysh probably made the fi nal decision on most 
major procurement actions. 

Dr. Hadi Tarish Zabun: The MIC’s Procurement 
Expert

MIC Director Huwaysh considered Dr. Hadi Tarish 
Zabun as his right-hand man for conducting foreign 
procurement deals. Dr. Zabun was the acting Direc-
tor General of the Al Milad Company (MIC’s largest 
domestic research and development company) prior 
to taking over the MIC Directorate of Research and 
Development and the MIC Special Offi ce. He also 
served as Huwaysh’s expert on the missile industry. 
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Figure 41. MIC hard currency budget (million US $) in 2002.

Figure 42. MIC-IIS special procurement cycle. 




