
Syncing your Kerberos and 
Active Directory passwords 

The intended audience for this document is end-users. 
 
 
IMPORTANT:  Please make sure you follow these directions for syncing your passwords exactly. 

Many people are missing a step. 
 
 
 
This exercise focuses on SYNCING (making the passwords the same) your Kerberos and Active 
Directory password.  You should always try to set your Windows Active Directory password 
first, because it requires you to have a more complex password and you may find that you have 
to change your Kerberos password after you try to set your AD password. 
 
 
Step 1:  Log into the Authentication Resources 
 
- Go to the website https://weblogin.umich.edu/ 
- Log in with your uniqname and Kerberos password 
- Towards the bottom of the page, click on 'kpasswd: Change Your Kerberos Password' 
 

 



Step 2:  Is your current Kerberos password strong enough for Active Directory? 
 
A new page will ask you if you want to change your kerberos password, but along the top you 
will see three tabs.  One of those tabs says 'WINDOWS ACTIVE DIRECTORY' 
 

 
 
- Click on the 'WINDOWS ACTIVE DIRECTORY' tab 
- In the NEW PASSWORD field, enter your Kerberos password 
- Retype your new password 
- Click on the 'Reset Windows Active Directory Password' button 
 
If your password is not complex enough (upper and lower case characters AND alpha-
numberics), you may have to choose a new password for Kerberos as well.   
 
- If your password fails to meet the password security requirements, repeat the above steps with a 
stronger password.  Your Windows Active Directory password must be at least 7 characters long 
and must contain three of the following items: 

- a lower case letter 
- an upper case letter 
- a number 
- a non-alphanumeric character 
- It may not contain your uniqname or your name. 

 
 

If your Kerberos password works, 
you do NOT need to go to Step 3 

 
 
Step 3:  If you had to choose a new AD password, you must update the Kerberos password 
 
If your Kerberos password was not strong enough and you had to create a new password for 
Active Directory, you will have to use this password now for Kerberos. 
 

 
 
- Click on the 'KPASSWD' tab 
- In the CURRENT PASSWORD FIELD, enter your old Kerberos password 
- Type your new more-secure password in 'new password' field 
- Retype the stronger password to confirm 
- Click 'Change umich.edu Kerberos password' button 


