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High Level Summary

The web is “stateless” - the browser does not maintain a connection
to the server while you are looking at a page. Yu may never come
back to the same server - or it may be a long time - or it may be one
second later

So we need a way for servers to know “which browser is this?”
In the browser state is stored in “Cookies”

In the server state is stored in “Sessions’
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Multi-User

® When a server is interacting with many different browsers at the same

time, the server needs to know *which* browser a particular request
came from

® Request / Response initially was stateless - all browsers looked
identical - this was really really bad and did not last very long at all.




Web Cookies to the Rescue

Technically, cookies are arbitrary pieces of data chosen by the Web
server and sent to the browser.The browser returns them unchanged to
the server, introducing a state (memory of previous events) into
otherwise stateless HTTP transactions. Without cookies, each retrieval
of a Web page or component of a Web page is an isolated event,
mostly unrelated to all other views of the pages of the same site.

http://en.wikipedia.org/wiki/HTTP_cookie
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Web browser request headers

GET /index.html
HTTP/1.1 Host:

www.webserver.com

Headers returned by webserver.com

HTTP/1.1 200 OK

Content-type: text/html
Set-Cookie: name=value
..Contents of web page

GET /news.html HTTP/1.1
Host: www.webserver.com
Cookie: name=value

HTTP/1.1 200 OK
Content-type: text/html

.Contents of web page




Cookies In the Browser

® Cookies are marked as to the web addresses they come from - the
browser only sends back cookies that were originally set by the same
web server

® Cookies have an expiration date - some last for years - others are
short-term and go away as soon as the browser is closed




Sessions




In The Server - Sessions

® In most server applications, as soon as we meet a new browser - we
create a session

® Ve set a session cookie to be stored in the browser which indicates
the session id in use

® The creation and destruction of sessions is handled by a web
framework or some utility code that we just use to manage the
sessions




Session ldentifier

® A large, random number that we place in a browser cookie the first
time we encounter a browser.

® This number is used to pick from the many sessions that the server
has active at any one time.

® Server software stores data in the session which it wants to have from
one request to another from the same browser.

® Shopping cart or login information is stored in the session in the
server




PHP Sessions




PHP Sessions

® We can establish / initialize a PHP Session by calling
session_start() before any output has come out

If the user has cookies set, we can use the array $ SESSION

to store data from one request to the next with a particular
browser

® We have a bit of data that persists from one request to the
next




session_start
(PHP 4, PHP 5)

session_start — Initialize session data

~| Description Report a bug

bool session_start ( void )

session_start() creates a session or resumes the current one based on a session identifier
passed via a GET or POST request, or passed via a cookie.

To use a named session, call session_name() before calling session_start().

When session.use_trans_sid is enabled, the session_start() function will register an internal
output handler for URL rewriting.

If a user uses ob_gzhandler or similar with ob_start(), the function order is important for proper
output. For example, ob_gzhandler must be registered before starting the session.

http://php.net/manual/en/function.session-start.php




<?php
session start();
if (! isset($ SESSION['value']) ) {
echo ("<p>Session is empty</p>\n");
} else {
echo ("<pre>\n") ;
print r($_SESSION) ;

echo ("<pre>\n") ;
}
$ SESSION|['value'] = $ SESSION|['value'] + 1;
?>
<p><a href="sessl.php">Click Me!</a></p>




http://localhost/si572 /php-12/sessl.php
@

+ @ http://localhost/si572/php-12/sessl.php

¢ (Q
Session is empty

Click Me!

ttp://localhost/si572 /php-12/sessl.php
< | 4 |+ [ http://localhost/si572/php-12/sessl.php

) ¢ | Q
Array
(

[value]

http://localhost/si572
) <| ~

/php-12/sessl.php
(ft
Click Me!

+ @ http://localhost/si572/php-12/sessl.php

Array
(

[value]

)

Click Me!

ttp://localhost/siS72 /php-12/sess1.php
< + @ http://localhost/si572/php-12/sessl.php

Array
(

[value]

)

Click Me!




Login / Logout

Having a session is not the same as being logged in.

Generally you have a session the instant you connect to a web site
The Session ID cookie is set when the first page is delivered

Login puts user information in the session (stored in the server)

Logout removes user information from the session




<?php .
session start(); login.php
require once "db.php";

if ( isset($ _POST['email']) && isset($ POST['password']) ) {
$e = mysql real escape string($_POST['email']) ;
$Sp = mysql real escape string($ POST['password']);
$sql = "SELECT name FROM users
WHERE email = '$e' AND password='Sp'";

echo "<!--\n$sql\n-->\n";
$result = mysql query($sql);
if ( $result === FALSE ) {

echo "<p>Login incorrect.</p>\n";

unset ($ SESSION|[ 'name']) ;
} else {

$row = mysql fetch row($result);

echo "<p>Login success.</p>\n";

$ SESSION['name'] = Srow[O0];




login.php

if ( $ _SESSION|['name'] ) {
echo ('<p>Hello '.$ SESSION['name'].'</p>'."\n");
echo ('<p><a href="logout.php">Logout</a></p>'."\n") ;
return;

}

?>

<p>Login</p>

<form method="post">

<p>Email:

<input type="text" name="email"></p>

<p>Password:

<input type="text" name="password"></p>

<p><input type="submit" wvalue="Login"/>

<a href="login.php">Refresh</a></p>

</form>




mysqgl> select * from users;

csev@umich.edu
gg@umich.edu 456
sam@umich.edu ZZZ
Smith', 'sneaky') smith@umich.edu secret
sarah@umich.edu

http://localhost/si572 /php-12/login.php http://localhost/si572 /php-12/login.php

+ @ http://localhost/si572/php-1. & | (Q~ > + @ http://localhost/si572/php-1 & | (Q~

Login Login incorrect.

Email: csev@umich.edu Login

Password: 'wrong ' Email:
“Login ) Refresh Password:

“Login ) Refresh




http://localhost/si572 /php-12/login.php

+ @ http://localhost/si572/php-1 & | (Q~
Login incorrect.
Login
Email:
Password: |

_Login ) Refresh

<!--
SELECT name FROM users
WHERE email = 'csev(@umich.edu' AND password='wrong'

-->
<p>Login incorrect.</p>
<p>Login</p>

<form method="post'">




if ( $Sresult FALSE ) {
echo "<p>Login incorrect.</p>\n";
unset ($_SESSION[ 'name']) ;

} else {
$row = mysql fetch row($result);
echo "<p>Login success.</p>\n";
$ SESSION|['name'] = Srow[0];

http://localhost/si572 /php-12/login.php http://localhost/si572 /php-12/login.php

+ @ http://localhost/si572/php-1. & | (Q~ + @ http://localhost/si572/php-1 & | (Q~
Login incorrect. Login success.
Login Hello Chuck
Email: ‘csev@umich.edu | Logout
Password: 123

“Login ) Refresh




logout.php

<?php

session start();

unset ($ SESSION['name']) ;
?>

<p>Logged out...</p>
<p><a href="login.php">Login Again</a></p>

http://localhost/si572 /php-12/logout.php http://localhost/si572/php-12/login.php

+ @ http://localhost/si572/php-1. & | (Q~ : + @ http://localhost/si572/php-1. & | (Q~

Logged out...

Login Again

Login
Email: csev@umich.edu
Password: |wrong

“Login ) Refresh



CRUD, POST, Redirect, Oh My!




POST / GET Gesture

Once you do a POST, if you do refresh, the browser will re-
send the POST data a second time

The user gets a popup that tries to explain what is about to
happen




http://localhost/si572 /php-10/users/ http://localhost/siS72 /php-10/users/add.php

+ | http://localhost/si572/php-10/ ¢ (Q . + 6 http://localhost/si572/php-10/use & | (Q~

[Chuck |[csev@umich.edu |[123 |[Edit/ Delete] Add A New User
[Glenn |gg@umich.edu |[456 ||Edit / Delete| Name: sorar
|Sam llsam@umcih llpp j@/Dcletc

|Smith', 'sneaky') --|smith@umich.edul|secret|[Edit / Delete| Email: | sarah@umich.edu

[Fredy |fredy @umich.edu [secret|[Edit / Delete
Add New

Password:

“Add New ) Cancel

http://localhost/si572 /php-10/users/add.php http://localhost/si572 /php-10/users/index.php

< + @ http://localhost/si572/php-10 & | (Q~ Bl + @ http://localhost/si572/php-1 Q-

INSERT INTO users (name, email, password) IChuck |cscv@umich.cdu I123 IEdi[/DClC[C

[Glenn |gg@umich.edu [456 |[Edit/ Delete

VALUES ('Sarah', 'sarah@umich.edu'

Success - Continye... [Sam [sam@umcih |pp  |[Edit/ Delete

[Smith', 'sneaky') --||smith@umich edul[secretEdit / Delete]
|Sarah |[sarah@umich.edul[123 ||Edit / Delete
[Fredy |fredy @umich edu|[secret[Edit / Delete
Add New




http://localhost/si572 /php-12/users/index.php

< + |6 http://localhost/si572/php- & | (Q~

YIChuckllcscv@umich.cdu mlm / Delete
Glenn [gg@umich.edu [[456][Edit / Delete
[Sam |[sam@umichedu [[zzz|[Edit / Delete
[Sarah |[sarah@umich.edul[123][Edit / Delete
Add New

http://localhost/si572 /php-12/users/add.php

< + |63 http://localhost/si572/php Q-

INSERT INTO users (name, email, password)
VALUES ('Barb', 'barb@umich.edu’,

Success - Continue...

'123")

http://localhost/si572 /php-12/users/add.php

« + @ http://localhost/si572/php ¢ (Q

Add A New User

Name: Barb

Email: barb@umich.edu

Password: ese

“Add New ) Cancel

http://localhost/si572 /php-12/users/add.php

+ #Ahttp://localhost/si572/php-1 X | (Q~

Are you sure you want to send a form
again?
To reopen this page Safari must resend a form. This

might result in duplicate purchases, comments, or
other actions.

Cancel ) ( Send




http://localhost/si572 /php-12/users/add.php http://localhost/si572 /php-12/users/add.php

+ #Ahttp://localhost/si572/php X | (Qr : </ + | http://localhost/si572/php ¢ (Q

INSERT INTO users (name, email, password)

Are you sure you want to send a form VALUES ('Barb', 'barb@umich.edu’', '123')

again?
To reopen this page Safari must resend a form. This Success - Continue...

might result in duplicate purchases, comments, or
other actions.

Cancel ) ( Send

http://localhost/si572/php-12/users/index.php

< | + @ http://localhost/si572/php-. & | (Q~

[Chuck|[csev@umich.edu [[123][Edit / Delete]
[Glenn [gg@umich.edu |[456][Edit / Delete]
[Sam [[sam@umich.edu |[zzz|[Edit / Delete]
[Barb |[barb@umich.edu |[123][Edit / Delete]
[Sarah [[sarah@umich edul[123][Edit / Delete]
[Barb [[barb@umich.edu |[123][Edit / Delete|
Add New




Redirect

If your application has not yet sent any data, it can send a
special header as part of the HTTP Response

The redirect header includes a URL that the browser is
supposed to forard itself to

It was origianlly used for web sites that moved from one URL
to another

http://en.wikipedia.org/wiki/URL_redirection




POST / Redirect

Lasm. 1 PN | SN P e b I PN PO 191 e N A e
http://localhost/siS72 /php-12/users/add.php

® When our scripts receive POST
data, update database tables, put | > | [ @ hep:/ flocalhosusisz2/php-1_& | (- Google_©)»
" INSERT INTO users (name, email, password)

out a success or error message,and | VALUES (‘Barb’, ‘barbéumich.edu’, '123)
. " Success - Continue...
put out a link to the next screen t

® We can automatically redirect to
another page after processing the
post but we need to handle
messages




http://localhost/si572 /php-10/users/add.php

‘ + | http://localhost/si572/php-10 & | (Q~

«

INSERT INTO users (name, email, password)
VALUES ('Sarah', 'sarah@umich.edu’,

Success - Continue...

We come back to
index.php from
three different

places.

http://localhost/si572 /ph...0/users/delete.php?id=13

« + | http://localhost/si572/php-10 & | (Q~
DELETE FROM users WHERE id 13

Success - Continue...

http://localhost/si572 /php-10/users/

+ | http://localhost/si572/php-10/ ¢ | (Q

[Chuck [csev@umich.edu |[123_|[Edit / Delete
|Glenn lgg@umich.edu  [456 |[Edit/ Delete]
|Sam |sam@umcih |pp Iﬁn/m
[Smith', 'sneaky") ~-[[smith@umich.edul [secret[Edit / Delete|
[Fredy |[fredy @umich.edul[secret|[Edit / Delete|

Add New

http://localhost/si572 /php-10/users/edit.php?id=4
< + | http://localhost/si572/php-10 & | (Q~

UPDATE users SET name='Sam', email='sam@umich.edu',
password='zzz' WHERE id='4'

Updated - Continue...

We put error
messages and
success messages

in $_SESSION




<?php
require once "db.php"; index.PhP
session_start();
if ( isset($_SESSION['error'] ) {
echo '<p style="color:red">'.$ SESSION|['error']."</p>\n";
unset ($_SESSION|['error']) ;
}
if ( isset($_SESSION['success'] ) {
echo '<p style="color:green">'.$ SESSION|['success']."</p>\n";
unset ($_SESSION|['success']);

}
echo '<table border="1">'."\n";

$result = mysql query ("SELECT name, email, password, id FROM users");
while ( $row = mysql fetch row(Sresult) ) {

echo "<tr><td>";
echo (htmlentities ($row[0])) ;
echo ("</td><td>") ;
echo (htmlentities ($row[1l])) ;
echo ("</td><td>") ;
echo (htmlentities ($row[2])) ;
echo ("</td><td>\n") ;
echo('<a href="edit.php?id='.htmlentities ($row[3]).'">Edit</a> / ");
echo('<a href="delete.php?id='.htmlentities ($row[3]).'">Delete</a>"');
echo ("</td></tr>\n") ;
}
?>
</table>
<a href="add.php">Add New</a>




index.php

<?php
require once "db.php";
session start();

if ( isset($_SESSION['error']l ) {
echo '<p style="color:red">'.$ SESSION|['error']."</p>\n";
unset ($ _SESSION|['error']);

}

if ( isset($ _SESSION]['success'] ) {

echo '<p style="color:green">'.$ SESSION]['success']."</p>\n";
unset ($ SESSION|['success']);

}
echo '<table border="1">'."\n";




<?php
require once "db.php";
session_start();
if ( isset($_POST['name']) && isset($ POST['email']) Add A New User
&& isset($_POST['password'])) {
= mysql real escape string($ POST['name'])
= mysql real escape string($ POST['email']); Email: |biligumich.edu
= mysql real escape string($ POST|['password']);
= "INSERT INTO users (name, email, password) -
VALUES (|$n|, |$e|, |$p|)n; _Add New ) Cancel
mysqgl query($sql) ;
$ SESSION|['success'] = 'Record Added';
header( 'Location: index.php' ) ;
return;

} http://localhost/si572 /php-12/users/index.php

2> + @ http://localhost/si572/php-12/ ¢ (Qr

<p>Add A New User</p> Record Added
<form method="post">

http://localhost/si572 /php-12/users/add.php

+ @ http://localhost/si572/php-12/ Q-

Name: Bill

Password: [eee

YIChuckllcscv@umich.cdu M|m / Delete|

<I_>>Name : N " . " IGIcnn rlgg@urnich.cdu ‘le / Delete|
<input type="text" name="name"></p> [Sam |sam@umich edu |[zzz][Edit / Deletd

<p>Email: [Bill_|[pill@umich.edu |[123)[Edit/ Delete
<input type="text" name="email"></p> Add New o '
<p>Password:

<input type="password" name="password"></p>

<p><input type="submit" value="Add New"/>

<a href="index.php">Cancel</a></p>

</form>




<?php

require once "db.php";

session_start();

if ( isset($_SESSION['error'] ) {
echo '<p style="color:red">'.$ SESSION|['error']."</p>\n";
unset ($_SESSION|['error']) ;

index.php

}

if ( isset($_SESSION['success'] ) {
echo '<p style="color:green">'.$ SESSION|['success']."</p>\n";
unset ($_SESSION|['success']); Record Added

http://localhost/si572 /php-12/users)

+ @ http://localhost/si572/php-12/ ¢ | Q

;cho '<table border="1">'."\n"; [Chuck[csev@umich.edu][123][Edit / Delete|
$result = mysql query ("SELECT name, email, password, id FROM users"); [Glenn [gg@umich edu_|[456][Edit / Delete
while ( $row = mysql fetch row($result) ) { [Sam_|lsam@umich.edu [zzz [Edit / Delete
echo "<tr><td>"; - [Bill [[bill@umich.edu [[123||Edit / Delete
echo (htmlentities ($row[0])) ; Add New
echo ("</td><td>") ;
echo (htmlentities ($row[1l])) ;
echo ("</td><td>") ;
echo (htmlentities ($row[2])) ;
echo ("</td><td>\n") ;
echo('<a href="edit.php?id='.htmlentities ($row[3]).'">Edit</a> / ");
echo('<a href="delete.php?id='.htmlentities ($row[3]).'">Delete</a>"');
echo ("</td></tr>\n") ;
}
?>
</table>
<a href="add.php">Add New</a>
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