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MySQL is Built Into PHP

® There are function calls to connect to a MySQL server, send
SQL commands, and retrieve data from the server




Application Structure

PHP Database
Software Data Model

Command Line
<1 PhpMyAdmin




Creating a Database and User

CREATE DATABASE misc;
USE misc;
GRANT ALL ON misc.* TO 'fred'@'localhost’' IDENTIFIED BY 'zap’;

GRANT ALL ON misc.*TO 'fred@'127.0.0.1' IDENTIFIED BY 'zap’;

/Applications/xampp/xamppfiles/bin/mysql -uroot -p c:\xampp\mysql\bin\mysql.exe




CREATE TABLE users (

id INT UNSIGNED NOT NULL Creating a

AUTO INCREMENT KEY,
name VARCHAR (128), Table
email VARCHAR(128),
password VARCHAR (128));

ALTER TABLE users ADD INDEX (email) ;

mysql> describe users;

int (10) unsigned NO | PRI | NULL
varchar (128) YES | | NULL
varchar (128) YES | MUL |
varchar (128) YES |




Inserting a Few Records

INSERT INTO users (name,email,password) VALUES ('Chuck', 'csev@umich.edu',6 '123");
INSERT INTO users (name,email,password) VALUES ('Glenn', 'gg@umich.edu', '456');

mysql> select * from users;

Chuck | csev@umich.edu
gg@umich. edu




Database Connection

Hostname
e |

Software

id / password

$db = mysql connect("localhost",6"fred", "zap");
mysqgl select db("misc");




<?php

echo "<pre>\n";

Sdb = mysqgl connect("localhost","fred", "zap");

mysql select db("misc");

$result = mysql query("SELECT * FROM users") ;

while ( $row = mysql fetch row(Sresult) ) {
print r(S$row) ;

}

echo "</pre>\n"; Array

(

mysql close($db) ; [0] 1
?> [1] Chuck

[2] csev@umich.edu
[3] 123

mysql> select * from users; )

+-—— - e L E L L L $ommmm e + Array
| id | name | email | password | (

+-————m - - - + [0] 2
| 1 | Chuck | csev@umich.edu | 123 | [1] Glenn
2 | Glenn | gg@umich.edu )
o e R o + [2] gg@umich.edu
[3] 456




<?php
echo '<table border="1">'."\n";
$db = mysql connect("localhost","fred", "zap");
mysql select db("misc");
$result = mysql query("SELECT name, email, password FROM users") ;
while ( Srow = mysql fetch row($result) ) ({
echo '"<tr><td>";
echo ($row[0]) ;
echo ("</td><td>") ;
echo (Srow[1l]) ;

echo ("</td><td>") ;

echo ($row[2]) ; Chuck/|csev@umich.edu|(123
echo ("</tr>\n") ; Glenn |gg@umich.edu (456

}
echo "</table>\n";

mysqgl close($db);

)
2> <table border="1">

<tr><td>Chuck</td><td>csev@Qumich.edu</td><td>123</tr>
<tr><td>Glenn</td><td>ggQumich.edu</td><td>456</tr>
</table>




Some ldioms

® Put database connection information in a single file and
include it in all your other files

® Helps make sure to not mistakenly reveal id / pw

e Blah blah blah or die()




<?php db.php
$db = mysql connect("localhost","fred", "zap");

if ( $db === FALSE ) die('Fail message');

if ( mysql select db("misc") === FALSE ) die("Fail message") ;

?>

Array

(
<?php [0] 1

_ . . : 1 Chuck
require once "db.php"; nNSC34DhP {2} ev

csev@umich.edu
[3] 123
echo "<pre>\n"; )

$result = mysql query ("SELECT * FROM users"); hezay

while ( Srow = mysql fetch row(Sresult) ) { [0] 2
print r(Srow); [1] Glenn
} B [2] => gg@umich.edu

[3] 456
echo "</pre>\n";

mysqgl close ($db) ;
?>




<?php

$db = mysql connect("localhost","fred", "zap");
if ( $db === FALSE ) die('Fail message');

if ( mysql select db("misc") === FALSE ) die("Fail message") ;

db.php

?>

<?php
$db = mysql connect("localhost","fred", "zap")
or die('Fail message') ;

mysql select db("misc") or die("Fail message") ;
?>




= mysql connect("localhost","fred", "zap") or die('Fail message');

= mysql connect("localhost","fred", "zap")) or die('Fail message');

Logical
Logical

Ternary

H Igh P rece d ence . ) Assignment

Logical

Logical

Very high precedence —y

Logical




Assignments as Expressions

® While we seldom use the feature, assighment statements are

also expressions that have values

<?php
Sy = ($x = 3 * 4) + 200;
X= Y=212
echo "X=$x Y=$y\n"; 12
?>




3 * 4) + 200;

$db = mysql connect("localhost","fred", "zap")
or die('Fail message') ;

( $db = mysqgl connect("localhost",6 "fred", "zap") )
or die('Fail message') ;




Forms and PHP




Forms Submit Data

<p>Guessing game...</p>

<form>
<p><label for="guess">Input Guess</label>
<input type="text" name="guess" id="guess"/></p>

<input type="submit"/>
</form>

htt http://localhost/si572 /php-10/form1.php?guess=12
|

< | 4 | | + A nhttp://localho | « 4 |+ Ahttp://locd | « 4 | + @ http://localhost/si572/php-10/form1l.php?guess=12 ¢ | Q

Guessing game... Guessing game... Guessing game...

Input Guess Input Guess 12 Input Guess

(Submit ) " Submit ) ( Submit




$ GET and $ POST

® PHP loads the values for the URL parameters into an array

called $ GET and the POST parameters into an array called
$ POST




<p>Guessing game...</p>
<form>

<p><label for="guess">Input Guess</label>
<input type="text" name="guess" id="gquess"/></p>
<input type="submit"/>

</form>

<pre>
$ GET:

http://localhost/si572 /php-10/form2.php?guess=12
<?php <> (G
print r($ GET);

& |+ @ http://localhost/si572/php-10/form2.php?guess=12 ¢ | Q-
>

</pre>

Guessing game...

Input Guess
(Submit )

$ GET:
Array

(
[guess] => 12
)




<p>Guessing game...</p>
<form method="post">
<p><label for="guess">Input Guess</label>
<input type="text" name='"guess'" id="guess"
<?php
echo 'value="' . § POST['guess'] . '"';

?>

/></p>

<input type="submit"/>
< / form> http://localhost/si572 /php-10/form4.php
<pre> < @ | | + @ http://localhost/si572/php-10/form4.php
$_POST : Guessing game...
< ?php Input Guess 41

print r (S POST) ; Submit)
? > $_POST:

Array

</pre> ( o

[guess]
)




® What happens when we use an HTML character in a form
field value??

http://localhost/siS72 /php-10/form4.php
< | & | | + | http://localhost/si572/php-10/form4.php http://localhost/si572 /php-10/form4.php
. <| & | | + |@ hutp://localhost/si572/php-10/form4.php
Guessing game...

Guessing game...

Input Guess "><b>DIE DIE</b>
Input Guess | 'DIE DIE" />

( Submit )
"\/Submit‘_\
$_POST: S—

Array $ POST:
( —

Array
) (
[guess] => ">DIE DIE
)




<form method="post'">

<p><label for="guess">Input Guess</label>
<input type="text" name='"guess'" id="guess"
value=""><b>DIE DIE</b>" /></p>
<input type="submit"/>
</form>

http://localhost/si572 /php-10/form4.php

< 4 |+ | htp://localhost/si572/php-10/form4.php ¢ | (Q

Guessing game...

Input Guess
“:'Submit-,\

$_POST:
Array
(
[guess] => ">DIE DIE
)




To The Rescue: htmlentities()

<form method="post">
<p><label for="guess'">Input Guess</label>
<input type="text" name="guess" id="guess"
<?php
echo 'value="' . htmlentities($ POST['guess'])
?>
/></p>
<input type="submit"/>
</form>




<form method="post">

<p><label for="guess">Input Guess</label>

<input type="text" name="guess" id='"guess"
<?php

echo 'value="' . htmlentities($ POST['guess']) . '"';
?>

/></p>

<input type="submit"/>
</form>

http://localhost/si572 /php-10/form5.php
4 |+ @ nhttp://localhost/si572/php-10/form5.php

Guessing game...

Input Guess *><b>DIE DIE</b>

“Submit |

<input type='"text" name='guess'" id="guess"

oo value="&quot; &gt; &lt;b&gt;DIE DIE&lt;/bé&gt;"
(

$_POST:

[guess] => ">DIE DIE
)




To The Database HO!




<?php
require once "db.php";

if ( isset($_POST['name']) && isset($_POST['email'])
isset ($_POST['password'])) {
= $_POST['name'];
$ POST['email'];
= $ POST['password'];
= "INSERT INTO users (name, email, password)
VALUES ('S$n', 'Se', 'Sp')";
"<pre>\n$Sql\n</pre>\n" ’ http://localhost/si572 /php-10/user
mysql—query ($Sql) ’ < | 4 | | + | nhttp://localhost/si572/php-10/userl.php

}

INSERT INTO users (name, email, password)
VALUES ('Fred', 'fred@umich.edu', 'Y0'")

?>

<p>Add A New User</p>
<form method="post"> Name: |
<p>Name:

<input type="text" name="name"></p> Email: |
<p>Email:

<input type="text" name="email"></p>
<p>Password: Add New
<input type="password" name="password"></p> ’ ‘
<p><input type="submit" value="Add New"/></p>

</form>

Add A New User

Password:




http://localhost/si5S72 /php-10/userl.php

4 | + | http://localhost/si572/php-10/userl.php

INSERT INTO users (name, email, password)
VALUES ('Fred', 'fred@umich.edu', 'Y0'")

Add A New User

Name:
Email: |
Password: |

“Add New

mysql> select * from users;

csev@umich.edu
gg@umich.edu 456
csev@umich.edu NULL
sam@umcih
fred@umich.edu




$sql = "INSERT INTO users (name, email, password)
VALUES ('$n', 'Se', 'Sp')";
echo "<pre>\n$sql\n</pre>\n";
mysql query ($sql);
}

http://localhost/si572 /php-10/user2.php

 htp: i -
echo '<table border="1">". ,,\n,,; ~ http://localhost/si572/php ¢ | (Q

$result = mysql query("SELECT name, email, password [Chuck [csev@umich.edul[123|
FROM users") ; [Glenn [gg@umich.edu [[456]
while ( $row = mysql fetch row($result) ) { [Chuck [csev@umich.edul[ |

echo "<tr><td>"; B [Sam _|sam@umeih _|[pp |

echo ($row[0]) ; Fred ||fred@umich.edu [YO|

echo ("</td><td>") ; Add A New User
echo ($Srow[l]) ;
echo ("</td><td>") ;
echo ($row[2]) ; Email: |
echo ("</tr>\n") ; Password: |

Name: |

}

?>

</table>

<p>Add A New User</p>

“Add New |




<?php
require_ once "db.php";

if ( isset($_POST['id']) ) {
$id = $ POST['id'];
$sql = "DELETE FROM users WHERE id =
echo "<pre>\n$sql\n</pre>\n";
mysql_query ($sql) ;

}

?>

<p>Delete A User</p>

<form method="post">

<p>ID to Delete:

<input type="text" name="id"></p>

http://localhost/si572/

4 | + | http://localhost/si572/php
$id"; DELETE FROM users WHERE id = 3
Delete A User

ID to Delete:

Delete

<p><input type="submit" value="Delete"/></p>

</form>




http://localhost/si572 /php-10/deletel.php

4 | + A htp://localhost/si572/php-10/deletel.php ¢ | (Qr
DELETE FROM users WHERE id = 3

Delete A User

ID to Delete:

: Delete

select * from users;

Chuck csev@umich.edu

Glenn gg@umich.edu
sam@umcih
fred@umich.edu




if ( isset($_POST['delete']) && isset($_POST['id'])

&& isset($_POST['password']l)) { http:/ /localhost/si5 72 /php-10/user3.php

Sid = $ POST['id']; + | @ http://localhost/si572/php .

$sql = "DELETE FROM users WHERE id = $id"; '
echo "<pre>\n$sqgl\n</pre>\n";

mYSql_querY ($Sql) ’ Glenn ||gg@umich.edu

¢ | Q

Chuck|/csev@umich.edu e

Sam |([sam@umcih

echo '<table border="1">'."\n"; Fred |[fred@umich.edu
$result = mysql query("SELECT name, email, password, id F :
while ( Srow = mysql fetch row($result) ) {
echo "<tr><td>"; Name: |
echo (htmlentities ($row[0])) ; Ernail
echo ("</td><td>") ;
echo (htmlentities ($Srow[1l])) ;
echo ( "</td><td>" ) ’ “Add New
echo (htmlentities (Srow([2])) ;
echo ("</td><td>\n") ;
echo ('<form method="post"><input type="hidden" ') ;
echo ('name="id" wvalue="'.$row[3].'">'."\n");
echo ('<input type="submit" wvalue="Del" name="delete">');
echo ("\n</form>\n") ;
echo ("</td></tr>\n") ;

Add A New User

Password:




echo ('<form method="post"><input type="hidden" ') ;

echo ('name="id" wvalue=""'.$row[3].'">'."\n");

echo ('<input type="submit" wvalue="Del" name="delete">')
echo ("\n</form>\n") ;

http:/ /localhost/si5 72 /php-10/user3.php <tr><td>Fred</td><td>fred@umich.edu</td>
+ |@ http://localhost/si572/php-1 & | (Q~ ' <td>YO</ td>
Del <td>
| — <form method="post">
Glenn |gg@umich.edu = <input type="hidden" name="id" wvalue="5">
| o) <input type="submit" value="Del" name="delete">
</form>
Fred ||fred@umich.edu — < / td>

</tr>

Chuck||csev@umich.edu

Sam |sam@umcih

Add A New User

Name: | if ( isset($ POST['delete']) && isset($ POST['id'])
Email: | ' && isset($_POST|['password'])) ({
$id = $ POST['id'];
$sql = "DELETE FROM users WHERE id = $id";
- echo "<pre>\n$sql\n</pre>\n";
mysql query ($sql) ;

Password: |




http://localhost/si572/php-10/user3.php if ( isset($ POST['delete']) && isset($ POST['id'])
+ @ http://localhost/si572/php-1 & | (Q~ . && isset ($_POST[ 'password’] )) |
DELETE FROM users WHERE id = 5 Sid = $_POST[ 'id'];

$sql = "DELETE FROM users WHERE id = $id";
/@m‘@u"mh edult23 echo "<pre>\n$sql\n</pre>\n";
’aggCurmchodu 456 mysql_query ($sql) ;

Sam |([sam@umcih ’;

Add A

Name:

Email:

Password:

Add New




Program

require once "db.php";

if ( isset($_POST['name']) && isset($_POST['email']) OUtIIne
&& isset ($_POST['password'])) {
$n = $ POST['name'];
Se $ POST['email'];
$p = $_POST['password'];
$sgql = "INSERT INTO users (name, email, password)
VALUES ('$n', 'Se', 'S$p')";

echo "<pre>\n$sql\n</pre>\n"; T

mysql_query ($sql) ;

. }
mysql_query ($sql) 4 if ( isset($_POST['delete']) && isset($_POST['id'l) ) {

$id = $_POST['id'];

$sql = "DELETE FROM users WHERE id = $id";
echo "<pre>\n§sql\n</pre>\n";

mysql_query ($sql) ;

echo '<table border="1">'."\n";
$result = mysql_query("SELECT name, email, password, id FROM users
) ) o

( isset($_POST['delete']) && isset($_POST['id']) ) { LS Dt

$id = $ POST['id']; -

$sql = "DELETE FROM users WHERE id = $id"; ey ——
echo "<pre>\n$sql\n</pre>\n"; s o R
mysql query ($sql); LR v v

<form method="post">

<p>Name:

<input type="text" name="name
<p>Email:

<input type="text" name
<p>Password:

<input type= "
<p><input type="submi a
</form>




echo '<table border="1">'."\n";
$result = mysql query("SELECT name, email, password, id FROM users");
while ( $row = mysql fetch row($result) ) {

echo '"<tr><td>";

echo (htmlentities ($Srow[0]));

echo ("</td><td>") ;

echo (htmlentities ($Srow[1l]));

echo ("</td><td>") ;

echo (htmlentities (Srow[2]));

LR
echo ("</td><td>\n") ; e

mysql_query ($sql) ;
if ( isset($_POST['delete']) && isset($_POST['id'l) ) {

echo ('<form method="post"><input type="hidden" ') ;
echo ('name="id" value=""'.$row[3].'">'."\n"); e LR T s e = i

mysql_query ($sql) ;
}

echo ('<input type="submit" wvalue="Del" name="delete">') ——

" " $result = mysql_quezy(”SELEC: name, email, passwor i
. while ( $row = mysql_fetch_row($result) ) {
echo ("\n</form>\n") ; el T e

echo ("</td></tr>\n") ;
} echo ('<form me st"><input type="hidden" ');

echo ('n; " ro ">'."\n");

9 > mi t' ralue="Del" name="delete">');
</table>

<form method="post">
<p>Name:

<input type="text" name="name"></p>

<p>Email:

<input type="text" name="email"></p>
<p>Password:

<input type= " = "></p>
<p><input type="submit" value="Add New"/></p>
</form>




Program
Outline

<p>Add A New User</p>

<form method="post">

<p>Name:

<input type="text" name="name"></p> e st ) s
<p>Email: gi??fﬁff””
<input type="text" name="email"></p> bR
<p>Password: ) ot s
<input type="password" name="password"></p> S
<p><input type="submit" wvalue="Add New"/></p> ’

echo '<table border="1">'."\n";

$_POST['email'];

$result = mysql_query("SELECT name, email, password, id FROM users");

< > while ( $row = mysql_fetch_row($result) ) {
orm acho "<troctds;

echo (htmlentities ($xow[0])) ;
echo ("</td><td>") ;
echo (htmlentities ($row[1])) ;
echo ("</td><td>") ;
echo (htmlentities ($row[2]));
echo ("</td><td>\n") ;
echo ('<form method="post"><input type="hidden" ');
echo ('name="id" value="'.$row[3].'">'."\n");
echo ('<input type="submit" value="Del" name="delete">');
echo ("\n</form>\n"
echo ("</td></tr>\n") ;

}

2>

fahl

[<p>Add A New User</p>

<form method="post">

<p>Name :

<input type="text" name="name"></p>

<p>Email:

<input type="text" name="email"></p>
<p>Password:

<input type= " name= "></p>
<p><input type="submit" value="Add New"/></p>
</form>




SQL injection or SQLi is a code injection technique that exploits a
security vulnerability in some computer software.An injection occurs
at the database level of an application (like queries). The vulnerability

is present when user input is either incorrectly filtered for string
literal escape characters embedded in SQL statements or user input
is not strongly typed and unexpectedly executed. Using well designed
query language interpreters can prevent SQL injections.

http://en.wikipedia.org/wiki/SQL _injection




This code is prone to SQL Injection - where!?

if ( isset($_POST['name']) && isset($_POST['email'])
&& isset($ POST['password'])) ({

$n $ _POST['name'];

Se $ POST['email'];
$ POST['password'];
= "INSERT INTO users (name, email, password)

VALUES ('$n', 'Se', 'Sp")";

"<pre>\n$sql\n</pre>\n";

mysql query ($sql) ;



http://localhost/si572/php-10/form4.php

& | | + | http://localhost/si572/php-10/form4.php

Guessing game...

Input Guess "><b>DIE DIE</b> http://localhost/si572/php-10/form4.php

< | & | + |@ nhip://localhost/si572 /php-10/formé4.php

(Submit )

Guessing game...

»_POST: Input Guess | 'DIE DIE" />
Array

(
) _Submit

$_POST:
Array
(
[guess] => ">DIE
)




http://localhost/si572 /php-10/form4.php

- 4 | |+ @ http://localhost/si572/php-10/form4.php ¢l Q

Guessing game...

Input Guess DIE DIE" />
CSubmitT'

$ POST:
Array
(
[guess] => ">DIE DIE
)

<form method="post">

<p><label for="guess">Input Guess</label>
<input type="text" name="guess'" id='"guess"
value=""><b>DIE DIE</b>" /></p>
<input type="submit"/>
</form>




http://localhost/si572 /php-10/userl.php

< | 4 | + | http://localhost/si572/php-10/userl.php

INSERT INTO users (name, email, password)
VALUES ('Fred', 'fred@umich.edu', 'Y0')

Add A New User

Name:

Email:

Password:

“Add New




HI, THIS 1S

YOUR SON'S SCHOOL.

WERE HAVING SOME
COMPUTER TROUBLE.

\%m

OH, DEAR - DID HE
BREAK SOMETHING?

IN A WAY

%4

DID YOU REALLY
NAME YOUR SON
Robert'); DROP
TABLE Stwdents; -~ 7

~OH.YES LITTLE
BOBBY TABLES,
WE CALL HIM.

http://xkcd.com/327/

WELL, WE'VE LOST THIS
YEAR'S STUDENT RECORDS.
T HOPE YOURE HAPPY.

{

AND I HOPE
- YOUVE LEARNED
: TOSANMIZE YOUR
DATARASE INPUTS.




<?php
require once "db.php";

if ( isset($_POST['name']) && isset($ POST['email'])) {
$n = $ POST['name'];
$e = § POST['email'];
Sp = 'secret';
$sql = "INSERT INTO users (email, name, password)
VALUES (v$e|, v$nv, v$pv)n;
echo "<p>\n$sqgl\n</p>\n";

mysql query ($sql) ;

}

?>

<p>Add A New User</p>

<form method="post">

<p>Name:

<input type="text" name="name" size="50"></p>
<p>Email:

<input type="text" name="email'"></p>
<p><input type="submit" wvalue="Add New"/></p>
</form>




if ( isset($_POST['name']) && isset($ POST['email'])) {
$n = $ POST['name'];
Se $ POST['email'];
Sp = 'secret';
$sgql = "INSERT INTO users (email, name, password)
VALUES (|$ev, v$n|, v$p1)u;
echo "<p>\n$sql\n</p>\n";
mysql query($sql) ;

http://localhost/si572 /php-10/johnny.php http://localhost/si572 /php-10/johnny.php

+ @ http://localhost/si572/php- ¢l Qr + @ http://localhost/si572/php- ¢l Q

Add A New User INSERT INTO users (email, name, password) VALUES
('fred@umich.edu', 'Fred', 'secret')

Name: Fred
Add A New User

Email: [fred@umich.edu i
Name:

_Add New o
Email:

_Add New_




if ( isset($_POST['name']) && isset($ POST['email'])) {
$n = $ POST['name'];
Se $ POST['email'];
Sp = 'secret';
$sgql = "INSERT INTO users (email, name, password)
VALUES (|$ev, v$n|, v$p1)u;
echo "<p>\n$sql\n</p>\n";
mysql query($sql) ;

http://localhost/si572 /php-10/johnny.php http://localhost/si572 /php-10/johnny.php

+ @ http://localhost/si572/php- ¢l Qr + @ http://localhost/si572/php- ¢l Q

INSERT INTO users (email, name, password) VALUES INSERT INTO users (email, name, password) VALUES
('fred@umich.edu', 'Fred', 'secret) (‘roberts@umich.edu', 'Roberts', 'sneaky') -- ', 'secret’)

Add A New User Add A New User
Name: 'Roberts', 'sneaky’) — | Name: |
Email: roberts@umich.edu | Email: |

_Add New _Add New_




if

( isset($_POST['name']) && isset($ _POST['email'])) {

$n = $ POST['name'];

$e = $§ POST['email'];

Sp = 'secret';

$sql = "INSERT INTO users (email, name, password)
VALUES (|$ev, v$n|, v$p1)u;

echo "<p>\n$sql\n</p>\n";

mysql query($sql) ;

http://localhost/si572 /php-10/johnny.php

+ @ http://localhost/si572/php- ¢ | (Q

INSERT INTO users (email, name, password) VALUES INSERT INTO users (email, name, password)
1 bc @ H h‘(:d |’|R bc I,I .‘ak ) _-|’| . ! -
(tobests@uimich.edir, Roberts, ‘meaky) =’ ‘sectet) VALUES ('roberts@umich.edu',

Add A New User
Name: |
Email:

_Add New

'Roberts', 'sneaky') -- ', 'secret')

INSERT INTO users (email, name, password)
VALUES ('roberts@umich.edu',
'Roberts', 'sneaky') -- ', 'secret')



mysql> select * from users;

csev@umich.edu
gg@umich.edu 456
sam@umcih PP
roberts@umich.edu sneaky
fred@umich.edu secret

http://localhost/si572 /php-10/johnny.php

+ @ http://localhost/si572/php- ¢ | (Qr

INSERT INTO users (email, name, password) VALUES
('fred@umich.edu', 'Fred', 'secret’)

Add A New User

Name: |
Email: |

_Add New

http://localhost/si572 /php-10/johnny.php

+ @ http://localhost/si572/php- ¢ | (Q

INSERT INTO users (email, name, password) VALUES
(‘roberts@umich.edu', 'Roberts', 'sneaky') -- ', 'secret’)

Add A New User

Name: |
Email: |

_Add New_




Rescue: mysql real escape string()

if ( isset($_POST['name']) && isset($ POST['email'])) {
$n = mysql real escape string($_POST['name']) ;
Se mysql real escape string( $ POST['email']) ;
Sp 'secret';
$sql = "INSERT INTO users (email, name, password)
VALUES ('$e', '$n', '$p'")";
echo "<p>\n$sql\n</p>\n";
mysql query ($sql) ;
}

Escapes special characters in the string, taking into account the current

character set of the connection so that it is safe to place it in a mysql_query
(). If binary data is to be inserted, this function must be used.

http://php.net/manual/en/function.mysql-real-escape-string.php




Roberts

http://localhost/siS.../php-10/johnny2.php

+ @ http://localhost/si572/php- ¢ (Qr

Add A New User
Name: [Smith', 'sneaky’) —-
Email: "smith@umich.edu

_Add New

csev@umich.edu
gg@umich.edu 456
sam@umcih PP
smith@umich.edu secret
roberts@umich.edu sneaky
fred@umich.edu

http://localhost/siS.../php-10/johnny2.php

+ @ http://localhost/si572/php- ¢ (Qr

INSERT INTO users (email, name, password) VALUES
(‘'smith@umich.edu', 'Smith\, \'sneaky\') -- ', 'secret’)

Add A New User
Name: |
Email: |

_Add New




take values from the outside world and
put them in an SQL string without using

® mysql real escape_string()

if ( isset($_POST['name']) && isset($ POST['email'])) {
$n = mysql real escape string($_POST['name']) ;
Se mysql real escape string( $ POST['email']) ;
Sp = 'secret';
$sql = "INSERT INTO users (email, name, password)
VALUES ('S$e', '$n', '$p")";
echo "<p>\n$sql\n</p>\n";
mysql query ($sql) ;







CRUD Pattern

® When we store things in database tables we generally need
Create - Insert a new row
Read - Read existing row(s)
Update - Change some values of a record
Delete - Delete a record

® So far we have done 3/4




+ @ http://localhost/si572/php ¢ (Q

® Usually we create several screens Emﬁi
Add new row E,@EP

View all rows (paging) @fmd@um.cdu @f
Add A New User

View single row -

Email: |

Edit single row

Password: |

Delete a row




Five Separate Files

index.php - Main list and links to other files

- -

0o | (o

add.php - Add a new entry

Name
delete.php - Delete an entry : Zidpi:,p
edit.php - Edit existing : Z’fofhihp
“.. index.ph
view.php (if index.php needed a detail view) B




index.php

<?php
require once "db.php";
echo '<table border="1">'."\n";
$result = mysql query("SELECT name, email, password, id FROM users");
while ( $row = mysql fetch row($result) ) {
echo "<tr><td>";
echo (htmlentities ($row[0])) ;
echo ("</td><td>") ;
echo (htmlentities ($row[1l])) ;
echo ("</td><td>") ;
echo (htmlentities ($Srow[2])) ;
echo ("</td><td>\n") ;
echo('<a href="edit.php?id='.htmlentities ($row[3]).'">Edit</a> / ');
echo('<a href="delete.php?id='.htmlentities ($row[3]).'">Delete</a>"');
echo ("</td></tr>\n") ;
}
?>
</table>
<a href="add.php">Add New</a>




http://localhost/si5S72 /php-10/users/

+ @ http://localhost/si572/php-10/ ¢ | Q

Add New

<tr><td>Chuck</td><td>csev@umich.edu</td><td>123</td><td>
<a href="edit.php?id=1">Edit</a> /
<a href="delete.php?id=1">Delete</a></td></tr>

<tr><td>Glenn</td><td>ggRumich.edu</td><td>456</td><td>
<a href="edit.php?id=2">Edit</a> /
<a href="delete.php?id=2">Delete</a></td></tr>




<?php
require once "db.php";

if ( isset($_POST['name']) && isset($ POST['email'])

&& isset($_POST['password'])) {

= mysql real escape string($ POST['name'])
mysqgl real escape string($_POST['email']) ;

= mysql real escape string($ POST|['password']);
= "INSERT INTO users (name, email, password)

VALUES ('$n', 'Se', 'S$Sp")";
"<pre>\n$sql\n</pre>\n";
mysqgl query($sql) ;

echo 'Success - <a href="index.php">Continue...</a>';

return;
}
?>
<p>Add A New User</p>
<form method="post">
<p>Name:
<input type="text" name="name"></p>
<p>Email:
<input type="text" name="email"></p>
<p>Password:
<input type="password" name="password"></p>
<p><input type="submit" value="Add New"/>
<a href="index.php">Cancel</a></p>
</form>

http://localhost/si572 /php-10/users/add.php

+ | http://localhost/si572/php-10/use & | (Q~
Add A New User
Name: Sarah
Email: ‘sarah@umich.edu |
Password: e«

“Add New ) Cancel




http://localhost/si5S72 /php-10/users/

+ | http://localhost/si572/php-10/ ¢ | (Q

[Chuck |[csev@umich.edu |[123 ||Edit / Delete

|Glcnn llgg@umich .edu |456 |M / Delete|

|Sam llsam@umcih llpp |M / Delete|

|Smith', 'sneaky") --llsmim@umich.cdullsccrcl |@ / Delete|

Fredy llfrcdy@umich .cdullsccrcl |@ / Delete|

Add New

http://localhost/si572 /php-10/users/add.php

- + | http://localhost/si572/php-10 & | (Q~

INSERT INTO users (name, email, password)
VALUES ('Sarah', 'sarah@umich.edu'’

Success - Continue...

http://localhost/si572 /php-10/users/add.php

+ € http://localhost/si572/php-10/use & | Q-
Add A New User

Name: [Sarah

Email: sarah@umich.edu

Password: «e.

“Add New ) Cancel

http://localhost/si572 /php-10/users/index.php

- + | http://localhost/si572/php-10 & | (Q~

V|Chuck |cscv@umich.cdu ‘|123 Iﬁu/m
|Glenn |gg@umich.edu 456 |[Edit / Delete|
|Sam |sam@umcih llpp Iﬁn/m
[Smith', 'sneaky") --[smith@umich edul[secret|[Edit / Delete]
Sarah |sarah@umich.edu|[123 |[Edit / Delete|
|Fredy |fredy @umich.edu| [secret||Edit / Delete|
Add New




<?php
require once "db.php";

if ( isset($_POST['delete']) && isset($_POST['id']) ) {
$id = $ POST['id'];
$sql = "DELETE FROM users WHERE id = $id";
echo "<pre>\n$sql\n</pre>\n";
mysqgl query($sql) ;
echo 'Success - <a href="index.php">Continue...</a>';
return;

}

$id = $_GET['id'];
$result = mysql query("SELECT name,id FROM users WHERE id='$id'");
$row = mysql fetch row($result);

echo "<p>Confirm: Deleting $row[0]</p>\n";

echo ('<form method="post"><input type="hidden" ') ;

echo ('name="id" wvalue="'.S$row[1l].'">'."\n");

echo ('<input type="submit" value="Delete" name="delete'">');
echo ('<a href="index.php">Cancel</a>') ;

echo ("\n</form>\n") ;

?>

delete.php

n

http://localhost/si572/ph...0/users/

< + |@ http://localhost/si572/php-1

Confirm: Deleting Fredy

“Delete ) Cancel




http://localhost/si572 /php-10/users/inde php http://localhost/si572/ph...0/users/delete.php?id=13

« + @ http://localhost/si572/php-10 & > < | + @ http://localhost/si572/php-10 & | (Q~

[Chuck [csev@umich.edu [[123 |[Edit/ Delete| Confirm: Deleting Fredy
|Glcnn |gg@umich.cdu ‘|456 ]M/Dclctc‘
|Sam |sarn@urncih llpp |&u/ Delete|

|Smith‘, 'sneaky') -- |smim@umich.cdu‘|sccrct‘|&it/ Delete
|Sarah |sarah@umich.edu|[123 |[Edit / Delete|
|Frcdy |frcdy@umich .cdullsccrct‘ IEiu / Delete|

Add New

Delete )Cancel

http://localhost/si572 /ph...0/users/delete.php?id=13 http://localhost/si572 /php-10/users/index.php

< + | http://localhost/si572/php-10 & | (Q~ > < | + @ http://localhost/si572/php-10 & | (Q~

DELETE FROM users WHERE id 13 IChUCk IICSCV@UI’l’liCh.CdU |123 Im/m

Success - Continue... |Glcnn ‘[gg@umich.cdu |456 Iﬂlm
ISam llsam@umcih |pp Iﬁlm
[Smith', 'sneaky") --|smith@umich.edul[secret|[Edit / Delete]
|Sarah ||sarah@umich edul[123 |[Edit / Delete]
Add New




<?php
require_once "db.php"; edit.php

if ( isset($_POST['name']) && isset($ POST['email'])
&& isset($_POST['password']) && isset($ POST['id']) ) {
= mysql real escape string($ POST['name'])
mysqgl real escape string($_POST['email']) ;
mysqgl real escape string($_ POST['password']);
= mysql real escape string($ POST['id']);
$sql = "UPDATE users SET name='$n', email='S§e',
password='$p' WHERE id='$id'";
echo "<pre>\n$sql\n</pre>\n";
mysqgl query($sql) ;
echo 'Updated - <a href="index.php">Continue...</a>';
return; P T ————

} < | + | http://localhost/si572/php-10 & | (Q~

$id = $_GET[ 'id']; Edit User
$result = mysql query ("SELECT name, email, password, id Name: sam

FROM users WHERE id='$id'") ;
$row = mysql fetch row(Sresult);

Email: [sam@umich.edu

Password: [ees

= htmlentities ($row[0]) ;
htmlentities ($Srow[1l]);

= htmlentities ($row[2]) ;
htmlentities ($Srow[3]);

“Update ) Cancel




$id = $ GET['id']; .

$result = mysql query ("SELECT name, email, password, id edlt-PhP
FROM users WHERE id='$id'") ;

$row = mysql fetch row(Sresult);

$n = htmlentities ($row[0]) ;
$e = htmlentities ($row[1l]);
$Sp = htmlentities ($row[2]) ;
$id = htmlentities ($row([3]) ;

echo <<< _END
<p>Edit User</p>
<form method="post">
<p>Name:
<lnput_type="teXt" name="name" value="$n"></p> < + | http://localhost/si572/php-1 ¢ | Q
<p>Email:

<input type="text" name="email" value="$e"></p> Edit User

<p>Password: Name: Sam

<input type="password" name="password" value="$p"></p>
<input type="hidden" name="id" value="$id">

<p><input type="submit" value="Update"/> Password: (oo
<a href="index.php">Cancel</a></p>
</form>

http://localhost/si572 /php-10/users/edit.php?id=4

Email: [sam@umich.edu

“Update ) Cancel




http://localhost/si572 /php-10/user index.php http://localhost/si572 /php-10/users/edit.php?id=4

« + @ http://localhost/si572/php-1 Q- > < + €3 http://localhost/si572/php-1 Q-

[Chuck [csev@umich.edu [[123 |[Edit/ Delete| Edit User

|Glcnn |gg@umich.cdu ‘|456 IM/M Name: [sam
|Sam |sarn@urncih llpp IQMM
|Smith‘, 'sneaky') -- |smim@umich.cdu‘|sccrct‘ I&l[ / Delete| Email: sam@umich.edu
[Sarah |sarah@umich.edu|[123 |[Edit / Delete|
Add New

Password: «e.

_Update ) Cancel

http://localhost/si572 /php-10/users/edit.php?id=4 http://localhost/si572 /php-10/users/index.php

< + | http://localhost/si572/php-10 & | (Q~ > < | + @ http://localhost/si572/php-10 & | (Q~

UPDATE users SET name='Sam', email='sam@umich.edu', IChUCk llcscv@umich.cdu |123 AIEdi[/DCICIC

password="'zzz' WHERE id='4'

[Glenn |gg@umich.edu |456 |[Edit/ Delete
ISam llsam@umich.cdu |zzz Iﬁlm
[Smith', 'sneaky") --|smith@umich.edul[secret|[Edit / Delete]
|Sarah ||sarah@umich edul[123 |[Edit / Delete]
Add New

Updated - Continue...




Summary

Making database connections
Forms,$ GET and $ POST
Sanitizing HTML

Inserting and Deleting
Security: Sanitizing SQL

A multi-file CRUD application



